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Government Surveillance

Legal Implications of Online Behavioral Advertising Practices: Collection of Internet Content from ISPs May Violate Federal and State Wiretap Laws


July 8, 2008





Contact:

Brock N Meeks, CDT

(202) 637-9800 ex. 114

(703) 989-3547 (CELL)

WASHINGTON – The Center for Democracy & Technology today released an analysis questioning the legal standing of a new approach to online advertising being considered by Internet Service Providers and Internet advertising networks.

Under the new scheme, an ISP allows an advertising network to copy the contents of the individual Web traffic streams of the ISP’s subscribers. The advertising network then creates a record of each individual’s online behavior and uses it to target ads to the consumer.

“Based on what we know so far, this new advertising model appears to defy reasonable consumer expectations and may violate communications privacy laws,” said CDT President and CEO Leslie Harris.

The CDT memo examines in depth how the practice of copying consumer data in the network – at the ISP level – relates to the legal protections regarding online communications as set out in the Electronic Communications Privacy Act (ECPA).

CDT analysis concludes that this use of Internet traffic content by ISPs may run afoul of federal and state wiretap laws. Federal law would allow the practice with the consent of the subscriber. However, CDT notes, that consent should not be obtained through a notice buried in a “terms of service” agreement or inserted in a billing statement. State law may be even more stringent, requiring consent from all parties.

“Consumers do not expect their ISP to be copying their Internet communications and selling them to third parties,” said CDT Vice President Ari Schwartz. “We have concluded that the advertising network model at issue here requires clear notice and prior consent, and that may be impossible if state laws apply requiring all parties to consent.”

The memo can be found online at http://www.cdt.org/privacy/20080708ISPtraffic.pdf.
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EU Tech Policy Brief: March 2024

March 28, 2024
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More Encryption is the Goal: The Internet Architecture Board Holds a Workshop on Managing Encrypted Networks

March 22, 2024
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CDT Signs Joint Statement Noting Concerns Regarding the Investigatory Powers (Amendment) Bill

March 22, 2024




















CDT works to strengthen individual rights and freedoms by defining, promoting, and influencing technology policy and the architecture of the internet that impacts our daily lives.

The content throughout this website that originates with CDT can be freely copied and used as long as you make no substantive changes and clearly give us credit. More on CDT's content reuse policy is available here. CDT’s generative AI usage policy is available here.
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