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I. Introduction
The history of the Internet has shown that it has tremendous capacity to advance
human rights, in particular freedom of expression and related rights. Over 2
billion people around the world connect every day to access and share
information and participate in wide-ranging aspects of social, economic, and
political life. For individuals, connecting to the Internet provides access to an
ever-expanding array of information resources and online services. At the same
time, it offers opportunities for people to reach new audiences at very low cost
compared to other forms of mass media. To an unprecedented degree, the
Internet transcends national borders and reduces barriers to the free flow of
information, enabling free expression, democratic participation, and the
enjoyment of other rights.
At least, it can. Merely having Internet access is not sufficient to guarantee the
full flowering of free expression and the other rights it enables, including the
rights to freedom of assembly and association, the right to education, and the
right to participate in cultural life. The Internet’s power to transform
communications and promote free expression and a pluralistic information
environment flows from certain characteristics that have defined the Internet
since its inception. These characteristics are not immutable, however, and are
increasingly subject to pressure. To maximize the Internet’s potential to advance
human rights, the Internet must remain free from centralized controls, open to the
fullest range of content and services, and truly global. Establishing rules to
preserve net neutrality – or more precisely, Internet neutrality – is one way to
prevent the imposition, by those in a position to control access, of structural
inequalities that would distort this environment.1
Much writing and advocacy related to the Internet and free expression is
concerned with state censorship and other curtailment of rights by governments.
This is a critically important aspect of online free-expression advocacy, made
ever more so by the ongoing revelation, as of this writing, of widespread
surveillance of Internet traffic. But governments’ duty to protect human rights
extends beyond non-interference, particularly in the realm of communications
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and free expression.2 And as the telecom sector is increasingly liberalized, private Internet
access providers are in a position to control their customers’ access to Internet content, often for
purely commercial reasons. Discriminatory treatment of Internet traffic by access providers
threatens Internet users’ ability to seek, receive, and impart information of their own choosing,
and the ability of entrepreneurs around the world to launch new communications tools and
services that in turn can advance human rights. Fully protecting user choice and free expression
and other rights online therefore requires that governments take steps to prevent access
providers from taking actions that may interfere with users’ enjoyment of those rights.
CDT’s previous work has examined the need for rules to protect neutrality as the Internet
evolves.3 This paper seeks to frame the issue more directly in terms of Internet neutrality’s role
in fostering a range of human rights, including free expression, access to knowledge, and
democratic participation. We also offer a set of principles to guide the enactment of rules to
protect Internet neutrality.

II. Designed for Free Expression
In terms of its technical transmission architecture, the Internet has historically been indifferent to
the content transmitted across it. Two fundamental design principles underlie this architecture:
layering and the end-to-end principle. Layering creates a logical separation between network
functions (such as the addressing and routing of information) and endpoint functions (such as
the processing and presentation of content by servers, PCs, and smartphones). The end-to-end
principle requires that networks take on only network responsibilities, leaving all other
functionality to the endpoints.4 By analogy to the postal system, endpoints are like people writing
and reading letters, while the primary function of ISPs’ routers and switches is to read
addresses and move information to its destination like the postal service. The result is a
general-purpose network than accepts an ever-expanding array of content and applications –
ranging from Skype to ‘cloud’ storage to personal websites. Within the Internet, networks
receive and forward communications, without having to make an assessment of what the traffic
is (e.g., whether it is an e-mail, a website, or a voice-over-IP call).
This approach permits the greatest level of flexibility for new uses of the Internet, making the
Internet an unprecedented platform for free expression and innovation in communications. End
users post any content and can invent wholly new applications and services without any
changes to the underlying network. It enables any two Internet users – individuals, companies,
websites, etc. – to communicate with each other without any need to get permission or make
prior arrangements (other than purchasing basic access to the Internet) with their network
providers or any other entity in between the two end points.5 “The Internet is a general purpose
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technology that creates value not through its own existence, but by enabling users to do what
they want. The Internet thus creates maximum value when users remain free to choose the
applications they most highly value.”6
This design has resulted in specific characteristics that support the Internet’s power to promote
free expression, access to knowledge, and democratic participation through ever-expanding
means and opportunities for communication.7 These defining attributes of the Internet include:


Global: Absent interference, the Internet provides immediate access to information from
around the world. For a user, it is as easy to send information to, or receive information
from, a user on another continent as it is to communicate with a user in the building next
door.



User-Controlled: The Internet allows users to exercise far more choice than even
cable/satellite television or short wave radio. As the Internet exists now, a user can skip
from site to site in ways that are not dictated by either the content providers or the
access provider. User-controlled filtering tools can help users prevent unwanted content
from reaching their computers.8



Decentralized: The Internet is based on open technical standards and was designed to
be decentralized. At the edges of the network, innovators can create a very wide range
of applications and offer them without seeking approval or coordination of the entities
operating the core of the network. This has meant that, compared to other forms of mass
media, the Internet lacks the kind of gatekeepers that exist in legacy print or
broadcasting media and offers low barriers to access.



Open & Competitive: The Internet is relatively unconstrained by scarce resources (as
compared to, for example, radio and television broadcast channels) and can
accommodate an essentially unlimited number of endpoints and speakers. Relative to
mass media, there is much greater parity between large and small speakers online.
Differences in resources notwithstanding, any individual can post content and make it
accessible to the same global audience as that of large media companies.

While these characteristics have historically represented the status quo, access providers are
increasingly technologically capable and economically motivated to act in ways that would alter
these characteristics to the detriment of individuals’ enjoyment of human rights. Internet
neutrality is primarily concerned with preserving these characteristics, especially openness.
CDT defines Internet neutrality as the principle that providers of Internet access should not
discriminate in their carriage of Internet traffic on the basis of its source, destination, content, or
associated application.9 Internet neutrality requirements are a key tool for addressing the risk
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that access providers will distort competition and reduce opportunities for free expression online
(for example by slowing the traffic from services that compete with their own offerings). They are
critical for ensuring that the Internet continues to promote openness, innovation, and human
rights as the role the Internet plays in world economies, governance, and public discourse grows
ever larger.

III. The Internet and Human Rights
The Internet reflects and has substantially advanced two central, forward-looking concepts of
international free expression standards: borderlessness and choice. The Universal Declaration
of Human Rights states, “Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive and impart
information and ideas through any media and regardless of frontiers.”10 Similarly, Article 19.2 of
the International Covenant on Civil and Political Rights states, “Everyone shall have the right to
freedom of expression; this right shall include freedom to seek, receive and impart information
and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art,
or through any other media of his choice.”
As a decentralized global network, the Internet offers individuals unprecedented power to seek
and impart information across borders. It offers not only unprecedented global reach for
individual speakers, but also unprecedented capacity for diverse information sources ranging
from professional media sites to social networking sites, educational resources such as MIT
Open Courseware,11 and video platforms for audiences to choose from.
Accordingly, there is growing international consensus that the right to freedom of expression
must be fully protected on the Internet. In 2011, UN Special Rapporteur for Freedom of Opinion
and Expression Frank LaRue issued a landmark report on online free expression, calling the
Internet “one of the most important vehicles by which individuals exercise their right to freedom
of opinion and expression.”12 LaRue and the special rapporteurs on freedom of expression to
regional human-rights bodies for Africa, the Americas, and Europe also jointly issued a set of
principles for online free expression, including that “Freedom of expression applies to the
Internet, as it does to all means of communication. Restrictions on freedom of expression on the
Internet are only acceptable if they comply with established international standards.”13 The
Human Rights Committee’s ICCPR General Comment 34 specifies that protected means of
expression “include all forms of audio-visual as well as electronic and internet-based modes of
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expression.”14 And in 2012 the Human Rights Council issued a resolution that the “same rights
that people have offline must also be protected online, in particular freedom of expression.”15
Moreover, free expression is an enabling right, the exercise of which feeds directly into the
exercise of other social, cultural, economic and political rights, “such as the right to education[,] .
. . the right to take part in cultural life and to enjoy the benefits of scientific progress and its
applications, . . . [and] the rights to freedom of association and assembly.”16 And experience has
shown how the Internet can empower not just individual free expression and access to
information, but also political discourse, participation in culture, and economic development.17
This magnifies the Internet’s unique power to advance a range of human rights and underscores
the importance of preserving that power through meaningful Internet neutrality rules.

IV. Internet Neutrality’s Role in Fostering Human Rights
In human-rights terms, preserving Internet neutrality means preserving the power of individuals
to make choices about how they use the Internet – what information to seek, receive, and
impart, from which sources, and through which services. This in turn advances the other cultural
and civil and political rights listed in the previous section.18
Violations of the neutrality principle that amount to blocking certain information resources or
restricting what information Internet users can impart over their connection would have serious
implications for the right to free expression. For example, blocking access to a particular lawful
blog because its content is disfavored by the access provider would raise obvious concerns.
Indeed, the blocking of Internet content by states has long been a leading concern of Internet–
free expression advocates and was a major focus of the UN Special Rapporteur’s report.19
In the Internet neutrality context, however, outright blocking often poses a much less realistic
threat than the risk that access providers will seek to discriminate among different types or
providers of Internet content. Discrimination among content can refer to either prioritizing or
slowing down certain content for delivery over an access provider’s network. When the net
neutrality debate first flared in the US in the mid 2000s, broadband company executives made
statements not about blocking per se, but about their desire either to obtain payment from the
services their subscribers used or to enter into special arrangements with certain content
14
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providers to guarantee faster delivery speeds. This desire – to be paid by content providers for
carrying their traffic – has continued to manifest in disputes over the terms by which large
content networks (such as Google/YouTube) and large access providers (such as France
Telecom–Orange) interconnect and exchange traffic.20 And there appears to be a growing trend
toward “sponsored data” arrangements, particularly in the mobile market, under which content
providers make deals with access providers to exempt their content and services from data
usage caps.21
Discriminatory treatment of traffic has a more subtle but nonetheless meaningful impact on
users’ rights. First, the means of identifying traffic to carry out discriminatory treatment may
impact the privacy of users’ communications. In addition, choosing freely from among the
myriad content, applications, and services available on the open Internet is an important part of
the exercise of the right to free expression online. If access providers speed up or slow down
access to certain sites, that choice risks becoming the illusion of choice, with users unwittingly
steered toward particular content or services they might not have otherwise chosen.
Moreover, the Internet is not simply another mass medium for the one-way dissemination of
content and information; it is also a platform for the development of new communications tools.
Much like the way the free expression right is an enabler of other rights, the Internet is an
enabler of varied, diverse media and services that in turn advance the enjoyment of free
expression and other rights. Internet neutrality helps preserve a competitive market for such
online content and services, fostering a diverse array of information sources and communication
tools that enables the enjoyment of human rights by users of those tools. New competitors
benefit tremendously from the open Internet’s low barriers to entry. Once a company pays for its
own Internet connection, it instantly gets access to the whole global network – a virtually infinite
addressable market. Small providers of content, applications, and services can compete directly
for end users on a technologically neutral playing field, regardless of identity of the users’ ISPs.
By contrast, if the Internet were to move in a direction where each ISP may determine whether
and how fast its subscribers can access particular content and services, providers of online
content and services would face a very different environment. Every new service would have to
worry about how its traffic would be treated by various ISPs across the globe in order to be
assured reaching the largest potential audience. And inevitably, some application providers
would seek to gain competitive advantage by striking deals with ISPs for favorable treatment. As
deals with ISPs became commonplace, anyone who did not strike such deals might face
significant competitive disadvantages. Or in cases where paid priority was viewed as a
20
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necessity, content providers may choose to withhold their content from the customers of some
access providers rather than pay. Whether through the onset of higher economic barriers to
entry (such as a small startup in South America not having the leverage to pay to compete in
foreign markets) or through refusals to serve certain markets deemed not worth the cost, the
end result would be far fewer information sources and communications tools for Internet users.
Thus, the economic benefits of Internet neutrality – a neutral Internet that fosters competition
among Internet-based services and economic development – also enhance the human rights
benefits. By expanding the universe of information sources and services, this open, competitive
environment supports user choice, free expression, access to knowledge and information, and
public discourse and activism. The loss of a neutral platform for online services would
undermine the ability of Internet users to fully exercise their fundamental rights online.

V. States’ Role and Guiding Principles for Neutrality Rules
The Special Rapporteurs’ Joint Statement on Freedom of Expression and the Internet,
recognizing the Internet’s power and the risk that interference with its use poses to free
expression, included the following clear and specific call for the protection of Internet neutrality:
“There should be no discrimination in the treatment of Internet data and traffic, based on the
device, content, author, origin and/or destination of the content, service or application.”22
Enacting laws or regulations to protect Internet neutrality is one step states can take to heed this
call and meet their obligation to protect the right to freedom of expression and opinion as well as
other rights empowered by the Internet.
For state-owned access providers or providers with relatively direct ties to government,
disproportionate or egregious interference with citizens’ use of the Internet may well rise to
direct violations of users’ rights under the ICCPR if they do not meet the standard for
permissible limitations.23 But where Internet access services are privately run, even if
competitively offered, discriminatory actions by these providers can also restrict rights. Indeed,
the UN Special Rapporteur’s report noted that “the private sector has gained unprecedented
influence over individuals’ right to freedom of expression.”24 And in such contexts where actions
by private entities can restrict rights, the Human Rights Committee has advised that “the positive
obligations on States Parties to ensure Covenant rights will only be fully discharged if individuals
are protected by the State, not just against violations of Covenant rights by its agents, but also
against acts committed by private persons or entities that would impair the enjoyment of
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Covenant rights in so far as they are amenable to application between private persons or
entities.”25
Below, we offer five principles to guide the substantive development of Internet neutrality
protections that can help states meet their duty to protect free expression and other human
rights online.
There should be a clear expectation that Internet access services must be provided in a neutral
manner, without discrimination based on the content, applications, or services subscribers choose to
access. The core principle of Internet neutrality is that ISPs must not discriminate among lawful
traffic based on its content, source, destination, ownership, application, or service. There is an
emerging consensus among states and regions that have taken up Internet neutrality to prefer
application-agnostic, i.e. nondiscriminatory, network management.26 Reasonable, narrow
exceptions should be permitted, but non-discrimination – including banning both prioritization
and de-prioritization of traffic – must be established as the baseline expectation.
The scope of the neutrality obligation should be clearly defined and should account for the crucial
distinction between Internet access services and specialized services. CDT prefers the term
“Internet neutrality” because the goal is to preserve the openness of the Internet – as opposed
to other, non-Internet services that also may be offered using broadband networks, such as
stand-alone voice- or television-over-IP services. The neutrality and openness of the Internet
platform can be adequately protected without foreclosing the use those networks for a wide
range of non-Internet services on terms and conditions of network operators’ own choosing. But
the line between Internet access and other services not subject to a neutrality obligation must be
clear; specialized services must be truly specialized in the sense of serving a specific and
limited purpose. A service that provides a general-purpose ability to send and receive data
communications across the entire Internet should not be eligible for treatment as a specialized
service.
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The neutrality obligation should apply equally to fixed and mobile Internet access services. In a
converging world where mobile wireless connectivity is expected to make Internet access
increasingly ubiquitous, failing to address mobile would leave a gaping hole in any policy meant
to promote openness and nondiscrimination on the Internet. Mobile carriers may face some
special technical challenges, relating to such factors as spectrum limitations and radio
interference. Given these technical realities, what constitutes reasonable traffic management on
a mobile data network may differ from the norm on fixed connections. But there is no reason to
think that mobile ISPs need to discriminate among traffic based on content-related factors such
as its source, ownership, application, or service. Core neutrality principles can and should apply
to mobile Internet access services.
There should be clear guidelines for evaluating exceptions for reasonable network management
practices. Rather than attempting to specify which particular technical practices are acceptable,
Internet neutrality rules should establish clear but flexible criteria for assessing the
reasonableness of network management techniques that deviate from the non-discrimination
norm. As exceptions to the neutrality rule, reasonable network management activities should be
consistent with international human rights standards regarding transparency, narrow tailoring,
and proportionality. Wherever possible, traffic management practices should be content- and
application-neutral. This is the most reliable way to ensure that traffic management is applied
fairly and evenly, and that the ISP is not selecting which specific content or applications to favor
or disfavor. The US Federal Communications Commission, the Body of European Regulators for
Electronic Communications, and the French Autorité de Régulation des Communications
éléctroniques et des Postes have all proposed criteria for assessing the reasonableness of
network management practices.27
The neutrality obligation should not apply to over-the-top services available on the Internet. Internet
neutrality must focus on the goal of preserving the Internet as a neutral, non-discriminatory
transmission medium. Thus, the obligation should apply to access providers only, and not to the
limitless array of content, services, and application available over the Internet. Concerns over
market power, competition, or the human rights impact and obligations of these services are
best addressed separately.
* * *
As the role of the Internet in the social, economic, and political areas of everyone’s life grows
ever greater, states must act to ensure that the enjoyment of human rights is protected. CDT
strongly believes that rules based on these principles will help preserve the Internet’s unique
power to promote free expression and other rights.
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