
C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y  

 

 

 Keeping the Internet Open, Innovative, and Free 
 1634 I St., NW, Suite 1100, Washington, DC 20006 • v. +1.202.637.9800. • f. +1.202.637.0968 • http://www.cdt.org 

Statement of Gregory T. Nojeim 
Director 

Project on Freedom, Security & Technology 
Center for Democracy & Technology 

 
before the 

House Homeland Security Committee 
Subcommittee on Intelligence, Information Sharing and Terrorism Risk 

Assessment 
 

Homeland Security Intell igence:   
Its Relevance and Limitations 

 
March 18, 2009 

!"#$%&'#%(#)*&+#),$)-&./(0/%&.1!#23*&#)4&./(0/%5&67&8"/&92016(($88//*&8"#),&

:62&76%&8"/&6;;6%82)$8:&86&8/58$7:&8"$5&(6%)$)-&#0628&"6(/3#)4&5/12%$8:&$)8/33$-/)1/&

6)&0/"#37&67&8"/&!/)8/%&76%&</(61%#1:&=&>/1")636-:?@&

  Introduction and Summary 

Without a definitive decision to do so, and on something of an ad hoc basis, 

government agencies at the federal, state and local level have created a vast domestic 

intelligence apparatus. Until recently, collection, analysis and dissemination efforts 

have been disjointed and uncoordinated, which may offer some comfort to civil 

libertarians.  Now, a variety of efforts are underway to integrate the information that 

is being collected and to share it more widely.  The goal, of course, is laudable: to 

collect and connect the dots that might reveal a terrorist scheme.  However, there is 

no overall theme to this collection and sharing effort, no guiding principles. We 
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continue to see homeland intelligence efforts that classify legitimate political activity 

as “terrorism” and that spy on peaceful activists; the revelations about the Maryland 

State Police are the latest example that has come to light. Also, there is a trend 

toward the collection of huge quantities of information with little or no predicate 

through “suspicious activity reports.” There seems to us a high risk that this 

information will be misinterpreted and used to the detriment of innocent persons.  

Meanwhile, the security “bang per byte” of information gathered may be 

diminishing.  While “stove piping” was yesterday’s problem, tomorrow’s problem 

may be “pipe clogging,” as huge amounts of information are being gathered without 

apparent focus.  All of this is occurs in the context of a powerful digital revolution 

that makes it easier than ever to collect, store, exchange and retrieve information in 

personally identifiable ways, making it available far removed from the context in 

which it was collected. 

In our testimony today, we will consider what homeland security intelligence is and 

will identify some of the efforts being made to collect and share it.  Then, we will 

turn to the risks to civil liberties posed by homeland security intelligence activities 

and offer some ideas on how they can be addressed.   

  What Is Homeland Security Intelligence and What Risks 
Does It Pose? 
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  Who Collects Homeland Security Intelligence Information? 
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• J%6-%#(&.#)#-/%&A&C)76%(#8$6)&9"#%$)-&_)D$%6)(/)8&MJ.AC9_N*&L2$4/3$)/5&

86&_)52%/&8"#8&8"/&C)76%(#8$6)&J%$D#1:&#)4&]8"/%&b/-#3&+$-"85&67&E(/%$1#)5&

#%/&J%68/18/4&$)&8"/&</D/36;(/)8&#)4&T5/&67&8"/&C)76%(#8$6)&9"#%$)-&

_)D$%6)(/)8&MWXXYN&

"88;SHHFFF?$5/?-6DH4615H;%$D#1:HJ%$D#1:L2$4/3$)/5WXXYIWXf?;47?&&9//&

"88;SHHFFF?$5/?-6DH;#-/5H;%$D#1:A$(;3/(/)8$)-?"8(3&76%&%/3#8/4&(#8/%$#35?&

• J.AC9_*&`#8$6)F$4/&925;$1$625&E18$D$8:&+/;6%8$)-&C)$8$#8$D/&d&!6)1/;8&67&

];/%#8$6)5&M</1/(0/%&WXXVN&

"88;SHHFFF?$5/?-6DH4615H5#%H`9Ce!]`]J9eg/%5$6)eIeOC`EbeWXXVAIWA

IIe%h?;47&?&O6%&72%8"/%&$)76%(#8$6)&6)&-6D/%)#)1/&67&8"/&9E+5&;%6-%#(*&5//&

"88;SHHFFF?$5/?-6DH;#-/5H5#%A$)$8$#8$D/?"8(3?&&&

• b#F&_)76%1/(/)8&C)8/33$-/)1/&T)$8&Mb_CTN*&!%$($)#3&C)8/33$-/)1/&O$3/&

L2$4/3$)/5&M%/D$5/4&.#%1"&WXXWN&

"88;SHHFFF?$8?6[;?-6DH4612(/)85Hb_CTe!%$(eC)8/33eO$3/eL2$4/3$)/5?;47?&&&

• bEJ<*&.#[6%&!%$(/5&<$D$5$6)&98#)4#%45&#)4&J%61/42%/5&M.#%1"&IV*&WXXiN&

"88;SHHFFF?3#;46)3$)/?6%-H5/#%1"e%/52385H16)8/)8e0#5$1eD$/FHWjfih?&

• ./(6%#)42(&67&E-%//(/)8&\/8F//)&8"/&E886%)/:&L/)/%#3&#)4&8"/&<$%/186%&

67&`#8$6)#3&C)8/33$-/)1/&6)&L2$4/3$)/5&76%&E11/55*&+/8/)8$6)*&T5/*&#)4&

<$55/($)#8$6)&0:&8"/&`#8$6)#3&!62)8/%8/%%6%$5(&!/)8/%&67&>/%%6%$5(&

C)76%(#8$6)&!6)8#$)/4&F$8"$)&<#8#5/85&C4/)8$7$/4&#5&C)1324$)-&`6)A

>/%%6%$5(&C)76%(#8$6)&#)4&C)76%(#8$6)&J/%8#$)$)-&_Z1325$D/3:&86&<6(/58$1&

>/%%6%$5(&MWXXVN&"88;SHH7#5?6%-H5-;H68"/%-6DH$)8/3H)181A(6#WXXV?;47?&&

+/(#%,#03:*& 8"/%/& 46/5& )68& 5//(& 86& 0/& #& 5/8& 67& $)8/33$-/)1/& -2$4/3$)/5& 76%& 8"/&

</;#%8(/)8& 67& '6(/3#)4& 9/12%$8:& 6%& 76%& #):& 67& $85& $)8/33$-/)1/A1633/18$)-&
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16(;6)/)85?&'6F/D/%*&8"/&(#$)&;%603/(&F/&5//&$5&)68&8"/&3#1,&67&-2$4/3$)/5&;/%&5/*&

028&8"/&7#18&8"#8&8"/&-2$4/3$)/5&8"#8&"#D/&0//)&$552/4&56&7#%&7#$3&86&;%6D$4/&#4/R2#8/&

-2$4#)1/?& & >"/:& /$8"/%& ;/%($8& $)8/33$-/)1/& 1633/18$6)& F$8"628& #& ;%/4$1#8/*& #5& 8"/&

E886%)/:& L/)/%#3& -2$4/3$)/5& 46*i& 6%& 8"/:& ;%6D$4/& -/)/%$1*& 2)"/3;723& -2$4#)1/*&

58#8$)-&8"#8&P#33&#-/)1$/5&5"#33*&F$8"628&/Z1/;8$6)*&16(;3:&F$8"&8"/&!6)58$828$6)&#)4&

#33&#;;3$1#03/& 3#F5&#)4&_Z/128$D/&]%4/%5*Q&#5& 8"/&C9_&-2$4/3$)/5&46?&K/&#;;%/1$#8/&

8"#8&-2$4/3$)/5&(258&0/& 8#$36%/4& 86& 8"/&)#82%/&#)4&($55$6)&67& 8"/&/)8$8:*& 8"/&;3#1/5&

F"/%/&$8&16)42185&$85&6;/%#8$6)5&MF"/8"/%&;%$(#%$3:&F$8"$)&8"/&T?9?&6%&#0%6#4N*&#)4&

8"/& 8:;/& 67& $)76%(#8$6)& $8& 1633/185?& & '6F/D/%*& 8"/%/& 46/5& )68& 5//(& 86& 0/& #& 5/8& 67&

;%$)1$;3/5&8"#8&-2$4/5&8"/&6D/%#33&$)8/33$-/)1/&/776%8&#)4&;%68/185&1$D$3&3$0/%8$/5?&&>"/%/&

#%/& #& 368& 67& 166,5& $)& 8"/&"6(/3#)4& 5/12%$8:& $)8/33$-/)1/&,$81"/)*& #)4& 8"/:&#%/& /#1"&

25$)-&4$77/%/)8&%/1$;/5?&

  Who Shares and Analyzes Homeland Security Intelligence 
Information? 

E5&8"/&GAII&!6(($55$6)&762)4*&#)4&)2(/%625&68"/%&%/;6%85&"#D/&16)7$%(/4*&0/88/%&

5"#%$)-&67& $)8/33$-/)1/&#)4&1%$($)#3& $)76%(#8$6)&$5&)//4/4&86&2)16D/%&#)4&"/#4&677&

8/%%6%$58& ;3#)5?& & c258& 3#58& F//,*& 8"/& .#%,3/& O62)4#8$6)& >#5,& O6%1/& 6)& `#8$6)#3&

9/12%$8:&$)&8"/&C)76%(#8$6)&E-/&1#33/4&76%&#&%/16(($8(/)8&86&$)76%(#8$6)&5"#%$)-S&

>"/& J%/5$4/)8& #)4& !6)-%/55& (258& %/#77$%(& $)76%(#8$6)& 5"#%$)-& #5& #& 86;&

;%$6%$8:*&/)52%$)-&8"/&;63$1:&(#,/%5&"#D/&8"/&0/58&$)76%(#8$6)&86&$)76%(&8"/$%&

4/1$5$6)5?& & k& C7& 8"/%/& $5& #)68"/%& 8/%%6%$58& #88#1,& 6)& 8"/& T)$8/4& 98#8/5*& 8"/&

E(/%$1#)&;/6;3/&F$33&)/$8"/%&2)4/%58#)4&)6%&76%-$D/&#&7#$32%/&86&"#D/&8#,/)&

8"$5&6;;6%82)$8:&86&-/8&8"/&%$-"8&;63$1$/5&#)4&58%2182%/5&$)&;3#1/?f&

E& )2(0/%& 67& $)76%(#8$6)A5"#%$)-& 58%2182%/5& "#D/& 0//)& /58#03$5"/4& 8"#8& 16234& 0/&

/77/18$D/& $)& "/#4$)-& 677& 8/%%6%$58& #88#1,5& 0:& 5"#%$)-& "6(/3#)4& 5/12%$8:& $)8/33$-/)1/&

$)76%(#8$6)?&&'6F/D/%*&8"/:&"#D/&6D/%3#;;$)-&($55$6)5&#)4&$)5277$1$/)8&-2$4#)1/&86&

;%68/18&1$D$3&3$0/%8$/5?&

E"#$%&'(!$"- .F'%!"G- H"I!%$"&*"(J- ->"/& C9_*& 1%/#8/4& 0:&!6)-%/55& #)4& "625/4& $)& 8"/&

]77$1/&67&8"/&<$%/186%&67&`#8$6)#3&C)8/33$-/)1/*&$5&#&;68/)8$#33:&%/D6328$6)#%:&/776%8&86&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

i&!<>^5&#)#3:5$5&67&8"/&E886%)/:&L/)/%#3&L2$4/3$)/5&1#)&0/&762)4&"/%/S&

"88;SHH148?6%-H;203$1#8$6)5H;63$1:;6585HWXXVHIY?&&

f&.#%,3/&O62)4#8$6)&>#5,&O6%1/&6)&`#8$6)#3&9/12%$8:&$)&8"/&C)76%(#8$6)&E-/*&K'(!$"-'(-L!MNJ--6$+!/1-

O'N*%M-K**,-P*((*%-E"#$%&'(!$"-($-6%$(*/(-(F*-C$0"(%1*&.#%1"&WXXG*&;?&I?&&!<>&F#5&%/;%/5/)8/4&6)&8"/&

58//%$)-&16(($88//&8"#8&;%6421/4&8"/&%/;6%8&#)4&$8&%/1/$D/5&7$)#)1$#3&52;;6%8&7%6(&8"/&.#%,3/&

O62)4#8$6)?&&
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1%/#8/& #& (/#)5& 76%& 5"#%$)-& 8/%%6%$5(*& 3#F& /)76%1/(/)8& #)4& "6(/3#)4& 5/12%$8:&

$)76%(#8$6)&#1%655& 7/4/%#3&#-/)1$/5&#)4&#(6)-&58#8/*& 361#3&#)4& 8%$0#3&;63$1/& 76%1/5?&&&

>"/& 8:;/5& 67& $)76%(#8$6)& 8"#8&F$33& 0/& /Z1"#)-/4& #%/& 0%6#43:& 4/7$)/4*& #)4& 8/)5& 67&

8"625#)45& 67& 3#F& /)76%1/(/)8& #)4& $)8/33$-/)1/& 677$1$#35& F$33& "#D/& #11/55& 86& 8"/&

$)76%(#8$6)?&

>"/&C9_&$5&51"/423/4&86&-6&6;/%#8$6)#3&8"$5&52((/%?&'6F/D/%*&8"/&;%$D#1:&-2$4#)1/&

76%& 8"/& C9_& $5&F6/7233:& $)#4/R2#8/?&O6%& /Z#(;3/*& 8"/&-2$4#)1/& 1#335& 76%& #-/)1$/5& 86&

4/D/36;& %/4%/55&(/1"#)$5(5& 86&"#)43/& 16(;3#$)85& #0628&4/1$5$6)5&(#4/&0#5/4&6)&

7#238:&$)76%(#8$6)*&028&#8&8"/&5#(/&8$(/&#336F5&8"/(&86&4/1$4/&)68&86&#46;8&%/4%/55&

(/1"#)$5(5& 6)& 8"/& -%62)4& 8"#8& 8"/:& F6234& 0/& $)16)5$58/)8& F$8"& 8"/& #-/)1:^5&

($55$6)?h&&&

K'(!$"'+-C$0"(*%(*%%$%!M&-C*"(*%J- ->"/&`!>!&/(;36:5&(6%/&8"#)&hXX&;/6;3/*&4%#F)&

7%6(&IY&7/4/%#3&4/;#%8(/)85&#)4&#-/)1$/5&86&$)8/-%#8/&#)4&#)#3:B/&162)8/%8/%%6%$5(&

$)8/33$-/)1/*&(21"&67&F"$1"&7$85&2)4/%&8"/&"6(/3#)4&5/12%$8:&$)8/33$-/)1/&2(0%/33#?&&

C8& ;%6421/5& 4/8#$3/4& #55/55(/)85& 86& "/3;& 5/)$6%& ;63$1:&(#,/%5&(#,/& 4/1$5$6)5?& >6&

7#1$3$8#8/& $)76%(#8$6)& 5"#%$)-*& 8"/& `!>!& "#5& #11/55& 86& (6%/& 8"#)& iX& $)8/33$-/)1/*&

($3$8#%:&#)4&3#F&/)76%1/(/)8&)/8F6%,5?&T)3$,/&8"/&C9_&d&F"$1"&6;/%#8/5&(6%/&#5&#&

;6$)8/%& 5:58/(& 86& 4#8#&(#$)8#$)/4& 0:& D#%$625& #-/)1$/5& d& 8"/& `!>!& #356& 8#,/5& $)&

16;$/5& 67& 4#8#& 7%6(& 68"/%& #-/)1$/5*& 1%/#8$)-& $85& 6F)& 4/;65$86%:& 67& 4#8#& 8"#8& $5&

#)#3:B/4& #)4& 5"#%/4?&E(6)-&68"/%& 72)18$6)5*& 8"/&`!>!&(#$)8#$)5& #& 16)563$4#8/4&

%/;65$86%:& 67& $)76%(#8$6)& #0628& 8"/& $4/)8$8$/5& 67& 8/%%6%$585& 7%6(&F"$1"& $5& 4/%$D/4*&

#(6)-&68"/%&5205/85&67&4#8#*&8"/&F#81"3$58&25/4&86&51%//)&#$%3$)/&;#55/)-/%5?&&&&--

H<Q0'%,!'"S& &_AL2#%4$#)& 1#)&0/& 8"62-"8&67& #5& 8"/&O\C^5&6F)&D/%5$6)&67& 8"/& C9_?& & C8&

;/%($85& 8"/& 5"#%$)-& 67& 2)13#55$7$/4& $)76%(#8$6)& %/3#8$)-& 86& 8/%%6%$5(& F$8"& IV*XXX&

/)8$8$/5*&$)1324$)-&58#8/&#)4&361#3&3#F&/)76%1/(/)8&/)8$8$/5?&&C8&#356&"/3;5&8"/(&520($8&

8"/$%&6F)&$)76%(#8$6)&86&8"/&O\C?&E116%4$)-&86&#&<]c&C)5;/186%&L/)/%#3^5&%/;6%8*&$85&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

h& C)& O/0%2#%:& WXXj*& !<>& $552/4& #)& #)#3:5$5& 67& 8"/& C9_& ;%$D#1:& -2$4/3$)/5?&

"88;SHHFFF?148?6%-H5/12%$8:HWXXjXWXh$5/#)#3:5$5?;47?& K/& )68/4& 8"#8& 8"/& -2$4/3$)/5& )/D/%& #182#33:&

4/7$)/&F"#8&;%$D#1:&$5?&>"/&8$83/&#)4&8/Z8&67&8"/&-2$4/3$)/5&%/7/%&86&P68"/%&3/-#3&;%68/18$6)5*Q&028&)/D/%&

/Z;3#$)&F"#8&8"65/&#%/&/$8"/%?&>"/&-2$4/3$)/5&)/D/%&(/)8$6)&8"/&O$%58&E(/)4(/)8&6%&7%//&5;//1"?&>"/&

16D/%&(/(6%#)42(&86& 8"/&-2$4/3$)/5& $)1324/5&6)/& %/7/%/)1/& 86&O#$%& C)76%(#8$6)&J%#18$1/5*&#)4& 8"/&

-2$4/3$)/5& 8"/(5/3D/5& 16)8#$)& 56(/& 67& 8"/& OCJ5?& '6F/D/%*& 8"/%/& $5& )6& /)-#-/(/)8& F$8"& 8"/&

1"#33/)-/5&67& #;;3:$)-& 8"/&O#$%& C)76%(#8$6)&J%#18$1/5& $)& 8"/& 8/%%6%$5(&16)8/Z8?& &!<>& $5&;%/;#%$)-&#&

72%8"/%&(#[6%& 5824:& 67& #33& 67& 8"/& ;%$D#1:&(#8/%$#35& #5561$#8/4&F$8"& 8"/& C9_U& 62%& %/52385& 5"6234& 0/&

#D#$3#03/&/#%3:&8"$5&52((/%?&&&

&



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y  

 
8&

16(;#)$6)&5:58/(*&L2#%4$#)*&F"$1"&16)8#$)5& 8/%%6%$5(&8$;5&#)4&%/;6%85&0:& 7/4/%#3&

#-/)1$/5*& 5277/%5& 7%6(& )2(/%625& 4#8#& $)8/-%$8:& 7#$32%/5*& $)1324$)-& 7#$32%/& 67&

52;/%D$56%5& 86& 16)4218& #& %/D$/F& 86& 4/8/%($)/& F"/8"/%& #& 8"%/#8& F#5& #4/R2#8/3:&

#44%/55/4*& #)4& 7#$32%/& 86& 1%/#8/& #& 16(;3/8/& %/16%4& 76%& 7233:& iXl& 67& /Z#($)/4&

%/16%45?Y&&&

R0M!$"-C*"(*%MJ--98#8/&#)4&361#3&-6D/%)(/)85&"#D/&1%/#8/4&#8&3/#58&hV&725$6)&1/)8/%5&86&

$(;%6D/& $)76%(#8$6)& 5"#%$)-& #1%655& #33& 3/D/35& 67& -6D/%)(/)8& 86& ;%/D/)8& 8/%%6%$5(&

#)4& 68"/%& 1%$(/5*& #)4& $)& 56(/& 1#5/5*& 86& %/5;6)4& 86& ;203$1& "/#38"& #)4& 68"/%&

/(/%-/)1$/5?&&`6)A7/4/%#3&3#F&/)76%1/(/)8&/)8$8$/5*&521"&#5&58#8/&;63$1/*&#%/&8"/&3/#4&

#-/)1$/5& $)&(658&67& 8"/& 1/)8/%5*& 8"62-"&(658&"#D/& 7/4/%#3&;/%56))/3*&252#33:& 7%6(&

8"/&O\C&#)4&<'9?&&>"/&`#8$6)#3&98%#8/-:&6)&C)76%(#8$6)&9"#%$)-&8"#8&J%/5$4/)8&\25"&

$552/4& $)&]1860/%& WXXj& $)4$1#8/5& 8"#8& 8"/& 7/4/%#3& -6D/%)(/)8&F$33& ;%6D$4/& -%#)85*&

8%#$)$)-&#)4& 8/1")$1#3& #55$58#)1/*& #)4&!6)-%/55&"#5&#;;%6;%$#8/4& 72)45& 86&;%6D$4/&

7$)#)1$#3&52;;6%8&86&725$6)&1/)8/%5?&&_#1"&725$6)&1/)8/%&$5&4$77/%/)8*&028&8"/%/&16)8$)2/&

86& 0/& R2/58$6)5& #0628& 8"/$%& ($55$6)& #)4& /77/18$D/)/55& #)4& 8"/:& 7#1/& 5$-)$7$1#)8&

1"#33/)-/5?&&]77$1$#35&$)&6D/%&"#37&67&8"/&725$6)&1/)8/%5&16)8#18/4&0:&8"/&L6D/%)(/)8&

E1162)8#0$3$8:&]77$1/& 76%&#&%/1/)8&%/;6%8&5#$4&8"#8& 8"/:&"#4&/)162)8/%/4&1"#33/)-/5&

$)&#11/55$)-&7/4/%#3&$)76%(#8$6)&5:58/(5*&F"$3/&#8&8"/&5#(/&8$(/&6D/%&"#37&%/;6%8/4&

8"#8& 8"/& "/#D:& D632(/& 67& $)76%(#8$6)& 8"/:& F/%/& %/1/$D$)-& #)4& 8"/& /Z$58/)1/& 67&

(238$;3/&5:58/(5&F$8"&%/42)4#)8&$)76%(#8$6)&F/%/&4$77$1238&86&(#)#-/?j&

S$!"(- T*%%$%!M&- T'MN- R$%/*MJ- STTRM- #%/& 16(;%$5/4& 67& 7/4/%#3*& 58#8/& #)4& 361#3& 3#F&

/)76%1/(/)8& 677$1/%5& #)4& 5;/1$#3$585?& & >"/& c>>O& 16)1/;8& ;%/A4#8/4& GHII& 0:& 5/D/%#3&

4/1#4/5&028&F#5&/Z;#)4/4&#78/%&GHII&#)4&8"/%/&#%/&)6F&IXX&c>>O5*&$)1324$)-&6)/&$)&

/#1"&67&8"/&O\C^5&hY&7$/34&677$1/5&)#8$6)F$4/?&&<'9&/)8$8$/5&$)D63D/4&$)&c>>O5&$)1324/&

!2586(5&#)4&\6%4/%&J%68/18$6)&#)4&C(($-%#8$6)&#)4&!2586(5&_)76%1/(/)8?&&O$78//)&

68"/%&7/4/%#3&3#F&/)76%1/(/)8&#)4&$)8/33$-/)1/&#-/)1$/5&#%/&$)D63D/4&$)&6)/&6%&(6%/&

c>>O5?&&&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

Y&T?9?&</;#%8(/)8&67&c258$1/*&]77$1/&67&8"/&C)5;/186%&L/)/%#3&E24$8&<$D$5$6)*&`6D/(0/%&WXXV*&TF*-

RPEUM-T*%%$%!M(-TF%*'(-'",-.0MV!/!$0M-E"/!,*"(-T%'/N!"G-.1M(*&*&

"88;SHHFFF?2546[?-6DH6$-H%/;6%85HO\CH#XGXWH7$)#3?;47?-

j&>/58$(6):&67&_$3//)&+?&b#%/)1/*&<$%/186%&67&'6(/3#)4&9/12%$8:&#)4&c258$1/&C552/5&#8&8"/&L6D/%)(/)8&

E1162)8#0$3$8:&]77$1/&0/76%/&#&52016(($88//&67&8"/&9/)#8/&!6(($88//&6)&'6(/3#)4&9/12%$8:&#)4&

L6D/%)(/)8#3&E77#$%5*&E;%$3&Ij*&WXXV*&"88;SHH"5-#1?5/)#8/?-6DH;203$1He7$3/5Hb#%/)1/>/58$(6):?;47*&;;?&

VAG?&
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  What Civil Liberties Violations Have Been Uncovered?  

O$"!($%!"G- $#- 6*'/*#0+- 6$+!(!/'+- 2/(!I!(1J- - </5;$8/& 8"/& 5/1%/1:& 52%%62)4$)-& 8"/&

1633/18$6)& 67& "6(/3#)4& 5/12%$8:& $)8/33$-/)1/*& #& )2(0/%& 67& #025/5& #)4& $)58#)1/5& 67&

($5-2$4/4& 76125& 6)& ;/#1/723& #18$D$8:& "#D/& #3%/#4:& 0//)& 2)16D/%/4*& %/D/#3$)-& #&

5"61,$)-& 3#1,& 67& ;%$6%$8$/5& 8"#8& $5& $)/Z;3$1#03/& $)& #& 8$(/& 67& -/)2$)/& 8"%/#85?& & >"/&

E!bT& "#5& 16(;$3/4& 56(/& 67& 8"/5/& %/;6%85UV& F/& (/)8$6)& 6)3:& #& 7/F& 67& 8"/& (6%/&

/-%/-$625&6)/5&"/%/S&

• !"#$%"&'()*"*+(,-%./+()0#1+.%%"&/+(-2(,+"/+20%(3&*.45"#("&'(3&*.46+"*7(

,+&"%*$(3/*.1.8*8&A&E5&%/;6%8/4&$)&8"/&K#5"$)-86)&J658S&PT)4/%16D/%&.#%:3#)4&

98#8/&J63$1/&677$1/%5&16)4218/4&52%D/$33#)1/&6)&F#%&;%68/58/%5&#)4&4/#8"&;/)#38:&

6;;6)/)85&m7%6(&.#%1"&WXXh&2)8$3&.#:&WXXYn&k&?Q&&&P]%-#)$B#8$6)#3&(//8$)-5*&

;203$1&76%2(5*&;%$56)&D$-$35*&%#33$/5&6285$4/&8"/&98#8/&'625/&$)&E))#;63$5&#)4&/A

(#$3&-%62;&3$585&F/%/&$)7$38%#8/4&0:&;63$1/&;65$)-&#5&;/#1/&#18$D$585&#)4&4/#8"&

;/)#38:&6;;6)/)85*&8"/&%/16%45&5"6F?&>"/&52%D/$33#)1/&16)8$)2/4&/D/)&8"62-"&

8"/&36-5&16)8#$)/4&)6&%/;6%85&67&$33/-#3&#18$D$8:&#)4&16)5$58/)83:&$)4$1#8/4&8"#8&8"/&

#18$D$585&F/%/&)68&;3#))$)-&D$63/)8&;%68/585?QG&&>"/&58#8/&;63$1/&13#55$7$/4&hi&

)6)D$63/)8&#18$D$585&#5&8/%%6%$585&#)4&/)8/%/4&8"/$%&)#(/5&$)&58#8/&#)4&7/4/%#3&

8/%%6%$5(&4#8#0#5/5?IX&

• 9+:-#*.&;(-&(<-==$.&;(3/*.1.*.+8("&'(>-&/+#&("=-0*(?-%+#"&/+S&>"/&`6%8"&

!/)8%#3&>/Z#5&O25$6)&9:58/(&4$58%$028/5&#&0$AF//,3:&J%/D/)8$6)&EF#%/)/55&

\233/8$)&86&6D/%&IhXX&58#77&$)&WXX&>/Z#5&#-/)1$/5?&&>"/&0233/8$)&$552/4&6)&O/0%2#%:&

IG*&WXXG*&2)4/%&8"/&"/#43$)/&P.$443/&_#58/%)&>/%%6%$58&-%62;5&#)4&8"/$%&

52;;6%8$)-&6%-#)$B#8$6)5&"#D/&0//)&5211/55723&$)&-#$)$)-&52;;6%8&76%&C53#($1&

-6#35&$)&8"/&T)$8/4&98#8/5&#)4&;%6D$4$)-&#)&/)D$%6)(/)8&76%&8/%%6%$58&

6%-#)$B#8$6)5&86&7362%$5"*Q&1$8/4&$)1$4/)85&%#)-$)-&7%6(&8"/&$)58#33#8$6)&67&

76680#8"5&#8&8"/&C)4$#)#;63$5&#$%;6%8&86&8"/&>%/#52%:&</;#%8(/)8^5&"658$)-&67&#&

16)7/%/)1/&/)8$83/4&PC53#($1&O$)#)1/&IXI*Q&#5&5$-)5&67&-%6F$)-&863/%#)1/&76%&

P9"#%$#"&3#F&#)4&52;;6%8&67&8/%%6%$58&($3$8#%:&#18$D$8:&#-#$)58&K/58/%)&)#8$6)5?Q&&

>"/&%/;6%8&/Z;%/553:&5$)-3/4&628&P3600:$)-&#18$D$8$/5Q&#)4&16)1324/4&0:&F#%)$)-&

8"#8&P$8&$5&$(;/%#8$D/&76%&3#F&/)76%1/(/)8&677$1/%5&86&%/;6%8&8"/5/&8:;/5&67&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

V&"88;SHHFFF?#132?6%-H;%$D#1:H-/)HiWGYY;20WXXjIWXh?"8(3?&

G&b$5#&+/$)*&PJ63$1/&9;$/4&6)&E18$D$585&$)&.4?*Q&c23:&IV*&WXXV&;*&EI*&

"88;SHHFFF?F#5"$)-86);658?16(HF;A4:)H16)8/)8H#%8$13/HWXXVHXjHIjHE+WXXVXjIjXIWVje;7?"8(3&

IX&b$5#&+/$)*&P.4?&J63$1/&J28&E18$D$585^&`#(/5&6)&>/%%6%&b$585*Q&]1860/%&V*&WXXV*&J?&EI&

"88;SHHFFF?F#5"$)-86);658?16(HF;A4:)H16)8/)8H#%8$13/HWXXVHIXHXjHE+WXXVIXXjXiWfh?"8(3&&
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#18$D$8$/5&86&$4/)8$7:&;68/)8$#3&2)4/%3:$)-&8%/)45&/(/%-$)-&$)&8"/&`6%8"&!/)8%#3&

>/Z#5&%/-$6)?QII&&&

• >-@:.%.&;(A"*.-&B.'+(<.8*8(-2(!"#/7+8("&'(9"%%.+8C&E8&3/#58&#5&67&WXXY*&8"/&

C)8/33$-/)1/&\%#)1"&67&8"/&O/4/%#3&J%68/18$D/&9/%D$1/&$)&<'9&F#5&16(;$3$)-&#&

PJ%68/18$D/&C)8/33$-/)1/&\233/8$)*Q&(#$)3:&0:&25$)-&#&P(/4$#&%/;6%8$)-&5/%D$1/Q&

#D#$3#03/&6)&8"/&C)8/%)/8?&&>"/&.#%1"&i*&WXXY&0233/8$)*IW&Ij&;#-/5&36)-*&3$58/4&

46B/)5&67&/D/)85&521"&#5&#&P>"%//&a/#%5&C5&>66&.#):&</(6)58%#8$6)Q&0:&8"/&

!/)8%#3&g/%(6)8&J/#1/&#)4&c258$1/&!/)8/%&86&0/&"/34&#8&IfXX&"62%5&6)&8"/&

5$4/F#3,&$)&7%6)8&67&.#$)&98%//8&J#%,&$)&+283#)4?&&+/1$;$/)85&F/%/&#4D$5/4&8"#8&

8"/&\233/8$)&5"6234&0/&5"%/44/4&6%&02%)/4&F"/)&)6&36)-/%&%/R2$%/4?&

>"/5/& %/;6%85& #%/& %/($)$51/)8& 67& 8"/& IGYX5& 6%& IGjX5& $)& 8"/$%& 16)725$6)& 0/8F//)&

;/#1/723&4$55/)8&#)4&D$63/)8&#18$D$8:?& &>"/&($5#3361#8$6)&67&%/562%1/5&#36)/& $5&1#25/&

76%& 5/%$625& 16)1/%)& F"/)& 8"/& )#8$6)& 7#1/5& -/)2$)/& 8"%/#85?& & >"/& ;68/)8$#3& 76%& #&

1"$33$)-& 67& 8"/& /Z/%1$5/& 67& O$%58& E(/)4(/)8& %$-"85& 16(;62)45& 8"/& 16)1/%)?&

</;#%8(/)8&"/#45&#)4&/3/18/4&677$1$#35*&/5;/1$#33:&#;;%6;%$#86%5*&#8&8"/&7/4/%#3*&58#8/&

#)4& 361#3& 3/D/3& 5"6234& "/5$8#8/& 0/76%/& 52;;6%8$)-& 16)8$)2#8$6)& 6%& /Z;#)5$6)& 67&

"6(/3#)4&$)8/33$-/)1/&#18$D$8$/5&2)8$3&8"/%/&#%/&%23/5&$)&;3#1/&8"#8&%/R2$%/&#&76125&6)&

8"/& ;68/)8$#3& 76%& D$63/)1/*& 8%#$)$)-& ;%6-%#(5& 8"#8& 4$58$)-2$5"& 0/8F//)& ;63$8$1#3&

#18$D$8:&#)4&8/%%6%$58&#18$D$8:*&#)4&6D/%5$-"8&(/1"#)$5(5&86&/)52%/&8"#8&;%6"$0$8$6)5&

#-#$)58&O$%58&E(/)4(/)8&(6)$86%$)-&#%/&0/$)-&#4"/%/4&86?&

WI*%7%$',-/$++*/(!$"-$#-!"#$%&'(!$"-X!(F-.2LM8-98#8/*&361#3*&8%$0#3&#)4&7/4/%#3&/)8$8$/5&#%/&

1633#06%#8$)-&86&4/D/36;&#&)#8$6)F$4/&5:58/(&67&925;$1$625&E18$D$8:&+/;6%8$)-?&&>"/&

9E+5&5:58/(&$5&[258&-/88$)-&677&8"/&-%62)4*&028&56&7#%*&8"/&58#)4#%45&76%&8"/&;%6-%#(&

52--/58& 8"#8-(21"& $))61/)8& #18$D$8:&F$33& 0/& 8%#1,/4?& & O6%& /Z#(;3/*& ;"686-%#;"$)-&

0%$4-/5& & $5&4/51%$0/4&#5& #& 525;$1$625& #18$D$8:*& /D/)& 8"62-"& 521"& 5$8/5& #%/& %/-23#%3:&

;"686-%#;"/4&0:&862%$585*&[62%)#3$585&#)4&;"686-%#;":&02775?&

>"/& %$5,5& F/& #%/& 16)1/%)/4& F$8"& 4/D/36;& F"/)& 521"& P525;$1$625& #18$D$8:Q& $5&

%/16%4/4& #)4& 5"#%/4& F$8"& $)76%(#8$6)& $4/)8$7:$)-& 8"/& ;/%56)& /)-#-/4& $)& 8"/&

P525;$1$625& #18$D$8:?Q& K"#8& ;%/D/)85& 8"/& ($58#,/)& 16)1325$6)& 8"#8& #& ;/%56)& $5& #&

8/%%6%$58& 0/1#25/& "/& 6%& 5"/& $5& 8"/& 520[/18& 67& 8F6& 6%&(6%/& 9E+5*& /#1"& %/;6%8$)-& 6)&

$))61/)8& 0/"#D$6%o& &K6)^8& 8"/& )/Z8& 677$1$#3& F"6& /)162)8/%5& 8"/& 5#(/& ;/%56)& $)& #&

4$77/%/)8&16)8/Z8&#)4&7$3/5&#&9E+&86&%/;6%8&68"/%&$))61/)8&#18$D$8:&#552(/&8"#8&"$5&6%&

"/%&525;$1$6)&$5&16)7$%(/4&0/1#25/&67&8"/&$)$8$#3&9E+&$)&8"/&5:58/(o&&K$33&8"/&520[/18&

/D/)&,)6F&"6F&8"/&4#8#&$5&0/$)-&25/4&6%&F"#8&72%8"/%&51%28$):&"/&7#1/5o&&'6F&46/5&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

II&>"/&`6%8"&!/)8%#3&>/Z#5&O25$6)&9:58/(&\233/8$)&$5&#D#$3#03/&6)&8"/&</7/)4$)-&<$55/)8&F/05$8/*&

"88;SHHFFF?4/7/)4$)-4$55/)8?6%-H5;:$)-?"8(3?&&

IW&>"/&\233/8$)&$5&;658/4&"/%/S&&"88;SHHFFF?4/7/)4$)-4$55/)8?6%-HC!_!#3/)4#%?;47?&&
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#)&$)4$D$42#3&/D/%&;%6D/&8"/&3/-$8$(#1:&67&"$5&#18$D$8:&F"/)&8"/&60[/18&67&8"/&;%61/55&

$5& )68& /D$4/)1/& 028& 6)3:& 525;$1$6)o& >#,$)-& $)& "2-/& #(62)85& 67& ;/%56)#33:A

$4/)8$7$#03/& $)76%(#8$6)& #0628& $))61/)8& #18$D$8:& #)4& 1%/#8$)-& 5/37A-/)/%#8$)-&

#77$%(#8$6)5&8"#8&(#,/&$8&(6%/&3$,/3:&8"#8&:/8&(6%/&$)76%(#8$6)&F$33&0/&8#,/)&$)&46/5&

)68&5//(&86&0/&8"/&(658&/77/18$D/&F#:&67&16)4218$)-&$)8/33$-/)1/?&

  What Can Be Done To Address These Problems and 
Properly Focus Homeland Security Intelligence? 

L*Y0!%*- Z).- *"(!(!*M- ($- #$++$X- V%!"/!V+*M- $#- #'!%- !"#$%&'(!$"- V%'/(!/*M5- !"/+0,!"G- (F*-

&!"!&!['(!$"- V%!"/!V+*8& & >"/& $)8/%)#8$6)#33:A#11/;8/4& ;%$)1$;3/5& 67& O#$%& C)76%(#8$6)&

J%#18$1/& MPOCJ5QN& /58#03$5"& #& 25/723& 7%#(/F6%,& 76%& 25$)-& $)76%(#8$6)& 86&(#,/& 7#$%&

4/1$5$6)5&#0628&;/6;3/?& &>"/%/& $5&)6&5$)-3/&#28"6%$8#8$D/& 58#8/(/)8&67& 8"/&OCJ5*&028&

8"/&<'9&J%$D#1:&]77$1/&6)&</1/(0/%&WG*&WXXV&$552/4&#&(/(6%#)42(Ii&#46;8$)-&OCJ5&

#5& $85&;%$D#1:&;63$1:&7%#(/F6%,*&#)4&$)4$1#8/4&8"#8& $8&F6234&5//,&86&#;;3:&8"/(&86&

8"/&P7233&0%/#48"&#)4&4$D/%5$8:&67&<'9&;%6-%#(5&#)4&#18$D$8$/5?Q&&>"/&<'9&J%$D#1:&

]77$1/&3#)-2#-/&$5&#88#1"/4&#5&#)&#;;/)4$Z?&&C7&$(;3/(/)8/4*&8"/5/&;%$)1$;3/5&F6234&

%/R2$%/&<'9&86S&

• L$D/&)68$1/&67&1633/18$6)&#)4&25/&67&J/%56)#33:&C4/)8$7$#03/&C)76%(#8$6)&MJCCN&

• 9//,&16)5/)8*&86&8"/&/Z8/)8&;%#18$1#03/*&76%&1633/18$6)&#)4&25/&67&JCC&

• E%8$123#8/&8"/&;2%;65/&76%&1633/18$)-&JCC&

• !633/18&6)3:&JCC&8"#8&$5&)/1/55#%:&86&#116(;3$5"&8"/&5;/1$7$/4&;2%;65/&

• T5/&JCC&6)3:&76%&8"/&;2%;65/&5;/1$7$/4&

• _)52%/&8"#8&JCC&1633/18/4&$5&#112%#8/*&%/3/D#)8*&8$(/3:&#)4&16(;3/8/&

• 9#7/-2#%4&JCC&#-#$)58&2)#28"6%$B/4&#11/55&#)4&$(;%6;/%&4$513652%/&

• E24$8&#182#3&25/&67&JCC&86&4/(6)58%#8/&16(;3$#)1/&F$8"&8"/5/&;%$)1$;3/5&

!3/#%3:*& )68& #33& 67& 8"/5/& 16)1/;85& 1#)& 0/& $(;3/(/)8/4& $)& 8"/& "6(/3#)4& 5/12%$8:&

16)8/Z8& $)&8"/&F#:&8"#8&8"/:&#%/&#;;3$/4&$)&8"/&-6D/%)(/)8&0/)/7$85&16)8/Z8*&F"/%/&

8"/:&6%$-$)#8/4?& &])/&1#))68*& 76%&/Z#(;3/*& 5//,&16)5/)8& 7%6(&8"/&)/Z8&.6"#((/4&

E88#"& 76%& 8"/& 5"#%$)-& 67& $)76%(#8$6)& #0628& "$5& ;3688$)-& F$8"& #3Ap#/4#& 6;/%#8$D/5&

#(6)-&/3/(/)85&67&8"/&$)8/33$-/)1/&16((2)$8:?&'6F/D/%*&8"/&;%$)1$;3/5&46&677/%&#)&

/Z1/33/)8& 7%#(/F6%,&76%&#)#3:B$)-& $)8/33$-/)1/&1633/18$6)&;%#18$1/5?& &K"$3/& 8"/&<'9&

J%$D#1:& ]77$1/& 866,& $85& #18$6)& #8& 8"/& /)4& 67& 8"/& 3#58& E4($)$58%#8$6)*& 8"/& )/F&

3/#4/%5"$;& 67& <'9& 16234& 1#%%:& 76%F#%4& 8"$5& /776%8& 86& 4/D/36;& 4/;#%8(/)8AF$4/&

;63$1$/5&$)&8"/&4/8#$3&)/1/55#%:&76%&/77/18$D/&$(;3/(/)8#8$6)?&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

Ii&6%!I'/1-6$+!/1-Q0!,'"/*-O*&$%'",0&5-$552/4&</1/(0/%&WG*&WXXV&0:&'2-6&>/27/3&CCC*&!"$/7&J%$D#1:&

]77$1/%*&#D#$3#03/&#8&"88;SHHFFF?4"5?-6DHZ3$0%#%:H#55/85H;%$D#1:H;%$D#1:e;63$1:-2$4/eWXXVAXI?;47?&
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E;;3:$)-&8"/5/&;%$)1$;3/5& 86*& 76%&/Z#(;3/*& 8"/&72)18$6)$)-&67& 725$6)&1/)8/%5*&F6234&

"/3;& #33/D$#8/& 8"/& 1$D$3& 3$0/%8$/5& 16)1/%)5& 8"#8& 8"/:&"#D/& 1%/#8/4?& & C)4//4*& 8"/&<'9&

J%$D#1:&C(;#18&E55/55(/)8&MJCEN& If&76%&8"/&O25$6)&!/)8/%&C)$8$#8$D/*&#356&$552/4&3#58&

</1/(0/%*&-6/5&56(/&4$58#)1/&86F#%4&#116(;3$5"$)-&8"$5&-6#3?& &>"/&92016(($88//&

5"6234&25/& $85& 6D/%5$-"8& #28"6%$8:& 86& 5//& 8"#8& 8"/& %/16((/)4#8$6)5& $)& 8"/&JCE& #%/&

0/$)-&$(;3/(/)8/4?&

'6F/D/%*& 0/1#25/& 58#8/& #)4& 361#3& -6D/%)(/)85& %2)& 8"/& 725$6)& 1/)8/%5*& 8"/& JCE&

%/16-)$B/5& 8"#8&#46;8$6)&67& /77/18$D/&;%$D#1:&-2$4/3$)/5& 86& $(;3/(/)8&OCJ9&#8& /#1"&

725$6)& 1/)8/%& $5& 3#%-/3:& F$8"$)& 8"/& 16)8%63& 67& 361#3& #-/)1$/5?& & & .#8/%$#35& 8"#8& F$33&

#44%/55&8"/&;%$D#1:&;%68/18$6)5&%/R2$%/4&67&725$6)&1/)8/%5&;#%8$1$;#8$)-&$)&8"/&C9_&#%/&

58$33&2)4/%&4/D/36;(/)8?&&>"/&<'9&]77$1/&67&C)8/33$-/)1/&#)4&E)#3:5$5*&F"$1"&3/#45&

8"/& /776%8& 86& 1%/#8/& /77/18$D/& 725$6)& 1/)8/%5*& 16234&#356&F6%,&F$8"& 8"/&<'9&J%$D#1:&

]77$1/&86&/)52%/&8"#8&8"/&725$6)&1/)8/%5&$8&"/3;/4&1%/#8/&16(;3:&F$8"&8"/5/&;%$)1$;3/5*&

/5;/1$#33:& 8"/&P<#8#&.$)$($B#8$6)Q&;%$)1$;3/?&O233& 725$6)& 1/)8/%& 16(;3$#)1/&F6234&

(/#)&8"#8&6)3:&8"/&$)76%(#8$6)&)/1/55#%:&86&#116(;3$5"&8"/&1/)8/%^5&;2%;65/5&F6234&

0/&1633/18/4?&

L*Y0!%*-'-/%!&!"'+-V%*,!/'(*-XF*%*-'VV%$V%!'(*8- -J%60#03:&8"/&5$)-3/&(658&/77/18$D/&1$D$3&

3$0/%8$/5&;%68/18$6)&8"#8&16234&0/&$(;65/4&6)&8"/&1633/18$6)&#)4&5"#%$)-&67&"6(/3#)4&

5/12%$8:& $)8/33$-/)1/& 8"#8& $)1324/5& ;/%56)#33:& $4/)8$7$#03/& $)76%(#8$6)&F6234& 0/& 86&

%/R2$%/&1%$($)#3&;%/4$1#8$6)?&&>"$5&(/#)5&8"#8&$)76%(#8$6)&$5&1633/18/4&6%&5"#%/4&6)3:&

0/1#25/& $8& "#5& 56(/& 4/-%//& 67& %/3/D#)1/& 86& #& D$63#8$6)& 67& 8"/& 3#F?& & +/R2$%$)-& #&

1%$($)#3&;%/4$1#8/&$)&/77/18&%/R2$%/5&8"/&;/%56)&F"6&-#8"/%5&6%&5"#%/5&$)76%(#8$6)&86&

76125& 6)& ;68/)8$#3& F%6)-46/%5*& #)4& )68& 6)& /D/%:6)/& /35/?& & !6)D/%5/3:*& 7#$32%/& 86&

%/R2$%/&#&8$/&86&1%$(/&$)D$8/5&%/3$#)1/&6)&$)#;;%6;%$#8/&;%/4$1#8/5&76%&1633/18$6)&#)4&

5"#%$)-&67&$)76%(#8$6)*&521"&#5&7/#%&7658/%/4&0:&7$/%:&5;//1"*&6%&0:&%#1/&#)4&%/3$-$6)?&&&

+/R2$%$)-& #& 1%$($)#3& ;%/4$1#8/& 76%& 8"/& 1633/18$6)& #)4& 5"#%$)-& 67& JCC& 8"%62-"&

"6(/3#)4&5/12%$8:&$)8/33$-/)1/&$5&)68&$)16)5$58/)8&F$8"&8"/&;2%;65/&67&#)&$)8/33$-/)1/&

5:58/(& 0/1#25/& #8& 06886(*& 8"/5/& 5:58/(5& #%/& 4/5$-)/4& 86& ;%/D/)8*& $)D/58$-#8/& 6%&

%/5;6)4&86&8/%%6%$58&#18$D$8:&8"#8&$5&#&1%$(/?&&&

>"$5&;%$)1$;3/&$5&1#;82%/4&$)&WV&!O+&9/18$6)&Wi*&8"/&-2$4/3$)/5&8"#8&-6D/%)&7/4/%#33:&

72)4/4& 1%$($)#3& $)8/33$-/)1/& 5:58/(5?& & >"/5/& 5:58/(5& #%/& 25/4& 86& /Z1"#)-/&

$)76%(#8$6)&(21"&67&F"$1"&16)58$828/5&"6(/3#)4&5/12%$8:& $)8/33$-/)1/& $)76%(#8$6)?&&

>"/&-2$4/3$)/5&;%6D$4/&8"#8&#):&7/4/%#33:A72)4/4&;%6[/18&5"#33&1633/18&#)4&(#$)8#$)&

1%$($)#3& $)8/33$-/)1/& $)76%(#8$6)& 16)1/%)$)-& #)& $)4$D$42#3& 6%& 6%-#)$B#8$6)& 6)3:& $7&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

If&B8.8-Z*V'%(&*"(-$#-)$&*+'",-.*/0%!(1-6%!I'/1-E&V'/(-2MM*MM&*"(-#$%-(F*-Z*V'%(&*"(-$#-)$&*+'",-

.*/0%!(1-.('(*5-9$/'+-'",-L*G!$"'+-R0M!$"-C*"(*%-E"!(!'(!I*5-</1/(0/%&II*&WXXV*&

"88;SHHFFF?4"5?-6DHZ3$0%#%:H#55/85H;%$D#1:H;%$D#1:e;$#e$#e53%71$?;47?&&
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8"/%/& $5& %/#56)#03/& 525;$1$6)& 8"#8& 8"/& $)4$D$42#3& 6%& 6%-#)$B#8$6)& $5& $)D63D/4& $)&

1%$($)#3&16)4218?&&3?-CRL-.*/(!$"-3\834@'A?&&&&>6&8"/&/Z8/)8&8"#8&725$6)&1/)8/%5&6;/%#8/&

7/4/%#33:& 72)4/4& 1%$($)#3& $)8/33$-/)1/& 5:58/(5*& 8"65/& 5:58/(5& #%/& 062)4& 0:& 8"$5&

%/-23#8$6)?&&98$33*&8"/%/&$5&16)5$4/%#03/&16)1/%)&8"#8&8"/&;%68/18$6)5&67&8"/&%/#56)#03/&

525;$1$6)& 58#)4#%4& #%/& 4$328/4& F"/)& 7/4/%#33:A72)4/4& 725$6)& 1/)8/%5& 1633/18& #)4&

5"#%/&D#58&#(62)85&67&9E+&$)76%(#8$6)&8"#8&46/5&)68&(//8&8"/&58#)4#%4?&K/&F6234&

52--/58&8"#8&8"$5&$5&#)&#%/#&%$;/&76%&6D/%5$-"8&0:&8"$5&92016(($88//?&

Q0'%,- 2G'!"M(- C!%/0&I*"(!$"- $#- 2VV+!/'7+*- Q0!,*+!"*M8- - !$%12(D/)8$6)& 67& WV& !O+&

9/18$6)& Wi& %/R2$%/(/)85& $33258%#8/5& #)68"/%& 4#)-/%& 67& $)#;;%6;%$#8/& 25/& 67&

$)8/33$-/)1/& 5"#%$)-& (/1"#)$5(5& 521"& #5& 725$6)& 1/)8/%5?& & E)68"/%& 1$%12(D/)8$6)&

;%603/(& 8"#8& "#5& )68& :/8& 0//)& #4/R2#8/3:& #44%/55/4& %/3#8/5& 86& 8"/& $)D/58$-#8$D/&

-2$4/3$)/5&2)4/%&F"$1"&(#):&3#F&/)76%1/(/)8&/)8$8$/5&6;/%#8/&#)4&2)4/%&F"$1"&8"/&

O\C&6;/%#8/5?&&>"/5/&-2$4/3$)/5&1#)&8#,/&#&)2(0/%&67&76%(5&#)4&F$33&"#D/&#&D#%$/8:&67&

;%6D$5$6)5&4/5$-)/4&86&;%68/18&1$D$3&3$0/%8$/5?&&O6%&/Z#(;3/*&678/)&76336F$)-&3$8$-#8$6)*&

#& ;63$1/& 4/;#%8(/)8& (#:& #46;8& -2$4/3$)/5& 8"#8& ;%6"$0$8& $8& 7%6(& 16)4218$)-&

52%D/$33#)1/&67&;%68/58&#18$D$8:&/Z1/;8&F"/)&4$%/183:&8$/4&86&1%$($)#3&#18$D$8:?&&>"/&O\C&

6;/%#8/4&2)4/%&E886%)/:&L/)/%#3&L2$4/3$)/5&8"#8&$)1324/4&521"&#&%/58%$18$6)*&028&$8&

F#5& 3#%-/3:& %/(6D/4& $)& WXXW?& & 921"& %/58%$18$6)5& #%/& 4/5$-)/4& 86& ;%68/18& #-#$)58& #&

1"$33$)-&67&16)8%6D/%5$#3&;63$8$1#3&5;//1"?&

'6F/D/%*&#&;#%8)/%&#-/)1:*&F$8"&F"$1"&8"/&%/58%$18/4&#-/)1:&(#:&5"#%/&$)76%(#8$6)&

8"%62-"& 8"/& C9_*& #& 725$6)& 1/)8/%*& 6%& #)68"/%& (/1"#)$5(*& (#:& "#D/& )6& 521"&

3$($8#8$6)5?& & C8& 16234&16)4218& 8"/&52%D/$33#)1/& 8"#8& $85&;#%8)/%&#-/)1:& $5& 5;/1$7$1#33:&

0#%%/4& 7%6(& 16)4218$)-& #)4& 5"#%/& 8"/& 7%2$85&F$8"& 8"/& %/58%$18/4& #-/)1:?& & >"/& 1$D$3&

3$0/%8$/5&;%68/18$6)5&/(0/44/4&$)&8"/&-2$4/3$)/5&8"#8&-6D/%)&#18$D$8:&67&8"/&%/58%$18/4&

#-/)1:& F6234& 0/& 1$%12(D/)8/4?& & >6& 62%& ,)6F3/4-/*& )6& #4/R2#8/& (/1"#)$5(& 6%&

0$)4$)-&#)4&/)76%1/#03/&%23/&;%/1324/5&8"/&1$%12(D/)8$6)&67&521"&-2$4/3$)/5?& & &>"/&

1$%12(D/)8$6)& ;%603/(& 1#)& 736F& #1%655& 58#8/& #)4& 361#3& #-/)1$/5*& #)4& 7%6(& 6%& 86&

7/4/%#3&#-/)1$/5&8"#8&;#%8$1$;#8/&$)&8"/&$)76%(#8$6)&5"#%$)-&/)8/%;%$5/?&&&&&

2I$!,-%*,0",'"/!*M8- -E5&F/&(/)8$6)/4&#06D/*&8"/%/&#%/&#3%/#4:&#&368&67&166,5&$)&8"/&

$)8/33$-/)1/& $)76%(#8$6)& 5"#%$)-&#)4& 1633/18$6)&,$81"/)?& &>"/&92016(($88//& 5"6234&

-2#%4&#-#$)58&#44$)-&(6%/&[258&0/1#25/&#&5;/1$7$1&)/F&)//4&76%&$)76%(#8$6)&"#5&0//)&

$4/)8$7$/4?&&>"/&7$%58&58/;&5"6234&0/&86&#5,&F"/8"/%&8"/&$)76%(#8$6)&)//4/4&$5&#3%/#4:&

0/$)-&1633/18/4&#)4&5"#%/4&8"%62-"&#&5:58/(&8"#8&16234&0/&/(;36:/4&86&8"$5&;2%;65/?&

T'N*- '- /$&V%*F*"M!I*- +$$N- '(- F$&*+'",- M*/0%!(1- !"(*++!G*"/*- /$++*/(!$"- "$X- ('N!"G- V+'/*8-&

>"/& 92016(($88//*& $)& /Z/%1$5$)-& $85& 6D/%5$-"8& %63/*& 5"6234& 5#(;3/& $)8/33$-/)1/&

;%642185& 4/D/36;/4& 0:& <'9& 16(;6)/)85& 86& (6%/& 7233:& #51/%8#$)& F"#8& $5& 0/$)-&

1633/18/4*& "6F& $8& $5& 25/4*& #)4& F"/8"/%& $8& $5& 25/723& $)& ;%/D/)8$)-& 8/%%6%$5(?& & >"/&

92016(($88//& 5"6234& 16)5$4/%&F"/8"/%&(6%/& 8#%-/8/4& 1633/18$6)& /776%85& F6234& 0/&



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y  

 
14&

(6%/&/77/18$D/?&&O$)#33:*&8"/&92016(($88//&5"6234&%/D$/F&8"/&8%#$)$)-&(#8/%$#35&8"#8&

<'9&/)8$8$/5&25/?&&>"/&%/D$/F&5"6234&0/&16)4218/4&F$8"&#)&/:/&86F#%4&#51/%8#$)$)-&

F"/8"/%&<'9&677$1$#35&#%/&0/$)-&8%#$)/4&86&#D6$4&$)#;;%6;%$#8/&52%D/$33#)1/*&521"&#5&

8"/&(6)$86%$)-&67&4/#8"&;/)#38:&6;;6)/)85&0:&8"/&.#%:3#)4&98#8/&J63$1/?&&&

>"/& 92016(($88//& 16234& #356& $4/)8$7:&;%61/55/5& 8"#8&F6%,& #8&6)/& #-/)1:& #)4& 8"#8&

($-"8&0/&#&562%1/&67&25/723&-2$4#)1/&86&#)68"/%&16(;6)/)8&6%&#-/)1:&7#1$)-&5$($3#%&

1"#33/)-/5?&&O6%&/Z#(;3/*&8"/&>%#)5;6%8#8$6)&9/12%$8:&E4($)$58%#8$6)&"#5&4/D/36;/4&

%/4%/55& ;%61/42%/5& 76%& #$%& 8%#D/3/%5& F"6& 0/3$/D/& 8"/:& "#D/& 0//)& F#81"A3$58/4&

$)#;;%6;%$#8/3:?& & &K"$3/& 8"/& ;%61/42%/5& #%/& )68& ;/%7/18& #)4& 8"/%/& #%/& %/;6%85& 8"#8&

56(/&8%#D/3/%5&"#D/&762)4&8"/(&$)/77/18$D/*&8"/:&#%/&#)&/Z#(;3/&67&#)&#;;%6#1"&86&

%/4%/55&$)&#&5/12%$8:&/)D$%6)(/)8&7%6(&F"$1"&3/556)5&16234&0/&3/#%)/4&#)4&#;;3$/4&

86&68"/%&5/12%$8:&/)D$%6)(/)85?&

C$",0/(-'"- !",*V*",*"(-'MM*MM&*"(-$#- (F*-I'+0*-$#-.2LM-%*V$%(!"G8- - &>"/&92016(($88//&

5"6234& 8/58& F"/8"/%& 9E+5& %/;6%8$)-& $5& 068"& /77/18$D/& #)4& /77$1$/)8& $)& ;%/D/)8$)-&

8/%%6%$5(?& & >"$5& (#:& $)D63D/& 16(($55$6)$)-& #& LE]& 5824:& 6%& 16)4218$)-& #)&

$)4/;/)4/)8&58#77&3/D/3&#55/55(/)8?&&9E+5&%/;6%8$)-&(#:&6%&(#:&)68&0/&8"/&0/58&F#:&

86&1633/18&8"/&P4685Q&8"#8&)//4&86&0/&16))/18/4&86&"/#4&677&8/%%6%$58&#88#1,5U&F"/8"/%&$8&

$5&6%& $5&)68&5"6234&0/& 8/58/4?& &\/1#25/& 8"/&9E+5&%/;6%8$)-&5:58/(&F$33&%/5238& $)& 8"/&

1633/18$6)&67&56&(21"&$)76%(#8$6)&#0628&$))61/)8&#18$D$8$/5*&$8&5//(5&8"#8&$8&F6234&0/&

-664&86&,)6F&#8&8"/&7%6)8&/)4&8"#8&8"/&%/52385&#%/&3$,/3:&86&0/&F6%8"&8"/&%$5,5?&&

  Conclusion  

.#):&/)8$8$/5&#8&8"/&7/4/%#3*&58#8/&#)4&361#3&3/D/3&-#8"/%&#)4&5"#%/&"6(/3#)4&5/12%$8:&

$)8/33$-/)1/?& & .6%/& #)4& (6%/& $)76%(#8$6)& $5& 0/$)-& 1633/18/4& #)4& 5"#%/4& #0628&

$))61/)8&#18$D$8:*&1%/#8$)-&$)1%/#5/4&%$5,5&86&1$D$3&3$0/%8$/5?&&96(/&67&8"/5/&%$5,5&"#D/&

(#82%/4&$)86&#025/5*&$)1324$)-&8"/&(6)$86%$)-&67&O$%58&E(/)4(/)8&#18$D$8:&F$8"628&

#4/R2#8/& 1#25/?& &]D/%5$-"8& 8"#8& $5& 76125/4& 6)& /)52%$)-& #4"/%/)1/& 86& ;%$)1$;3/5& 67&

O#$%& C)76%(#8$6)&J%#18$1/5*& %/R2$%$)-&#&1%$($)#3&;%/4$1#8/& 86& 52;;6%8& 1633/18$6)&#)4&

5"#%$)-&67&;/%56)#33:& $4/)8$7$#03/& $)76%(#8$6)*&#)4&16(;3$#)1/&F$8"&58%6)-&;%$D#1:&

;%68/18$D/&-2$4/3$)/5&F6234&/)"#)1/&068"&3$0/%8:&#)4&5/12%$8:?&&&&

&

FOR MORE INFORMATION 

J3/#5/&16)8#18S&\%61,&.//,5&

<$%/186%&67&!6((2)$1#8$6)5&

WXWAYijAGVXX&
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Appendix: Principles of Fair Information Practices as 
Articulated by the DHS Privacy Office15 

• >%#)5;#%/)1:S&<'9&5"6234&0/&8%#)5;#%/)8&#)4&;%6D$4/&)68$1/&86&8"/&$)4$D$42#3(

%/-#%4$)-&$85&1633/18$6)*&25/*&4$55/($)#8$6)*&#)4&(#$)8/)#)1/&67&;/%56)#33:&

$4/)8$7$#03/&$)76%(#8$6)&MJCCN?&&&(

(

• C)4$D$42#3&J#%8$1$;#8$6)S&<'9&5"6234&$)D63D/&8"/&$)4$D$42#3&$)&8"/&;%61/55&67&

25$)-&JCC&#)4*&86&8"/&/Z8/)8&;%#18$1#03/*&5//,&$)4$D$42#3&16)5/)8&76%&8"/&1633/18$6)*&

25/*&4$55/($)#8$6)*&#)4&(#$)8/)#)1/&67&JCC?&&<'9&5"6234&#356&;%6D$4/&

(/1"#)$5(5&76%&#;;%6;%$#8/&#11/55*&16%%/18$6)*&#)4&%/4%/55&%/-#%4$)-&<'9^5&25/&

67&JCC?&&

&

• J2%;65/&9;/1$7$1#8$6)S&<'9&5"6234&5;/1$7$1#33:&#%8$123#8/&8"/&#28"6%$8:&8"#8&

;/%($85&8"/&1633/18$6)&67&JCC&#)4&5;/1$7$1#33:&#%8$123#8/&8"/&;2%;65/&6%&;2%;65/5&

76%&F"$1"&8"/&JCC&$5&$)8/)4/4&86&0/&25/4?&&

&

• <#8#&.$)$($B#8$6)S&<'9&5"6234&6)3:&1633/18&JCC&8"#8&$5&4$%/183:&%/3/D#)8&#)4&

)/1/55#%:&86&#116(;3$5"&8"/&5;/1$7$/4&;2%;65/M5N&#)4&6)3:&%/8#$)&JCC&76%&#5&36)-&

#5&$5&)/1/55#%:&86&7237$33&8"/&5;/1$7$/4&;2%;65/M5N?&&&&

&

• T5/&b$($8#8$6)S&<'9&5"6234&25/&JCC&563/3:&76%&8"/&;2%;65/M5N&5;/1$7$/4&$)&8"/&

)68$1/?&&9"#%$)-&JCC&6285$4/&8"/&</;#%8(/)8&5"6234&0/&76%&#&;2%;65/&16(;#8$03/&

F$8"&8"/&;2%;65/&76%&F"$1"&8"/&JCC&F#5&1633/18/4?&&

&

• <#8#&p2#3$8:&#)4&C)8/-%$8:S&<'9&5"6234*&86&8"/&/Z8/)8&;%#18$1#03/*&/)52%/&8"#8&JCC&

$5&#112%#8/*&%/3/D#)8*&8$(/3:*&#)4&16(;3/8/?&&

&

• 9/12%$8:S&<'9&5"6234&;%68/18&JCC&M$)&#33&(/4$#N&8"%62-"&#;;%6;%$#8/&5/12%$8:&

5#7/-2#%45&#-#$)58&%$5,5&521"&#5&3655*&2)#28"6%$B/4&#11/55&6%&25/*&4/58%218$6)*&

(64$7$1#8$6)*&6%&$)8/)4/4&6%&$)#;;%6;%$#8/&4$513652%/?&&

&

• E1162)8#0$3$8:&#)4&E24$8$)-S&<'9&5"6234&0/&#1162)8#03/&76%&16(;3:$)-&F$8"&

8"/5/&;%$)1$;3/5*&;%6D$4$)-&8%#$)$)-&86&#33&/(;36://5&#)4&16)8%#186%5&F"6&25/&JCC*&

#)4&#24$8$)-&8"/&#182#3&25/&67&JCC&86&4/(6)58%#8/&16(;3$#)1/&F$8"&8"/5/&

;%$)1$;3/5&#)4&#33&#;;3$1#03/&;%$D#1:&;%68/18$6)&%/R2$%/(/)85?&&

&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&&

Ih&6%!I'/1-6$+!/1-Q0!,'"/*-O*&$%'",0&5-$552/4&</1/(0/%&WG*&WXXV&0:&'2-6&>/27/3&CCC*&!"$/7&J%$D#1:&

]77$1/%*&#D#$3#03/&#8&"88;SHHFFF?4"5?-6DHZ3$0%#%:H#55/85H;%$D#1:H;%$D#1:e;63$1:-2$4/eWXXVAXI?;47&


