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1 J.H. SaltzerD.P. Reed & D.D. ClarkEndto-End Arguments in System Desi@nACM Transactions on Computer Sys. 277
(1984).
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2 packet inspection or data analysis that a user conducts on his or her own data stream is a different matter and does not raise the
same quesgtns. There are many reasons why a user may want to conduct such analysis, and the ability to do so empowers users to
better understand their own Internet service plans. This testimony focuses exclusively on packet inspection and analysis by
intermediariesat the middle of the network rather than at the endpoints.

% CDT has a long history of opposing government mandates that require ISPs to filter content at the middle of the network, which is
certainly one potential use of DMee, e.gCDT, Summary andighlights of the Philadelphia District CourtOs Decisio€anter

for Democracy & Technology v. Pappé@ase No. 05051 (E.D. Pa. Sept. 10 200@ept. 15, 2004),

http://www cdt.org/speech/pennwebblock/20040915highlights @BXT has also been an active participant in policy debates
surrounding Internet neutrality and network congestion management, both of which potentially implicate DPI as a tool that can be
used to distingish certain Internet data streams from others. We have called for focused Internet neutrality legislation that, if
enacted, would likely have the effect of restricting certain uses of DPI that facilitate discrimination between Internet data streams.
SeeCDT, PRESERVING THEESSENTIAL INTERNET (2006),http://cdt.org/speech/20060620neutrality.ddbre recently, we

recommended to the Federal Communications Commission that ISPsO endeavors toomgestigncon their networl&which

may include the use of DBIbe transparent, evenly applied to all services and applications, and consistent with core internetworking
standardsSeeComments of CDTIn the Matter of Broadband Industry Practic&C Dodet No. 0752 (Feb. 13, 2008),
http://cdt.org/speech/20080213 FCC comments.pdf
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4 SeeFTC,Online Behavioral Advertising: Moving the Discussion Forward to PossibleRasgjfilatory PrincipleDec. 20, 2007),
http://ftc.gov/os/2007/12/P859900stmt.pdf (proposal).

® SeeCenter for Democracy & Technology et &iomments of the Center for Democracy & Technology,

Consumer Action, and Privacy Activism In Regards to the FTC Staff Statement, @@htinoral Advertising: Moving the
Discussion Forward to Possible S&g&gulatory Principles@A\pr. 11, 2008)http://www.cdt.org/privacy/20080411bt comments.pdf
at 18.
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. Understanding Deep Packet Inspection
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"+%+10%+?(G+(.+8%+K+(2"+(8%'+(.+2G++'(/"#880G (#'-(-++A($'/A+5230'(8%+/(.+2G++'(
2"+( AHE*+2( " +H-+%(#'-( 2"+( A5*+2( Att,80#-2( Yo+<#%-8+//( O1( Gk 2" ( Att,80#-(
50'24#$'/(2"+/+(#--$2$0'#8(H#AABS5#2$0' (" +#-+%/BI(

QI @ (&, (.+(-0"+($'(Yo+HB2S&+(H/(2"+(-H2#(SI($' (2%#'18$//$0'2(0%($2( &H#, (. +(-0'+(
#12+%GHY-($1(2"+(-#2H($/( Yo+ 2#$ +-B(@3/( &H#,("04/+(9I@ (+FASA&+2(#-(50™-452(
2"+ (A#E*+2($'A+52$0'(2"+8&/+8K+/2(D%(( &#, (#880G (#(2"$%-(A#Y%2, ($'2+%&+-$#%, (

20( #22#5"(+FA$A&+2( 20( 5088+52( #'-( $TA+52( 2"+( @'2+%'+2( 2%#'1&$//$0'/( 01( 2"+$%(
14.15%$.+%/B

1#! 2.,.I'314,,5!-%67,*18%$.5,6*9'$ !

O++A(AHE*+2($/A+5280' ($/(H(<++%$5(2+5" SFA+(2"#2(5#' (.+(4/+-(L0%(H(GS-+(KH%$+2,(
01(A®6A0/+/B(aEH#&AB+/($'584(+6

1 Behavioral advertising(WS/(G+(-$/54//($'(<%+#2(-+2#38($'(3+52%0'( @\?(9J@( $/(
549%%+'28,(.+$'<(4/+-(.,(#-K+%2$/$'< (50&AH#'$+/(20(#'#8,P+($'-SKS-4#8/D(C+.(
900G/$'<("#.$2/?( 5%+#2+( A%01$8+/( 01( 2"+$%( $'2+%+/2/( #'-( .+"#KS0%/?( #'-( 4/+(
2"0/ +(A%01$8+/(20(/+%K+(2"+& (2#%<+2+-(#-K+%2$/+&+'2/B

t Detection of network attacks( W @3J/( #-( 02"+%( '+2G0%*( 0A+%#20%/( 5#'(
[0&+2$&+/(4/+(9J@(20(-+2+52('+2G0%*( 2"%+#2/( 8%*+(/A#&(#'-( K$%4/+/?(/$'5+(

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

¢ See, e.gDeclanMcCullagh,Q&A with Charter VP: Your Web activity, logged and load&{Net, May 15, 2008,
http://news.cnet.com/830113578 3994530938.html
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2" H[+(*$'-/(OL(#22#5%/( &#,(+E"$.$2( G+88(*0G' (-#2#( HI$<#24%+/1¢22( @3J/(

5#' (%+50<'$P+(.,($/A+52$'<(A#5*+2 (A#, 80#L(B

Network congestion management(W9J@ (5#'("+8A( @3J/( &#'#<+(2"+(K084&+(01(
H2H#(0'(2"+$%('+2G0%*/B(00%(+EH&AB+?($/A+528$'<(AH#E*+2/(&#, (#880G (#'(@3J(20(
$-+'2$1,( 5+%2#%$'( *$'-/( 01( 50&&4'$5#2$0'/( =AQA( 1$8+(12%6/2( 10%( +EH&AB+>(
2"#2($2(&#,(-+5%-+(20(H2"%0228+I( 0% ( A%05+//( &0%+(/80G8,(#2(2$&+/( G"+'(2"+(
'+2G0%*($/(50'<+/2+-8

Service tiering(WS'(@3J(2"#2( G#'2/(20(5"#%<+(-$11+%+'2( A%$5+/( 10%( 2"+(4/+(01(
-$11+%+'2(@'2+%'+2(/+YOWBE G +.(.%0G/$'<?(0'8%'+(<#&$ '<?(0% (\0 @V(5#'(
41+(9I@(20(-$/2%'<4$/"(0'+(/+%K$5+( 1%60&(#02"+96(0'(2"+('+2G0%* (#'- (5" #%<+(
$2/(54/20&+%/(#550%-$'<Q, B

Detection of intellectual property( W 30&+( @3J/( #'-( 50'2+'2( $-+'2$1$5#2$0'(

S50&AH# $+/("#K+(.+<4'(4/$'<(9I@(20(#22+&A2(20($-+'2%1,(50A,2%< G0%*/(
#/(2"+,(180G(#5%0//(2"+$%('+2G0%*/(10%(2"+( A4%A0/+(01(+'10%5%'<($'2+88+524#8(
A%0A+%2,(%$¥2/B

(

N$*+( &0/2( 02"+%( 2+5"080<$+/2( 9I@ ( $/( '+A4PPBRA(.++1$2/( #'-( %$/*/( 20( .02"(
50'/4&+%/(#-(2"+(@'2+%"+2(#2(8#%<+(K#%, (G$-+8, (-+A+-$'<(4A0'(2"+(BELBZY0(

A4%A0/+( 10%( G"$5"( $2( $/( 41+-(#-( "0G( $2( $/( -+ABO,+-( 0'( 2"+( +2G0%*B( a#5"(
AO//$.8+(41+(01(9I@("#/($2/(0G'(4'$FA+( ADBS5, (#'-( 8+<H#8( S&ABSEH2$0'/2(#'-(2"+(
A82$&H2+(H#8,/$/(01(G"+2"+96(2"+(.+'+1$2/(01(9I@ (042G +$<"($2/(%$/*/(G$88(24%' (0'(
2"+(50'2+E2(01(A%2$548#%( 9J @ (#AABS5#2$0'B(UOG+K+%2( G+(.+8%+K+(9I@($'('+#%8, (
+K+9%,(50'2+E2( Yo#$/+/( 14.12# 25#8( A%SKHS, (50'5+%'/( . +5#4/+( $2( A02+'2$#88, (#880G/(
10%( 2"+( 50'2+'2( 01( 50'/4&+%/D( @'2+%'+2( 50&84'$5#2$0'/( 20( .+( S#A24%+-( #-(
##8,P+-B(

.The Privacy Risks of Deep Packet Inspection

@'( A#Y62( . +5H#AI+( 2"+( @'2+%"+2( GH#I( -+K+80A+-( #%604'-( 2'ERQtH-( A%S'5SA8+2(
50'/48&+%/("#K+(50&+(20(+EA+52(2"#2(2"+$%(@'2+%'+2(508&4'$5#2$0'/(A#//(2"%04<"(

CEEECECCeeCeeeeaeeceeeecceeecceaeeeeeee(((C((

" See, e.g.Sandvine DRBased Policy Solutius, http://sandvine.com/general/getfile.asp?FILEID=t B (last visited July 14,
2008); Thomas Portefhe Perils of Deep Packet Inspecti@ecurityFocus, Jan. 1, 2008tp://securityfocus.com/infocus/1817

8 See, e.gNate Andersonlew Filings Reveal Extent, Damage of Bell Canada Throtthmg Technica, June 2, 2008,
http://arstechnica.com/news.ars/post/2008066&-filings-reveatextentdamageof-bell-canadathrottling.html

° SeeNate AndersorDeep Packet Inspection Meets 'Net Neutrality, CAL&#A Technica, July 24, 2007,
http://arstechnica.com/articles/culture/Deggrketinspectioameetsnetneutrality.ars

19 see, e.gAudible Magic CopySese Appliance, http://audiblemagic.com/prodesasvices/copysense/ (last visited July 14, 2008);
see alsdRob Friedeninternet Packet Sniffing and Its Impact on the Network Neutrality Debate and the Balance of Power Between
Intellectual Property Creatorand Consumersl8 Fordham Intell. Prop. Media & Ent. L.J. 633 (2008).
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2+ +2G0%*( G$2"042( .+$'<('00A+-( 0'( 2"+( G#,B( 9@ ( -%H#8H2$54#88, ( #82+%/( 2"$/(
8#'-/5 #A+( .,( A%OKS-$'<( #( @3J( 0%( $2/( A#%2'+%/( G$2"( 2"+( #.$8$2,( 20( $/A+52(
50'/4&+%(5088&4'$5#2$0'/(+'(%042+B(;"4/2(-+A80,$'<(#(9I@(/,/2+&(8%*+8,(-+1$+/(

2"+( +EA+52#2$0'/( 50'/4&+%/( "#K+( .4$82( 4A( OK+%( 2$&+B( S./+'2( 4'&$/2#*#.8+(
'02$5+7( 50'/48&+%/(/$&A8, (-0('02( +EA+SZ(+$%( @3J( 0%( $2/( A#%2'+%/( 20( .+(800*$'<(
$'20(2"+(50'2+'2(01(2"+$%(@'2+%'+2(508&4' $5#2$0'/B(

) (50&AH $+/(#2(+K+%, (8+K+8(01(2"+(@'2+%'+2(K#84+(5"#$' ("#K+(G0%*+-(20(.4$8-(
2%4/2($'(2"+(&+-$4&(20(2"+(A0$'2(G"+%+(&$88$0'/(01(50'/4&+%/( 1++8(50&10%2#.8+(
+<#<$' <( $'(#( GS-+( Yott'<+( OL( A+%/0'#8( #'-( 50&&+%5$#8( 508&4'$5#2$0'/( #'-(
2%i#'[#52$0'/( 0'8$'+B( @3J/( #%+(#(5%$2$5#8( A#%2( 01( 2"#2(5"#$'(01( 2%4/2B( @1(50'/4&+9
1$'-(%+#/0'/(20(F4+/2$0'(G"#2(2"+$%(@3J/(#%+(-0$'<(G$2"(2"+$%(@'2+%'+2(-#2#72(2"+(
&, (. +508&+(%+8452#'2( 20( 4(2"+( @'2+%'+2(#/( OA+'8, (#-( 1%+F4+28, (#/(2"+,(-0(
20-#,B(_'8+//($2($/(5#%+1488,(-+A80,+-2(9I@(%4'/(2"+(%$/* (01 (-#&#<$'<(50'/4&+%(
50'1$-+'5+($'(2"+(&+-$4&B(

1+06 248! (5" H#Y6#52+%$/2$5/(01(9 @ (#8/0(/+%$04/8, (5" #88+'<+(2%#-$2$0'#8('02$0'/ (01 (H1#$ %
$'10%8#2$0'( AYRED+/?1( #( <++%#88,( #55+A2+-( /+2( 01( A%$'5$A8+/( 10%( A%02+52$'<(
A%SKHIBIO'/$-+9%( 2"+( 1#$%( $'10%8&#2$0'( A%S$ 5$A8+( 01( 8$&$2%$'<( -#2#(5088+52$0'( 20(

G "#2($/("+5+/1#%,(20( 50&AB+2+( 2"+( 2#/*(#2("#'-B(UOG (5#'(2"$/($-+#( . +(IF4#%+-(
G$2"(+ES$/2$'<(9I @ (+FASA&+2(2"#2( 2 (SHAH.$8$2,(20(5088+52(# - (#'#8,P+(+K+%,
I$'<8+(@'2+%'+2( A#5*+2(10%(&$88$0'/(01(@'2+%'+2(4/+WRSFALOBEE" (9@ (5#'(
AH(SEAB+&+2+-(G$2"(8$&$2/(0'(2"+(2,A+/(OL(-#2#(5088+52+-2( 2"+(2%+-($/(20G#%-(
80%-+(-#2#(5088+52$0' (#'-(A%O05+//$'<(A0G +%?('OB(8-+//

[oH' AHYH'S, ($/(#02"+9%6( 50%+( 1#$%($'10%&#2$0' (A%S$ 5SA8+( 2"#2(9I @ (GO48-(HAA+H#YH(
20(5"#88+'<+B(9J@ (+FA$A&+2(K+'-0%/(508&A+2+(0'("0G (/&#88(0L(# ($S&AH52(2"+(

5#'( "#K+( 0'( OK+%#88( '+2G0%*( OA+Y6#2FOUB-0%/( /++*( 20( +/4%-+( 2"#2( 9I@(
+EASA&+22( +K+'( #( $2( A%UBH/ &#/+/( 01( @'2+%'+2( -#2#( 1%0&( &$88$0'/( 01(
14.15%$.+%/?( G$88('02( /80G( -0G'( '+2G0%*( 0A+%#2$0'/( #-( G$88( $'( 1#52( .+( #/(
$'KS/$.8+(#/(A0//$.8+(0'(2"+('+2G0%*B(;"$/(&+#/(@3I/(#'-(02"+%/ (&H,(.+(#.8+(20(
+A80,(9I@(/,/2+&/( 2"#2("#K+( 1+G('02$5+#.8+( +11+52/( 014BO-%/B( C$2"(9I@(

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

11 See, e.gQrganisation for Economic Gaperation and Developme@ECDGUIDELINES ON THEPROTECTION OFPRIVACY AND
TRANSBORDERFLOWS OFPERSONALDATA (Sept. 23, 1980),
http://www.oecd.org/document/18/0,2340,en 2649 34255 1815186 1 1 1 1,00.html

12 SeeProcera PacketLogic PL10000 Datashkgh://www.proceranetworks.com/images/documentgi@®00005-21-
08 4p web.pd(last visited July 14, 2008).

¥ See, e.gThe Tolly GroupProcera PacketLogic 7600 Evaluation of Accuracy and Scalability ofdlefiraffic and Service
Management System (May 2007),
http://www.proceranetworks.com/images/documents/tolly207173procerapacketlogic7600may2@ightighting the fact that the

Procera DPI device Ogenerates less than 1 millisecond-ofaynaverage latencyO).
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"$--+'(1%0&(K$+G2(2"0/+(-0$'<(2"+(AHE*+2($/A+52$0' (&#, ("#K+(8$228+($'5+ 25K +(20(
1488, (-$/580/+(2"+$%(A%H#E2$5+/B

@'(&#,(5#/+/2(9I@ (+FASA&+2(G$88(#4208#2$5#88,(5088+52( A+06/0'#88, ($-+2$1$#.8+(
$'10%8&#2$0' (=@ @>?(+K+'($1(2"+(@3I (BIXBLHKAYO($ 2+ 2$0'/(01(4/$'< (/45" (
H2HB(10'/$-+%( #( 2"$SUAHY%2, ( K+-0%( 4/$'<(#( 9I@(/,/2+&( 20( ##8,P+( 2"+( C+.(

0G/$ <(#525K$2$+/(0L(# (@3IDI(/4.15%%. +%/B(S82"04<"(2"+(K+'-0%(&#, ('02(54%+(20(
FOG(2"+("0&+(#--%-+//( OL(#(/4./5%$.+%2(2"+(9J @ (+FASA&+2(/4Y60B8+52/(J@ @(

G+ (2"#2(/4.15%$.+%(50'-452/(C+.(J+#%5"+/Q00.2#$'(0'8%'+(-%$K$' < (-$%+52$0'/(

1%08&( "$/( 0%( "+%( 0G'( "08&+( #--%+//B( O4%2"+%8&0%+2( 9I@( /,/2+8&I( #4208#2$5#88, (
5088+52( @J( #--Yo+//+/2( G"$5"( 5#'(/0&+2$&+/( . +( Al+-( 20$%2$L,( $-SK$-4#8/(
G"+(50&8.$'+ -(G$2"(02"+%( $'10%&#2$0'B( @'( 2"$/( G#,2( 9I@( 2+'-/( 20(/G++A($'(
A+%/0#8( $'10%&#2$0'(+K+'( G"+'(/45"($'10%&#2$0'($/('02(/04<"2( ., 2"+( A#%2,(
-0$'<(2"+(A#E*+2($A+52$0(B

358$8#968,2( [+/$2$K+( $10%&H#2$0'( &#,( +( 4'$'2+2$0#88,( 5088+52+-( $'( #( 9I@(
1,12+&B(J+%/0 #E"+#82" (-#2#72(10%(+EHEAS+?($/(8&$<Yo#2$'<(0'8$'+( 2"%04<"(# (+K+%
+EA#-$'<(#%%#, (01("+#82"($'10%8&#2$0' (#'-(1+#%5" (/$2+/2(0'8$+(/4AA0%2(<%04A/?(
#'-(A+%/0'H8("+#82" (%+50%-(/$2+/B(S82"04<"(2"+(0A+%#20% (0L (#(9I @ (/,/2+&(&%#, (102(
5#%-+( 20( /20%+( 0%( #'#8,P+( /45" VRERSO'?( #( A#5*+2( 50'24#$'$'<(/+'/$2$K+( -#2#(
&AI12(1$%/2(.+($TA+52+-(20(-+2+%8&$+($2/(50'2+2/(.+10%+(2"+(9I@(/,/2+&(OA+%6#20%(
5#'( -+5$-+( G"#2( 20( -0( G$2"( $2B( @'( /"0%2?( 9J@( 2+5™080<,( &#,( 800*( #2( #88(
$'10%8&#2$0'?( $'584-$'<( /+'/$2$K+( $'10%8&#2$0'V( G"#2( $/( D+( G$2"( 2"#2(
$'10%8#2$0'( 5#( K#%,( G$-+8,( #-( $/( 4'8%*+8,( 20( .+( -$%+528,( 0./+%K#.8+( .,(
50'/4&+9%/8

00%( 9I@( 20( 0A+%#2+( $'( #( 2%48,( IADERRES2SK+( G#,?( -#2#( 5088+52$0'( #'-(
Uo+2+'2$0"(++-( 20( .+( 8$&S2+-( #-( 2"0/+( 8$&S$2/( /"048-( .+( 2$+-( 20( 2"+( 0%$<$'#8(
A4%A0H ( 10%( 5088+52%'<( 2"+( -#2#B(10'/48&+%/("++-( 20( .+( $'10%&+-(#.042( G"#2(
-H2#($/(.+$'<(5088+52+-(#.042(2"+$%( @'2+%'+2(#52$K$2$+/?("0G(2"+($'10%8&#2$0'(G$88(
AH(B1-2(G"+2"+%(2"+($ L0%EH2$0 (G +(/"#Y%o+-(G$2"(02"+%/2(#'-(G"#2(&+#4%+I(
H#%+(.+S'<(2#*+'(20(+'/4%2(H2(#',(2%#' 1+ %( 01 (-#2#(%+&#S$'/(/+54%+B(;"+,(/"048-(
AH(AYH+2+-(G$2"(2"$/($'10%&H 230" ($'(#( &H"+%( 2"#2(/4AA0%2/($'10%E&+-( 5"0$5+(
50'5+%6'$'<( 2"+$%($'10%&H#2$0" (#'-(2"#2(5"0$5+(/"048-("0'0%+-( A+%/$/2+'28,( OK+%(
2$8&+B(10'/48+%/(&4/2(#8/0("#K+(0AA0%24' $2$-+96 B+ <#8(%o+-%+//(10%(&$/4/+(01(2"+(
H#2#B(S/(#(%+5+2(9B!B(9$/2%$52(104%2( 0AS'$O'(+/2#.8$/"+-2( -H2#( 8+#+#<+(#-(2"+(
50'5+9%6'(10%(A02+ 2$#8(#.4/+/(0L(2"#2(-#2#(#%+(Yo+50<"SPH#.8+("#Y%&/ (/1 2#'-$' < (#80'+2(
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G$2"042( #,('++-( 20( ["OG( &$/4/+( O1( 2"+( -#2#BY 10'/4&+%/(-0('0  2( '++-( 20(
+508+(K$52$&/(01($-+'2$2,(2"+12(20(/411+%(1%0& (#'($'K#/$0' (0L (A%SKHS5, B(

S82"04<"(9J@ ($'(#( <+ +%6$5(/+/+( Yot SI+/( 2"+ A%SKHS, ( 50'5+96'/( ~+/5%%.+-(#.0K+2(
2"+( 4/+( 01( 9I@( 10%( .+"#KS0%H#E( #-K+%2$/$'<( "#/( $2/( 0G'( 4'SF4+( A%SKHS,(
$&A8S5#2$0'/B(;"+/+(#%+(88%+-($'(2"+('+E2(/+52%0'B

IV. The Emerging Use of Deep Packet Inspection for
Behavioral Advertising

A HKSO%HE( #-K+%2$/$'<?( G"$5"( $'KOBK+/( 2"+( 5088+52$0'( #-( #<<Y%+<#2$0'( 01(
50'/4&+%/D( C+.(.%0G/$'<(#523K$2$+/( 10%( 2"+( A4%A0/+( 01(/+%KSP'<( 2"+&( 2#%<+2+-(
#-K+9628/+&+2/2( "#1( '02( 2%#-$2$0'#88, ( &#t-+( 41+( 01( 9I@B( O0%( '+#9%8, ( #( -+5#-+7(
A HKSOYHB(H-K+962$/$ < "#]( 4+ (4-+%24*+'( ., (#-(+2G0%* N S0&AH S+ 2"#2(
50'296#52(G$2" (C+.(/$2+/(20(.+(#.8+(20(5088+52(-#2#(#.042(2"+(50'/4&+%/(G"0(K$/$2(
2"0/+(/$2+/B(S(2%#-$2$0 #BKS0%6#8 (#-('+2G0%*(.4$8-/(4A(A%01$8+/(01($'-SK$-4#8(
50'/4&+%/(.,(2%#5*$'<(2"+$Y%(#528K$2$+/( 0'(/$2-+/( A% 2$5$AH2$'<($'(2"+(*+2G0%*B(S-(
"+2G0%*/( 4/4#88,( #5508A8$/"( 2"$/( 2%6#5*$'<( ., ( ASHES'<(#( 500*$+( G$2"(#( 4'$FA+(
$-+'251$+9%(0'(#(50'/4&+%D/(50&A42+%(#'-(2(B"<+ (50'/4&+%D/(+"#K$0%#8(A%01$8+(

20( 2"#2( $-+'2$1$+%B( 10'/48+%/D( A%0L$S+/( #%o+( 8#2+%( 4+-( 20( /+%6K-+( 2#%<+2+-( #-I( 2C
2"0/+(50'/4&+%1/(0'(02"+%(C+.(/$2+/B(@L(#(50'/48&+%(K$/$2/(#(/+%$+/(01(/A0%2/(C+.(
1$2+/(#'-(8#2+%(K$/$2/(#('+G/(/$2+2(10%(+EH&AS+?("+(OXof/( HO&H # (#-(10%(
<081(584./(0%(.#/+.#88(2$5*+2/(0'(2"+('+G/(/$2+B

TK+%( 2"+( A#I2( +#%2( #( ' +G( *$'-( 0L( #-(+2G0%*( 2"#2( &#*+/( 41+( 01( 9I@( 10%(

A+ HKS0%6#8 (H-K+%02$/$'< ("#/(+&+%<+-B(@'(2"$/(&0-+82(2"+(#-('+2G0%*(A#%2'+%/(G$2"(
#(@3J(20(-0($2/(-#2#(5088+52%@ X %(2"# (G$2" (#('+2G0%* (01 (A#%2$5$A#2$'<(C+.(
1$2+/B( ;"+( @3J( #880G/( 2"+( #-('+2G0%*( 20( 50'-452( 9I@( 0'( 2"+( $'-$KS$-4#8( C+.(
0G/$'<( #52$K$2$+/( 01( +#5"( 01( 2"+( @3ID/( 54/208+%/B( :"$I( &+#1( 2"#2( 2"+( #-(
+2G0%*( %o+5+SK+( #( $'-$KS-4#8DI( C+.(.%0G/$'<( /2%+#&( -$YEBI8( 2"+( @3J(
H#-(HH8,P+(2"+(50'2+2(0L(2"#2(A#E*+2(/2%+#8($' (0%-+%(20(5%+#2+(#(A%O01$8+(01(2"+(
$'-$K$-4#8D/( 0'8$'+( . +"#K$0%/( #'-( $'2+%+/2/B( S/( 54/208+%/( 01( 2"+( @3I(/4%1( 2"+(
C+.(#-(K$/$2(02"+%(C+.(/1$2+/2(2"+(#-('+2G0%* (/+%K+/( 2"+&(#-1( 2#%<+2+-( .#/+-(

0'( 2"+$%(.+"#KS0%HS(A%YL$8+/B

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

1 Am. Fed'n of Gov't Employees v. HawlB¥3 F. Supp. 2d 44, 581 (D.D.C. 2008) (rulinginter alia, that concerns about identity
theft,embarrassment, inconvenience, and damage to financial suitability requirements after an apparent data breach constituted a
recognizable "adverse effect" under the Privacy Act, 5 U.S.C. a 552a (€itiger v. Dep't of Justicé29 F. Supp. 2d 29, 53

(D.D.C. 2008)).
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"+ (41+(01(9J@(10%( . +"#K$0%#8(#-K+%2$/$'<($/( 0'+(#%+#( 2"#2(G+(.+8%+K+(%+FA45%+/(
580/+(/5%42%',(1%08( 8#G &H*+%/B(S/(S2("#/(.++ (S&AB+&+2+-(2"4/( 1#%2(2"+(4/+(01(
9J@( 109%( .+"#KS0%HE( #-K+%2$/$'<( AO/+( %$*/( 20( 50748+%( A%SKHS,2( -+1$+/(
Vo+#/0#.8+( 4/+%( +EA+52#2$02( S5#( +( -$I%AA2$K+( 20( @'2+%'+2( #-( C+.(
14'52$0#8$2, 2(#'-(&#,(%4'(#1048(01 (50884 $5#2$0' (A%SKHS, (84G/B

-19;%6)!805&96%*9'$.1'31*+,12,,1'314-813":11,+%,;9":%&!"<;,:*9.9%( !
Privacy Implications of Behavioral Advertising at Large

aK+'(G"+'($2(-0+/('02($'KOBK+(9JI@7?(.+"#KS0%6#B (#-K+%62$/$'< (AOD/+/(H(<%0G$'< (%6 $/*(

20( 50'/4&+%( AY%SKHE! B'/4&+Y6/( #Y%+( 8#Y<+8,( 4 HGHYo+( 0L( 2"+( AYeHB2$5+( #'-( #%+(
2"4/($88(+FASAA+-(20( 24*+( A%02+528K+(#52$0'B(;"+, ("#K+('0(+EA+52#2$0'(2"#2( 2" +$%(
0G/$'<($'10%& 230" ( &, ( .+( 2%6#5*+-(#'-(/08-2(#'-( 2"+, (#%-+( %6#%+8,( AY%OKS-+-(
[411$5$+2( $'10%&#2$0'( #.042( 2"+( A%#H52$5+/( 01( #-K+%2$/+%/( 0%( 02"+%/( $'( 2"+(
#-K+962$/$'<( K#8A+( 5"#$'( 20( <#d<+( 2"+( AY%SKHS,( Yo$/*/( #-( &#*+( &+H'$'<148(
+5$/$0'/(#.042(G"+2"+%(#'-("0G (2"+$%($'10%E&H# 2$R, (.+(4/+-B( @' (#(%+5+'28, (

0o+ 8+#/+-(UH%%$/( @' 2+%#52$K+gS8# (OB(C+23$'(/24-, 2([dn(01(Y%-+AD'-+2/(/#$-(2"+(
G+%+('02(50&10%2#.8+(G$2"(0'8$'+( 50&AH'$+/(4/$'<(2"+$%( .%0G/$'<( .+"#K$0%( 20(
2H$B0Yo( #-/( #-( 50'2+'2( 20( 2"+$%( $'2+%+/2/( +K+'( G"+'( 2"+,( G+%+( 208-( BY2( /4
#-K+9%2$/$'<(/4AA0%2/( 1%++(+IWKSEHBE+2(Y _3;+(/A%K+,(A%0-45+-(/$&$8H#Y%(

Yo+ ABHB@2($/("$<"8, (4'8*+8,(2"#2(2"+/+(%+IAD'-+'2/(4'-+%/200-(2"#2(2"$/(2,A+(01(
H-(2H%<+2$'<($/ (HBYo+H-, (2#*$'<(ABHE+(0'8$'+(+K+( (-#,B(

@' (&O/2(5#/+/?(-#2#(5088+52$0' ( HOMKK $0%6#8(#-K+%2%/$'<(0A+%#2+/(0'(#IO2R
AI$/B(7TA2042(&+5"#'$/&/(10%(0'8%'+(#-K+%2%/$'<(#%+(012+'(.4%S+-($'(1$'+(A%F'27?(
-$11$5482(20( 4'-+%/2#'-?( "#%-( 20( +E+542+(#'-(2+5"$5#88,( $'#-+F4#2+B( 7'8,(2"+(
&0/2( /OA"$/2$5#2+-( #'-( 2+5"$5#88, ( /[#KK,( 50'/4&+%/( #o+( 8$*+8,( 20( .+( #.8+( 20(
/455+//1488,('+<02$#2+(/45" (ORI 2(A%05+//+/B()0%+0K+%?($'( &0/2( 5#/+DAK2
&+5"#'$/&/(011+%+-(10%(.+"#K$0%#8(#-K+%2%/$'<(0'8,(0A2(2"+(4/+%(042(01(%+5+$K$'<(
2#%<+2+-(#-1?(.42(-0('02( OA2( 2"+( 4/+%( 042( 01 ( -#2#(5088+52%$0"( #.@L2( "$Xo(
@'2+%'+2(4/#<B(

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

15 Alan F. WestinHow Online Users Feel About Behavioral Marketing and How Adoption of Privacy and Security Policies Could
Affect Their FeelinggéMar. 2008).

® TRUSTe, OTRUSTe Report Reveals Consumer Awareness and Attitudes About BehaxgetadO (Mar. 28, 2008),
http://marketwire.com/preselease/Trust837437.htm(O71 percent of online consumers are aware that their browsing information
may be collected by a third party for advertising purposes . . .. 57 percent of respondents a@yrtbecomfortable with

advertisers using that browsing history to serve relevant ads, even when that information cannot be tied to their names or any other
personal information.O).
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10+ ( $I( #BI0( #( Yo$*( 2'#2( A%0L1$8+/( 10%( .+ H#KSOYHB( #-K+%2$/$'<( &#,( .+( 41+-( 10%(
ALYAO/+( 02" +%( 2"# (#-K+%2$/$'<B( O0%( +E#&AB+?(#-('+2G0%*/( 2"#2( 1084/( 0'( HY%+
28%<+2%'<I( #-/( &#,( #8%+#-,( .+( 4/$'<( A%01$8+/( 20( "+8A( &#%*+2+%/( +'<#<+( $'(

-$11 %+ 2$#8(A%STHEBHK S0YHE(AY01$8+/2(A#Y62$5484#%8, (2"0/+(2"#2(5# (+(2$+-(20(# (
$'-SKS$-A#82( &#, (#8/0(.+(#(2+8&A2$'<(/04%5+( 01($'10%&H#2$0'($'( &#*$'<(-+5$/$0'/(
#.042(5%+-$22($'/4%# 5+2(#'-(+&A80,&+2B(C"$8+(2"+(8#5* (01 (2%# | A#Y%+'5, (&#*+/(
$2(#8&0/2( $&A0//$.820( *0G( G"+2"+%6( .+"H#KSO%H#B( A%OLSE+/( #%+( .+$'<( 4/+-( 10%(
02"+9%( AA%A0/+/?( 2"+( 8#5*( 01( +'10%5+#.8+( %648+/( #%04'-( 2"+( 5088+52$0" (#'-( 4/+( 01(
&O/I2(A+%/0'#8($' L0%EH2$0' (8+#K+/(2"+(-00%(G $-+(OA+(10%(#(&, %$#-(01(/+50'-#%, (
4/+/B(

O$'#88,2( . +5#4[+( 2"+( 8+<HB( /2#-#Y%T0%( <OK+%'&+'2( #55+//( 20( A+%/0'#8(
$'10%8#2$0"("+8-(., (2" $%-( A#Y2$+/(#%+(+E2%#0%-$'#%$8, (80G 2( 2" +/+(50&AY%+"+/$K-+(
50'/4&+%( A%OL$8+/( #Y%o+( #K#$SH.8+( 20( <OK+%'&+2( 011$5$#8/( .,( &+%+( /4. A0+#?(
G$2"042('02$5+(20(2"+($'-SK$-4#8(0%(#' (0AA0%24'$2, (10%(2"+($ SERRALR + 32B

2. Deep Packet Inspection Exacerbates and Introduces Its Own Privacy Concerns

"+ (A%SKHS, ($&ABS5H#2$0'/(01(.+"#KSOYHB(#-K+%2$/$'<(#2(8HY<+(#%b+(#&ABS1$+-(G"+(
QI @ ($/(2"+(-#2#(5088+52$0'(&+5"# $/&B(S-('+2G0%*/( 2"#2( A#%2'+%( G$2"(@3I/(#-(
A1+(9I@E&H,(AD2+'2$#88, (<HS'(#55+//(20(/4./12# 2$#88, (#88(01(#($'-$KS$-4#8D/(C+.(
0G/$'<( -H2H( #I( $2( 2%HK+%/+/( 2"+( @3ID/( $'1%#/2%4524%+2( $'584-$'<( 2%#11$5( 20( #
A08$2$5#87( %+8$<$04/2( #-( 02" HBALR+I5$#8( /$2+/B( C"$8+( 2%6#-$2$0'#8( #-(
+2G0%*/( &#,( .+( 8H%<+?( 1+GK($,( A%OKS-+( 2"+( 0AA0%24'$2,( 20( 5088+52(
$'10%8#2$0" (#.042(# ($'-SK$-4#8D/(0'8$'+(#52SK$2$-+/(#/(50&AY%+"+$K+8, (#/($'(2"+(

9J@( &0-+82( A#962$548#%8,( G$2"( %+/A+52( 20( #52$K$2$+/( $LE0BIH%45SH#8(
50'2+'2B(S'-(#82"04<" (2" +/+(#-('+2G0%*/(54%%+'28, ($'/A+BB+-0&$'#'28,(C+.(
206#11$52(@3J/(5#%%, (+&#$8I2(5"#217(LE8+(2%# 1+%6/ (#'-(&#' (02" +Y%6(*$'-/(0L(-#2#(2"#2(
2"+,(5048-( ~+5$-+( 20( A#//( 0'( 20( .+"#KS0%#8( #-('+2G0%*/( 10%( $/A+52$0'($'(2"+(
1424%+B

)0%+0K+%7?( 2"+(4/+(01(9J@( 10%( .+"#K$0%#8( #-K+%2$/$'<( -+1$+/( 2HZBQHEA+5
#.042( G "#2("#AA+I( G"+'( 2"+, (/A%1( 2"+( C+.(#-( 50&8&4'$5#2+( 0'8$'+B()0/2(
@'2+%'+2( 4/+%/( GO48-(.+(/4%A%S/+-(20( 1$'-(#( &S$--8+&H#' (84%*$'<(.+2G++'(2"+&(
H-(2"+(CH+.(/$2+/( 2"+, KS$I$2B(ISKS'<(#'( 4% 0G'( 2"$%-( A#%2, (. %60#-( #55+//( 20(

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

7 Seelouise StoryOnline Pitches Made Just for Y,dW.Y. TIMES, Mar. 6, 2008,
http://nytimes.com/2008/03/06/business/media/06adco.html

18 SeeCDT, Digital Search and Seizure: Updating Privacy Protections to Keep Pace with Tech(iglagy2006),
http://cdt.org/publications/digitedearchandseizure.pdfat 79; Deirdre K. Mulligan,Reasonable Expectations in Electronic
Communications: A Critical Perspective on the Electrddanmunications Privacy Act2 GEO. WASH. L. REv. 1557 (2004);
Daniel J. SoloveDigital Dossiers and the Dissipation of Fourth Amendment Privab. CAL. L. REv. 1083, 1135 (2002).
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80/2(50'/48&+%(C+.(50&&A'$5  #2$0'/(&H,(4'-+%&$'+(2"+(2%A4/2(2"#2(50'/48&+%/(
"HK+($'(2"+$%(@3J/B

=>:1,$*1805&,0,$*%*9'$.1?7%)!8%*,:3,:,| @ 9*+!A".0%&!8%*,:$,*12., !

O+/A$2+(2"+/+(50'5+9%'/2(/+K+U6#8(#-(+2G 0% (50&AH $+/(#%-+(&OK$'<(10%G#%-(G$2"(
AB#'/( 20( 4/+( 9I@( 10%( .+"#K$0%#8( #-K+%2$/SLRGO( &0/2( A%0&S$'+2( #-(

L 2G O/ (+ <H<+-($'(2"$/(AYHE2$5+(#Yo+(j+.4S-($'(2"+(_'$2+-(32#2+/(#-(I"0%&(
$'(2"+(_KB(I"#9%62+%(10&8&4' $5#2$0'/2 (#(5#.8+(.%0#- #-(@3I2(%+5+'28, (#'04'5+-(

W #-( 2"+ ( —+8#,+-( W #( ABH#'( 20( 50'-452( 2%$#8/( 01( 2"+( j+.4S-( . +"#KS0%6#8(
#-K+9628$1<(2+5"080<, BI{ 3+K+%6#8(02"+96(@3J/2(/45" (#/(C$-+(7TA+(C+2(=CTCI>?(
14+'249%,;+87(a&. #I6F (#'-(K'080<, (#8/0(#"04'5+-(ABH#/(G$2" (j+.4S-(20(2%$#8(0%(
~+AB0,($2/(.+"#KS0%HB(#-K+962$/$'<(2+5"080<, B(S82"04<"(#('4&. +%(01(2"++(@3J/(
"H#K+(AL2( 2"+$%( ABH(0'("08-( $'( 2 GH#*+( OL(#( 1$%+/20%&( 01( 5%$2$5$/&2(j+.4S-(
50'2$'4+/( 20( GO%*( G$2"(_B3B( @3J/( #-(I++*('+G( @3I( A#%2'+%/B( J"0%&?( G"$5"(
0%$<$#88, (#"04'5+-(-+#8/(G$2"(2"%++(01(2"+(_KDI(8#%<+2(@3I/(#-("#/(/04<"2(
A#Y%2'+%/"$SA/(G$2"(_B3B(@3J/2($/(#8/0(0G(+'504'2+%$'<('B(SUHEE(/0&+(01($2/(
_K(A#%2'+ 961

@'-+A+H-+2(#H#8,/+/(01(.02"(50&AH $+/D(/,/12+&/("#K+( Yo+ K+#8+-(2"#2( ., (K$%24+(
01(2"+$%(#.$8%$2,(20($'2+%5+A2(@'2+%'+2(2%# MB5 (#3603 22 +$% (-+/$%+(20(
206#5*($'-$KS$-4HB( @'2+%"+2( AYTBK, (+ <t<+($'(# (#%%6#,01( AY6H52$5+/( 2"#2(#%-+(
$'507$/2+2( G$2"(2"+( 414#8( 180G (01( @'2+%'+2( 2%#11$5B(j+.4S-( %-+A0%2+-8,( $'R+52/(
50&A42+%( 50-+( $'20( C+.( 2%#11$5( /2%+#&/( 2"#2( S#AM+I( ' 4&+%04/( 500*$+/( 20( .+(
ABH5+-(0'(4/+%/D(50&A42+%/(10%( . +"H#K$0%#8(2%#5*$'<?('0'+(01(G"$5" (#%+H(Yo+8#2+-(20
0%( /#'52%$0'+-( .,( 2"+( C+.(/$2+/( 2"+( 4/+%/( KS/SRE"+'( #( 4/+%("#KS<#2+/( 20( #(
AHY2$5484#%(C+.(/$2+2(1"0%&(%+A0%2+-8,(A%-+2+'-/(20(.+(2"#2(C+.(/$2+(/0(2"#2($2(5# (
ABH2(#(.+"#KSOYHB(296#5*$'<(500%$+(85*+-(20(2"#2(/$2+(0' (2"+(4/+%D/ (ST L2+ %B
#--$2$0'( 20( 2% ( A%SKH5,( $&ABS5#2$0'/( 01( 2%#5*$'<( #88( 0L( #( $-$K$-4#8D/( C+.(
#528K$2$+/2( 2"$I( *$'-( 0L( 50'-452( "#/( 2"+( A02+2$#8( 20( 5%-+#2+( [+%$04/( [+54%$2,(

CEEECECCeeCeeeeaeeceeeecceeecceaeeeeeee(((C((

¥ Saul HansellCharter Suspends Plan to Sell Customer Data to Adeesti.Y. TIMES: BITS BLOG, Jun. 24, 2008,
http://bits.blogs.nytimes.com/2008/06/24/chagespendplanto-sellcustomerdatato-advertises.

2 Chris Williams,CPW builds wall between customers and PhdaGISTER Mar. 11, 2008,
http://theregister.co.uk/2008/03/11/phorm_shares plummet

% Robert M. TopolskiNebuAdand Partner ISPs: Wiretapping, Forgery and Browser HijacKihgne 2008),
http://publicknowledge.org/pdf/nebuaidport20080618.pdf

% Richard ClaytonThe Phorm OWebwiseO Systhray 18, 2008)http://www.cl.cam.ac.uk/~rnc1/08054Morm.pdf
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K48'+96#.$8$2%+/($'(2"+('+2GOYHRA+Y6(2"+(/A++-(01(4+%/D(@'2+%'+2(50"+52$0'/2(
#-($'2+%1+%+(G$2"(0%-$#%, (C+BRS0'#8$2, B( S2(#(2$&+(G"+'(&#',(-$11+%+'2(
*$'-/(01(508&AH' $+/(#%+( G0%*$'<(20(.4$8-(#(2%4/2+-(50&A42$'<(AB#210%&( 10%(2"+(
@'2+%'+22("#K$'<(@3I/(GO%*(G$2" (A#Y62'+%/(G"0/+(AYHE2$5+/(4'-+%&S'+(2% 412 (Yot $/+/(
1424%+(5,. 49454%%$2,(50'5+%{(B

=# =>::,$*1805&,0,$*%*9" $.17%)!B9'&%*,!C,<,:%&!D%E

A HK SOVHB(#-K+9%2$/$'<('+2G0%*/(4/$'<(9I@ (/2%+/(2"#2(2"+(A%01$8+/(2"+,(50&A$8+(
#Y%+(#0',&04/(#-( 50'2#$'( 0'8,( <+ +%$5( &#%*+2$'<( 58#//$1$5#2$0'/B( ;"#2( &#,(

G+88( .+( 2%4+2( #'-( 145" ( A%01$8+/( GO48-('02( .+( 2"+( 1054/( O1( /+%$04/( AYSKHS,
50'5+9%'/B(Y#2"+%?2(04%(50'5+%' ($/(G$2"(G"#2($2(2#*+/(20(508&A$8+ (/45" (A%01$8+/6(2"+(
-$/580/4%+?( 50A,$'<(#'-(##8,/$/(01(/4./12# 2$#88,(#88( O1(#( @'2+%'+2( 4/1+%D/(C+.(
206#11$5B(;"#2(#-K+%2$/$'<("+2G0%*/(20-#,(4/+(0'8,(#(A0%2$0'(01(G"#2(2"+,(5088+52(
H#'-(-$/5#%-( 2"+(YoHG (-H#2H#(#12+%(##8,P$'<($2(011+%/(/&#88(50810%2(20(G"#2(2"+,(0%(
2"+$%(A02+2$#8(50&A+2$20%/(&$<"2(-0(G$2"(2"+(-#2#($'(2"+(1424%+B(j0%(-0(54%%+'2(
58H#$&/(#.042(2"+(#0",&$2,(01(/20%+-(A%01$8+/(OK+%50&+(2"+( 1#52(2"#2(2"+($'$2$#8(
SHA24%+( #'-( -$/580/4%+((04./24#'2$#88,( #88( 01( #( A+%/0'D/( C+.( 2%#11$5( -+1$+/(
Oo-+#/0'#.8+(+ EA+52#280'/ (#'-(&#, (K$0BH2+(G$%+ 2#AAS RBHG/

4 (L+-+%6H8(CSYo+ 2#A(SE22(# (H&+'-+-(, (2" +(a8+52%0'$5(10&&4'$5#2$0"/ (J%SKH5, (
S52(=alJS>?(A%0"$.$2/(2"+($'2+%5+A2$0" (#'-(-$/580/4%+(01(+8+52%60'$5(
50&&4'$5#2$0'/( WS'584-$'<(2"+(50'2+'2(01(@'2+%'+2(A#SANBE2"042(50'/+'2BT
$82"04<"(+E5+A2$0"/(20(2"$/(%48+(A+%&$2($' 2+%5+A2$0' (#'-(-$/580/4%+(G$2"042(
50'/+'22(G+(/+%$04/8,(-04.2(2"#2(# ,(01(2"+&(#AAS,(20(2"+(4/+(01(9I @ (10%(

A+ HKS0%HB (#-K+%2$/$'<(A4%MBIE550%-$'<8, ?(G+(.+8%$+K+(2"#2(2"+(C$%+2#A(S52(
%o-+FA$%+/(50'/+2(.+10%+(2"+(50'2+2(01(@'2+%'+2(A#5*+2/(&#, (.+(4/+-(10%(

A HKS0%6H#8(#-K+%62$/$'<(A4%A0/+/2(#-(14%2"+%&0%+(2"#2 (/45" (50'/+'2(/"048-(.+(
0.2#$'+-(0'(#'(0A2 L$'(#/$/(#12+%(4'HKOS-#.8+('02$5+B(HY(R2#2+(BHG/(&#, (2#*+(
2"$/(0'+(/2+A(14%2"+%72(%+F4$%S$'<(50'/+'2(1%0&(.02" (A#962$+/(20(2"+(508& &4 $5#2$0'6(
2"+(50'/4&+%(#'-(2"+(C+.(/S2+("+(0%(/"+($/(K$/$2$'<B(S(-+2#$58+-(19;(8+<#8(
&+&0%#H'-4&(0'(2"+(HAABS5#2$0'(01(2"+(C$%+2#A(S522(al IS (#'-(Y6+8+KH# 2(/2#2+(
GSURHA(SHGI(20(2"+(41+(01(@'2+%'+2(-#2#(50'2+'2(10%(.+"#K$0%oH#8 (#-K+%62$/$'< ($/(
#22H#5"+-(#/(SAA+-SE(SB

(

CEEECECCeeCeeeeaeeceeeecceeecceaeeeeeee(((C((

% These types of behaviors have much in common with-uvelerstood online security threats, and parts of the Internet security
community are already investigating how to resp@ekAnti-Spyware CoalitionAnti-Spyware Coalition Aims to Address
Behavioral TargetindApr. 2008),http://antispywarecoalitianrg/newsroom/20080425press.htm

%18 U.S.C. @ 2511.
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0A+%#20%/( 1%0&( 5088+52%'<( 0%( -$/580/$'<( A+%/0'#88,( $-+2$1$#.8+(
$'10%8&#2$0'( G$2"042( A%$0%( S0P¢'AB'SS+( 2"+( 2+%&( HA+%/0'#88,(
$-+2$B#.8+( $'10%&H#2$0'I( $'( 2"+( 8HG( $/( -+1$'+-( .,( G"#2( $2( -0+/( '02(
$'584-+( W H#',( %+50%-( 01( #<<Y%o+<#2+( #2#( G"$5"( -0+/( '02( $-+2$1,(
A#%2$548#%(A+YETONG +(-04.2(2"#2(#(4/+%DI(+2$%+(C+.(.%0G/$'<(-#2#(
[29%+#82(4'SFA+(20(2"#2($'-$K$-4#82(012+'(50'2#$'$'<(.02A$I@D LI@@7(
GO48-( .+( 50'/$-+%+-( #<<Yor<#2+( -#H2#( #I( 2"#2( 2+%&( $/( 508&0'8,(
4'-+%/200-B(

(

C+(-0('02( .+8$+K+( 2"#2( $2( $/( A0//$.8+( 20( /"0+"0%'( 2"+( 5088+52%$0"( #'-(
-$/580/4%+( 01( #( /14./5%$.+%D/( +2$%-+( .%0G/$'<( "$/20%,( 10%( #-K+%2$/$'<(
A4%A0/+( $'20( 2"+( [2#242+DEHE$0'( 10%( 5088+52$0'( 0%( -$/580/4%+( 01(
$'10%8#2$0" (2" #2($/(+5+1#%, (20(Yo+-+%(/+RKSEFBG+(50'584-+(2"#2(
5#.84L#/+-(@3/(2"#2( G$I"(20(-$/580/+(2"+(50'2+2(01( @'2+%'+2( A#5*+2/( 20(
#-K+%2$/$'<('+2G0%*/(G048-(#8/0("#K+(20(&++2(2"+(50'/+'2(%+F4$% € &+'2/
01(2"+(1#.8+(10&&4'$5#2$0'/(J08$5,(S52B

" +(9) @ (&O-+8/(2" H2("HK+(.++ (-+AB0, +- (2" 4/ (1#%("#K+(1#$8+-(20(0. 243 (
#11$%&H2$K+?(+EAYLH (BO2+'2(%-+FA$%+-(.,(BHGB(@'(L#5272(2"+,("#K+(1#$8+-(20(
&++2(+K+ (%+8H#2$K+8, (BHE (/2#'-#%-/(01($&ABS+-(50'/+' 2B(IRBBHBBB(@3J/2(

CEEECECCeeCeeeeaeeceeeecceeecceaeeeeeee(((C((

% Reps. Edward Markey and Joe Bartbetter to Charter Communications CEO in Regards to the ChatedruAd Data
Collection Schem@ay 2008) http://markey.house.gov/docs/telecomm/letter charter comm_privarReps$. Edward Markey,
John Dingell, and Joe Bartoetter to Embarq CEQ@July 2008),
http://markey.house.gov/index.php?option=content&task=view&id=3410&Itemid=125

%47 U.S.C. n 551(bjc). A 1992 amendment adding the phrase Oother servicesO to the Cable ActOs privacy provision made it clear
that the law covermternet services provided by cable operators.

#1d. & 551(a)(2)(A).

%1d. n 551(a)(2)(B).
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B#'(+(+#1$8, (-+/$<'+-2(A#% 2$5484#%8, (/$'5+($2(&4/2('02(0'8, (A%OKS$-+(#(G#,(10%(
50'/4&+%/(20(<$K (#11$%8H2$K+(50'/+22(.42($2(&4/2(#8/0(AY%OKS-+(#(&+2"0-(10%(
2"+&(20(%+KO*+(2"#2(50'/+ 2B (;"+(.4%-+'($/(0'(2"0/+(G"0(GS$/"(20(&OK+(10%G#%-(
G$2"(2"+(&0-+8(20(-+80'/2%#2+(2"#2 (# (+EAY%+/(02$5+(#-(50'/+'2(%+<$&+(5# (
GO%*($'(2"$/(50'2+E2B(

. The Role of Congress

10'<Yo-+//("048-( 24*+(#52$0"( 20(#--%-+//( 2"+(1$<'$1$5# 2( AY%SKHS, (50'5+9%'/( Yo#S$/+-(
(9I@ (#-(.%0#-+%(0'8%'+(A%SKHS, ($//4+/6

L SI(H#(1$%/2( 12+A2( G+( 4%<+( 2"+( 34.50&8$22++( 20( /++*(#--$2$0'#8( $'10%&#23$0'(
-$%+528,(1%0&(@3J/(#-(02"+%(508&AH'$+/(#.042(2"+904(80@ (2+5"080<,($'(
0%-+%( 20( .+22+%( #//+//( 2"+( #/I05$#2+-( 2+5"080<$5#8?( 8+<#8( #-( A08$5,(
$&AB$5#2$0(B

v "$/(34.50&&$22++(/"048-(/+2(#( <O#8( 0L( +'#52%$'<($'( 2"+('+E2(,+#%( <+'+%#8(
A%SKHS, ( 8+<$/8#2$0"( 50K+%$'<(.02"( 2"+( 0'8$+( #'-( 0118$'+( GO%8-/B( 19;( "#/(

80'<(#%<4+-( 10%( /$&AB+?( 18+E$.8+( .#/+8%'+( 50'/4&+%( A%SKHS, (8+<$/8#2$0'(2"#2(
G048-(A%02+52(50'/48+%/( 1%0&($HAAY%OA%SH2+(5088+52$0"(#'-(&$/4/+(01(2"+$%(

A+%/0'#8( $10%&#2$0'( G"$8+( +#.8$'<( 8+<$2$&#2+( .4/$+1/( 41+( 20( A%0&02+(
+50'08$5( #'-(/05$#8( K#84+B( @'( A%S$ SHABYB+<$/8#2$0'( G048-(50-$1,( 2"+(
14'-#8&+2#8/( 01( H1#$%( $'10%8&#2$0'( A%H#52$5+/61( %+FA$%$'<( 2964 |A#Y%+'S, ( #'-(
'02$5+( 01( -#2#( 5088+52$0'( A%#52$5+/2( A%OKS-$'<( 50'/48+%/( G$2"( &+#'$'<148(
5"0$5+( Y%o+<#%-$'<( 2"+( 4/+( #-( -$/580/4%+( 01( 2"#2( $'10%&#2$0'?( #880G$'<(
50'/4 &+%/( Yo+#/0'#.8+( #55+//( 20( A+%/0'#8( $'10%&#2$0'( 2"+, ("#K+( A%OKS$-+-2(
A%OKS-$'<( %+&+-$+/( 10%( &$/4/+( 0%( 4'HA2"0%SP+-( #55+//2( #-( 1+22$'<(

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

» geeMike Masnick Where's The Line Between Personalized Advertising And Creeping Peopl@€aHRIRT, Mar. 11, 2008,
http://techdirt.com/articles/20080311/121305499.shieter WhoriskeyEvery Click You Mak@VAsSH. POST, Apr. 3, 2008,

http:/Avashingtonpost.com/wgyn/content/article/2008/04/03/AR2008040304052.html
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+'0%8&04/(#&04'2/(01(A+%/0'#8(-#2#(/20%+-(0'8%'+(#%+(1#%(200(80GB(10'<%+//(
["'048-(#8/0(50'/$-+%(58#%$1,$'<(2"#2(2"+(!#.8+(10&&4'$5#2$0'/(J08%$5,(S52D/(
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VI. Conclusion

19;(G048-(8 $*+(20(2"#*(2"+(34.508&$22++(#<#$'(10%("08-$'<(2"$/($&A0% 24 2(#-(
10%GHAUBOO*$'<("+#06$'<B(C+(.+8$+K+(2"#2(10'<Yo+//("#/(#(5%$2$5#8(%08+(20(A8#, ($(
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2+5"080<$+/( 50'2%%.42+( 20( #'( $B#/$'<8,( 50&AB+E( 0'8$'+( +'K$%0'&+2B( 19;(
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CENTER FOR DEMOCRACY & TECHNOLOGY

Appendix A: An Overview of the Federal Wiretap Act, Electronic
Communications Privacy Act, and State Two-Party Consent Laws
of Relevance to the NebuAd System and Other Uses of Internet
Traffic Content from ISPs for Behavioral Advertising

July 8", 2008

Much of the content on the Internet (just like content in newspapers, broadcast
TV, radio and cable) is supported in whole or part by advertising revenue. The
Internet offers special opportunities to target ads based on the expressed or
inferred interests of the individual user. There are various models for delivering
targeted ads online. These range from the purely contextual (everyone who
visits a travel site sees the same airline ad) to models that involve
compiling information about the online behavior of individual Internet users, to
be used in serving them advertisements. For years, Web sites have entered into
agreements with advertising networks to use “cookies” to track individual users
across Web sites in order to compile profiles. This approach has always been,
and remains, a source of privacy concern, in part because the conduct usually
occurs unbeknownst to most Internet users. Recent developments, including the
mergers between online service providers and some of the largest online
advertising networks, have heightened these concerns. The Center for
Democracy & Technology has been conducting a major project on behavioral
advertising, in which we have been researching behavioral advertising practices,
consulting with Internet companies and privacy advocates, developing policy
proposals, filing extensive comments at the FTC, and analyzing industry self-
regulatory guidelines.

This memo focuses on the implications of a specific approach to behavioral
advertising being considered by Internet advertising networks and Internet
Service Providers (ISPs). This new approach involves copying and inspecting
the content of each individual’s Internet activity with the cooperation of his or
her ISP.! Under this new model, an advertising network strikes a deal with an
ISP, and the ISP allows the network to copy the contents of the individual Web
traffic streams of each of the ISP’s customers. The advertising network analyzes

! See, e.g., Peter Whoriskey, Every Click You Make, WASH. POST (Apr. 3, 2008),
http://www.washingtonpost.com/wp-
dyn/content/article/2008/04/03/AR2008040304052.html?nav=hcmodule; Saul Hansell, I.S.P. Tracking:
The Mother of All Privacy Battles, N.Y. TIMES: BITS BLOG (Mar. 20, 2008),
http://bits.blogs.nytimes.com/2008/03/20/isp-tracking-the-mother-of-all-privacy-battles/?scp=1-
b&sqg=the+mother+of+all+privacy+battles&st=nyt.
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2 Privacy concerns also algdo advertisingbased models that have been developed for services, such as
email, that ride over ISP network$ee CDT Policy Post 10.6Google GMail Highlights General Privacy
Concerns (Apr. 12, 2004), http://www.cdt.org/publications/policyposts/20qdé8ommending express

prior optin for advertisingbased email service).

3 Additional questions have been raised under the Cable Communications PoliSyeARep. Edward

Markey and Rep. Joe Bartakxtter to Charter Communications CEO in Regards to the Charter-NebuAd

Data Collection Scheme (May 2008),
http://markey.house.gov/docs/telecomm/letter_charter_comm_privacingtifs memo, we focus on

issues arising under the federal Wiretap Act, as amended by the Electronic Communications Privacy Act.
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Wiretap Act

A. Service Providers Cannot “Divulge” The Contents of Subscriber
Communications, Except Pursuant to Limited Exceptions

<, (12(/(*)1="*(-)01>&-THH#) A(%/(/'51!-, (1?'(&-*.%"&! @.44$%"&)-". Y% A*"6) & 1!

>&-71 0%.-(&-#! -,(! 0%'6)&L! .21 +"(7! *)'71 )%/! ((&*.%"&! &.44$%"&)-".%#; ©
CD?E'(&*.%"&! &.44$%"&)-".%F! "# [(2"%(/! Y#! C)%1! -*)%#2(*! .2! #"3%HT! #"3%)'#7!
+H00371MA)B(HT . SYOIHT-) 71 H"%- (" 3(%& (1. 21) % 11%6)-$*(1-*) YoHA"-- (/1" %! +,.'(!
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106! )%3$)3(! 0(*-"%(%-! -1 -, (! 4./(1 $%/(*! &.%6#"I(*)-".%7! H! IGIIKLM! .2! - (! >&-!
#-)-(#1-,)-1C)10(*.%! *1 (%-"-110*.6"/"%3!)%! ((&*.%"&! & 44$%"&)-" %! #(*6"&(!-.!
-, (10$5"&!#,)"1%.-1"%-(%-".%)"11/"6$'3(!-, (1&.%-(%-#!.21)%11&.44$%"&)-" Yot#t!;1; ;!
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VI ((1. 51" %- (% (/1*(&"0" (%-1 1L LF N

< (K )*( (O&(O-".%#! -.1 - "#1 O%.,"5"-" %! 06! ["H#&' H$*(7! -+.1 .21 +,"&,1 4)11 5(!

*(1(6)%-!,(*(;1P%(! (O&(0-".%!#0(&"2" (#!-,)-| CD"E-1#,)"1%.-15(1$%6)+23$'1 $%/(*1 - "#!
&,)0-(*12. )91 111 ((&-*.%" &1 & 44$%"&)-" Yol #(*6"&(7!+, #(12)&""-" (#1)* (| $#(/!"%!

- (1) %HA " %) 21)DYE! L ((&-*.%" 8! &.445%"&)-" %7 - "Yo-(*&(0-7! ["#&' (7! *!
$#(1-,)-18.445%"8&)-".%!"%! -, (1%.*4)'1&.$*#(1.2!,"#1(40".14(%-!+," (!(%3 )3(/!
"001)%611)&-"6"-11+,"&, 1 "#)I"H" $SY6& (Y )" 1+(+, (+-"(&"1)4),1(,. () B($" &1 - 1 - (!
0%.~(&".%! .21 - (1*"3,-#! *1 0%.0(*-11.2! - (1 0%.6"/(*1 .2! - )-| #(*6"&(;F A=(1+"
*(2(*1-.1-,"H#)#! - (1 CY(&(HH#)* 1! "%&"(%-F! (O&(0-".%;! <,(1 #(&.%/! (O&(0-".%! "#1 2 *!

*18 U.S.C. §§ 2510-2522.
’1d. § 2510(12).

%1d. § 2511(3)(a). Lest there be any argument that the disclosure does not occur while the communications
are “in transmission,” we note that the Stored Communications Act (SCA) states that “a person or entity
providing an electronic communication service to the public shall not knowingly divulge to any person or
entity the contents of a communication while in electronic storage by that service.” Id. § 2702(a)(1). We
do not comment further here on the SCA because, in our judgment, the approach that has been described
so far clearly involves the divulging of communications “while in transmission.”

71d. § 2511(2)(a)(i) (emphasis added). This analysis focuses on the capture of electronic communications
and definitions are abridged accordingly.
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81d. @ 2511(3)(b)(ii).
°1d. @ 2510(4).
01d. = 2511(1).
H1d. = 2511(2).

12 separate from the consent provision for disclosure, the consent exception for interception is set forth in
18 U.S.C. & 2511(2)(d): Olt shall not be unldwider this chapter for a person not acting under color of
law to intercept a[n] . . . electronic communication where such person is a party to the communication or
where one of the parties to the communication has given prior consent to such intercept{®

131d. = 2510(5) (emphasis added).
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C. The Copying of Internet Content for Disclosure to Advertising
Networks Constitutes Interception
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D. The “Necessary Incident” Exception Probably Does Not Permit the
Interception or Disclosure of Communications for Behavioral
Advertising Purposes
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B#S$! 4800$2! ,2+9%:1 *+0$2.! QUL &% 7! &%08-2/.! 1+%-0+2-%:! &%7! C-40$2-%:! &%7!
982-+/.1 &%ML2&/7! &*0-9-0-$.<! 6/0! *&%%+0! 6$! $DO$%7$7! 0+! &79$20-.-%:! &*0-9-0-$.<!
S#-*#<I5#-4$10#$8! 1&8!$%6#&Y%*$I0#$! . $29-*$!, 2+9-7$23.12$9$%/$<! 7+19%+0!=, 2+0$*0A!
-0.12-:#0.@! N+/20.1 #&9$! *+%.02/$7! 0#$! =%$*$..&28! PHOA! ,2+%:! O/-0$! .02-*048<!
2$0/-2-%:1&!.$29-*$!,2+9-7$210+! #+5! 0#&ON0H $%:&:$!-%! 0#$! &*0-9-08!-%! +27$2!
0+1*82281+/0!-0.16/.-%$ HBO!-.1/%4-;$48 0#&OI0#$!*+ 8-%6:<1 7-9$2.-+06<! 421 7- *4+ /2!
+C!'%0$2%$0! 02&CC-*1 *+9%60$%0! C+2! 6$#&I-+2&4! &TI$2BSYot6-QB/HT! &.! &!
=06$*$..8281-06*-7$%0A! 0+189%!'()3.16/.-%$..@! N+%*$-9&648<! &%! () *+/471&2:/$! 0#&0!
-0.1 6/.-%8$..! -96*4/7$7! *+,8-%:1 -0.! ./6.%2-6$2.! *+11/%-*&0-+%.! &%7! ,2+9-7-%:!

O#$1! 0+! 0#-27! ,&20-$.1 C+2! /2,+.$.1 +C! ,48*-%:! &79$20-.$1$%0.! +%! "$6! .-0%.!
1%&CC-DET! 5-0#! O#$!'()<! 6/0! O#$!'()! 5+/47! 2+6&648! #&9$! 0+! .0&0S$! 0#&0! O#&O!
6/.-%%..I$D-.0$71&%7!:$0! 0#$!$D, 2$..1 &:2$$1$%0! +C1-0.1*/.0+1$2.1 0#&0! 0#$8! 5$2$!

14 See, e.gUnited States v. Rodriguez, 968 F.2d 130, 136 (2d Cir. 1992) (holding in context of telephone
communications that Owhen the contents of a wire communication are captured or redirected in any way,
aninterception occurs at that timeO and that O[r]edirection presupposes intercéptier&jte Police

Litig., 888 F. Supp. 1235, 1267 (D. Conn. 1995) (stating in context of telephone communications that Oit is
the act of diverting, and not the act isténing, that constitutes an QinterceptionO0).

1518 U.S.C. = 2511(2)(a)(i).

16 SeeUnited States v. Councilman, 418 F.3d 67, 82 (1st Cir. 2005) (en banc) (holding that service
providerOs capture of emails to gain commercial advantage OclearlyO wasmsemwite provider
exception); Berry v. Funk, 146 F.3d 1003, 1010 (D.C. Cir. 1998) (holding in context of telephone
communications that switchboard operatorsO overhearing of a few moments of phone call to ensure call
went through is a Onecessary incid@ri,it anything more is outside service provider exception).
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* 11-06'0% " 411 -(1 2JK! $.%-#"1 %1 :%.<*+(1 -<<0"."l +(05! *+1 -1 9% 0.<,+(.] +&!
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1718 U.S.C. = 2511(3)(a).

18 By adopting two different exceptioNsOnecessary incidentO and Oordinary céuGeayress

apparently meant them to have different meanings. Based on our readingaddbgtioe necessary

incident exception is narrower than the ordinary course exception. It is significant that the Onecessary
incidentO exception applies to both interception and disclosure while the Oordinary courseO exception is
applicable only to interg#ion. This suggests that Congress meant to allow service providers broader
latitude in examining (that is, Ointercepting® or OusingO) subscriber communications so long as they did
not disclose the communications to third parties. This permits provideonttuct a range of ihouse
maintenance and service quality functions that do not involve disclosing communications to third parties.
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“dramatic changes in new computer and telecommunications technologies”
and therefore was intended to make the Wiretap Act largely neutral with respect
to its treatment of various communications technologies. The Second Circuit, for
example, concluded in a related context that the term “telephone” should
broadly include the “instruments, equipment and facilities that ISPs use to
transmit e-mail.”?° Therefore, as a general matter, it should be assumed that the
business use exception is available to ISPs.

However, it is not certain that the device used to copy and divert content for
behavioral advertising would be considered to be a component of the service
provider’s equipment or facilities. In some of the behavioral advertising
implementations that have been described, the monitoring device or process is
not developed or controlled by the ISP but rather by the advertising network.

The second question is whether an ISP’s use of a device to copy traffic content
for behavioral advertising falls within the “ordinary course of its business.”
There are a number of cases interpreting this exception, but none of them clearly
addresses a situation where a service provider is copying all of the
communications of its customers. Many of the cases arise in situations where
employers are monitoring the calls of their employees for purposes of
supervision and quality assurance. “These cases have narrowly construed the
phrase ‘ordinary course of business.””*" Often such cases also involve notice to
the employees and implied consent.”” One court has stated that, even if an entity
could satisfy the business use exception, notice to one of the parties being
monitored would be required.” Other cases involve the monitoring of prisoners.

Some cases have interpreted “ordinary course” to mean anything that is used in
“normal” operations. The D.C. Circuit, for instance, has suggested that
monitoring “undertaken normally” qualifies as being within the “ordinary
course of business.”?*In the context of law enforcement taping of the phone calls
of prisoners, the Ninth and Tenth Circuits have concluded that something is in
the “ordinary course” if it is done routinely and consistently.?® It might be that

1S, Rep. No. 9%41, at 1 (1986Yeprinted in 1986 U.S.C.C.A.N. 3555, 3555,

20 Hall v. Earthlink Network, Inc., 396 F.38D0, 505 (2d Cir. 2005) (quoting S. Rep. No-34. at 8).
21 United States v. Murdock, 63 F.3d 1391. 1396 (Bith1995).

2 F ¢, James v. Newspaper Agency Coff]1 F.2d 579 (10th Cir. 1979).

2 See, e.g., Adams v. City of Battle Creek, 250 F.3d 980, $8th Cir. 2001).

%4 Berry v. Funk, 146 F.3d 1003, 1009 (D.C. Cir. 1998) (workplace monitoring).

% See United States v. Van Poyck, 77 F.3d 285, 292 (9th Cir. 1996); United States v. Gangi, 57 Fed.
Appx. 809, 814 (10th Cir. 2003).
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%% SeeArias v. Mutual Central Alarm Serv., Inc., 202 F.3d 553, 560 (2d Cir. 2000) (monitoring calls to an
central alarm monitoring service).

7 See id(concluding that alarm company had legitimate reasons to tap all calls because such businesses
“are the repositories of extremely sensitive security information, including information that could facilitate
access to their customers’ premises”); see alsdirst v. Stark County Bd. of Comm’rs, 234 F.3d 1268, at *4
(6th Cir. 2000) (table disposition).

2 Watkins v. L.M. Berry & Co., 704 F.2d 577, 582 (11th Cir. 1983). Watkins states: “We hold that a
personal call may not be intercepted in the ordinary course of business under the exemption in section
2510(5)(a)(i), except to the extent necessary to guard against unauthorized use of the telephone or to
determine whether a call is personal or not. In other words, a personal call may be intercepted in the
ordinary course of business to determine its nature but never its contents.” 704 F.2d at 583. This language
supports the conclusion that the business use exception could not cover wholesale interception of ISP
traffic, no more than switchboard operators can perform wholesale monitoring of telephone traffic.
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3-+12%-! .&! %&5)'%.! &+)25*+C! 3C3.-6! 6*25.-5*5%-1 *5)! &0-+*.2&5*(! *%.2:2.2-3;!
@&5,+-33! ,*:-1 -30-%2*((C! /2,/! 0+&.-%.2&5! .&! %&66'52%*.2&53! %&5 .13} /-!
4'325-33!'3-1 -A%-0.2&5! %*5! *00(C! *5C! .26-! *5! "#$! 2)-5.212-3! *I 5-81 +-:-5'-!
3.4+-%61 ./*.1 %*51 4-1 *00-)! /&' /!I'3-! &1! 2.31 %'3.&6-+3D! %&66'52%*.2&53B! ./23!
0o*+-1'(13.%.". &+C13%/-6-18&'()!4-13-+2&'3(C!'5)-+625-); |

1" 4 $U&H ()* &)+, &I+0() LHSY6&H () + & +#2&03%*#A4&56078#0)# (96 (:#
::09<5+06&=H#>/-0@ # ()*&)+#:9(<H@ABH#ACD*.90D &9*#

@&53-5.1 23! *51 -A0(2%2.! -A%-0.2&5! 4&./! .&! ./-| 0+&/242.2&5! * *253.1 25.-+%-0.25,!
-(-%.+&52%)! %&66'52%*.2&531'5)-+! /-1 =2+- *01 >0 1*5)1 &1 /-1>%. D31 0+&/242.2&5!

* 253 .1)23%(&325,!3'43%+24-+1%8&66'52%* . 28539-C! E'-3.2&5! 23F! G&8!3/&'()!
%08&53-5.14-184.¥25-)11&+1'3-1& 11"5 +5-.1 +*1120619%6&5.-5.11&+14-/*:2&+*(1*):-+.2325 H!
@&'+.3! [*:-1 [-()! 25! .-(-0/&5-! 6&52.&+25,! %6*3-31 'B)-+1 /-1 =2+- *01 5061 /*.]
068&53-5.1%6%514-1260(2-)BI4" .| /-+-1*+-14+-(*. 2:-(C!1-81%*3-3130-%2%*((C!*))+-3325,!
068&53-5.1%5)1-(-%. +&52%! %&66'52%*.2853;! G&8-:-+B! 251%*3-3125:&(:25,! .-(-0/&5-!
6&52.8+25,B!&5-1%62+%'2.1%8&'+.1 /*313.%.-)1[*.106&53-5.1'5)-+1 /-1 =2+- *01>0.! [23!
5&.1.&! 4-1 %*:*(2-+(C! 260(2-); 5! >5&./-+! %2+%'2.1 %&'+.! /<31 5&.-)! ./*.] %&53-5.!
13/& '()! 5&.! %*3™*((C! 4-1 251-++-)M¥ *5)I /* | 06&53-5.1 6'3.1 4-1 [*9%.*(BJ! 5&.!
196853.+'%6.2:-,31 O-.1 *5&./-+! %2+%6'2.1 %&'+.1 /*3! 3.%.-)F! [=2./&".1 *%."*(! 5&.2%-B!
%853-5.1%*51 &5(C! 4-1260(2-)! 8/-5! /-1 3'++&'5)25,1 %2+%6'63.*50%6- 31" #S Yot 06#& (
3/&8! J*.! /-1 0*+.C! 95-8! *4&"! *5)l 06853-5.-)! .&! /-] 25.-+%-0.2&5; I
P'+./-+6&+-B! 195&8(-),-! &1! /-1 1)*)+%'%)(&1! 6&52.&+25,! *(&5-! %*55&.! 4-1

2 Watkins. 704 F.2d at 581 ("Consent under title 11l is not to be cavalierly implidd.ITiexpresses a
strong purpose to protect individual privacy by strictly limiting the occasions on which interception may
lawfully take place.").

%0 GriggsRyan v. Smith, 904 F.2d 112, 117 (1st Cir. 1990).

31 In re Pharmatrak, Inc. Privacy Litig., 329 .9, 20 (1st Cir. 2003)ge also United States v. Corona
Chavez, 328 F.3d 974, 978 (8th Cir. 2003).

32Berry v. Funk, 146 F.3d 1003, 1011 (D.C. Cir. 1998) (internal quotation omitted).
9!



"H3%&' () (' &*+,&('1 "#SY($-./ % 12(1 "3%(%! 42()(! "#$%($-! 23%! 5(($! &*+,&('!
&$61,6(16()7!(8+,&"&-| $#t-&"(91*3$71#:1-2(*1 &$6#,6(1-2(1 *#S&-#)&P; 1 #:1 +) & Yot Ho<!
+2#$(1"3,,%34

=H$%($-! &%! "HS$-(853%(".1 2-1 &%! #B(! -28$;! -#! &*+ 71 "HS%o($-! &SB! -2(1 "#S$-(8-1 #:1 31
+)&Y6HSIH)1314#) @+,3"(Al142() (1$#-&" (1*3715(1+) (% ($-(13%!+3)-1#:1-2(1'3&, 7! #; &:$!

) (%%.12-1 8% BC&-(13$#-2()! -#1 &*+,71&-1&$!-2(1"#$-(8-1#:1#)'&$3) 71 2$- OK2C
571)(%&'($-&3,19%C5%")&5() %A 42#AI57!' (:&$&-&HSA! 3)(1 C%&S;!-2(1%()6&" (! :#)! +() %#$3,!
3$'1#:-($! 282,71 %($%&-&6 (1 "H*CH&"3-8H#$%.| =#$-&SC (' C%(! #1131 %()6&"(! 3:-()! 3!
*3&, (' $#-&" (1 *&;2-1 $#-1 5(1 ($#C;2! -#! "#$%-&-C-(1 "#$%($-.! =()-3&$,7A! *38,8%;!
$#-8:8"3-&HFH-2(15&,,1 +37()! &%6! +)#535,7! &$%C::&"&($-1 -#1 +C-13, 1 *(*5()%! #:1 -2(!
2HCY(2#,142#1%23)(1-2(12$- () $(-I"#$S("-&H#S1#SISH#-&" (]

12C%A! &-1%((*%! -23-! 38! 3%%()-&#S! #:! &*+ & (' "#SY%($-Al 42(-2()! #)! $#-! C%()%! 3)(!
+)HE& (1 3B+ +#)-CS&-T1-#1#H+-1HC-1#:1-2(19%67%- (FAIAHC, 1*#%-1 & @ (, 7' $#-1%3-&%:7!
2(0 "HS%($-! (8"(+-&HS! #) -2(1 -TH+(I #) &$-()"(+-&HS! #)! '&%" #%C)(! C$()!
"#$%8&'()3-&#$! 2()(. D8+)(%%! +)&H)! "#$Y($-! BESL "H#S%($-F! &%! " (3),7!+)(:()35, (!

3$'1 %371 5(1)(BC&)(.! G2&,(! *(3$&$;:C, #+- P! "#$%($-! 4#C," 5(1 %C::&"&($-A!
"#C)-%14#C,",&@(,7!5(1% @ (+-&"3, 1#: 1 3S &I "#$%8%-&S; 1*()(, 71#:13!", &S@#C; 2!
3)((*($-  H &.(A!319%(-1 #:1 -()*%! -23-1 31 C%()! 3;)((%! -#! 57! " &"@&S;! 3BLHE(S!
5C--#$H &:1&-!'8%+,37%!"23)3"-()&%-&" %! -7+&"3,1#:196C"2! 3;)((*($-%A! %C"2!3%!3!,3); (!
3HHCS-1 #:1 -(8-1'&%+,37(' &$! 31 %*3,,| 5#BA! $#! )(BC&)(*($-! -23-1 -2(! C%()! %")#,,!
2WHC:21-2(1($-8)(13:)(H($-AH)1-2(1#+-  R$I+)H6&I&HSISC)&(13*#S;1#-2()1-()*%!
#:1%()6&"C!!

2$1)(;3)'%! -#1 "H#$Y6($-Al-2(1 4 (|| C$'()!'&%"C % EHS! 2() (! &% '&%-&$; C&Y6235, (1:)#*!
-2(1CY% (1 #:! I"HH@&(YA/ 42BA()(1HCS' -#1 5(1 +()*&%%&5, (157! 3! :('()3,'&%-)&"-!
"#C)-1 &$! 31 KLLM! "3%(! &$6#,68&$;! N#C5,(='@8! -23-1 "3%(A! -2(! G(5! %&-(%!
+3)-8"8&+3-8$;1&$!-2(IN#C5, (=,&" @!3'6()-&%6&S$;1$(-4#) @4 () (1:#CS'1-#15(1+3)-&(%6!-#!
2(1"HHCS&"3-&HDY 1 -2(1 23-()B(-| CY()%! 42#) 6890 2#Y(! Yo&-(%.) O%! +3)-&(%6! -#!

33 Watkins, 704 F.2d at 58%¢e also Deal v. Spears, 980 F.2d 1153, I1Bth Cir. 1992) (holding that
consent not implied when individual is aware only that monitoring might occur, rather than knowing
monitoring is occurring).

34 OThe circumstances relevant to an implication of consent will vary from case to case, but the
conmpendium will ordinarily include language or acts which tend to prove (or disprove) that a party knows

of, or assents to, encroachments on the routine expectation that conversations are private. And the ultimate
determination must proceed in light of th@plnylactic purpose of Title Ha purpose which suggests that
consent should not casually be inferred.O GiiRyen, 904 F.2d at 117.

% See, e.g., Specht v. Netscape CommcOns Corp., 306 F.3d 17 (2d Cir. 2002) (rejecting online arbitration
agreement becausa@mong other things, site permitted customer to download product without having

scrolled down to arbitration clause and agreement button said only ODownloadO); United States v. Lanoue,
71 F.3d 966, 981 (1st Cir. 1995) (ODeficient notice will almost alwefeat a claim of implied

consent.O).

% In re DoubleClick Inc. Privacy Litig., 154 F.Supp.2d 497 (S.D.N.Y. 2001).
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"HB1 068" () %o+"+&) -1 "HS! . $/! *'$,1 %&(01! %&),$)" "&! "H#S$! (,$! &2! "#$! %&&3*$,! "&!
06800$%"! *) 284+ &)1 +&(" "#8&,$! %&" ()*%+"*&),5! 6$4$-1 &2! %&(4,$-1 "#$! 789,! +4$!
)& HA"E L &L H! %6&" () %o+ &), 1 [$¥):] '&)*"&ASL! +)11 "HS! *)"$4%$: &) | &4

1% %08, (45! $)%& :+,,$,196&" () ¥0b+"*&), | <H'# ¥'$ 1"#+"1+4$)&"1'$'/$4,1&21"H#$!
+1=$4"* *):1 )$"<&435! >H$A$284%-! "HS! &(4%$! &2! %&),$)" '(,"! /B! "HIT8R,!
RLF=*L(+0!, (/,%4*/$4,-1 +,1*"1 <&(OL1/$!*:&, */0$! "&! &/"+¥)! %&),$)"1 24&'1 $=$4@!
F)0$LSN FSIHAS=S 4@, (/,%4*/$4V+@!1%&)%$*=+0@ !4+, *'5

State Laws Requiring Two-Party Consent to Interception

A. Summary

T +11¥*8&)! "&! "#$! 2$1$4+0! *4$"+:1 A%"-1 +] '+B&A*"@! &2! ,"+"$,! #+=$! "#$*4! &<)!
<4+ 0+<,-! <#00H! %+)! ! '&4S! "4%);$)"! "#+)! "#S$! 2$1$4+0! 0+<5! C&,"!
F)* 2%00+)"0@-!"<$0=$! ,"PEBLSF (*4$! +00! :+4"*$,1"&!1%&),$)" "&! "#$! *)"$4%$:"*&)! &4!
43%8&41%);1&21%$4"+*)1"@:$,1&21%&" ()*%+"*&), I<#$)!, (%o#!*)"$4%$:"*&)1*,11&)$!/@!
+4*=+"$1+4"@1)&"1()1$4!"#$!%8084!82!D+<5

7)1 $=$4+0! &2 "#$,$! ,"+'G, 2&4! $H+':0%$-! 1&))$%"%(G "#$! +0D+4"@! %&),$)"!
ASF(*4$'$)"1 +::0%$,1 &)0@! "&! "#$! 43%8&41%);! &21 &A+0! %&)=$4,+"*&),5! 7)! &"#$4,-| "H#$!
+00+4"@! %&),$)"! 4(0! SH'$)1,! "&! /&"#! =&*%$! +)1! 1+"+! %&"()*%+"*&),5! K&4!
$H+08$-1 KO&A*1+7,1 85% (4" @! &2! 1&"()*%+"*&),! A%"! '+3$,! ¥ +12$08)@! 284! +)@!
1=+ (+0! "&! *)"$4%$:"-! 1*%0&,$-! &4! ($! H@! <*4$-! &4+0-! &4l $0$%"48)*%!
%&"()*%+"*&)-1 ()0$,,] "#+"1 :$4,&)! #+,! &I"+¥)S1 "H#$! 4*&4! %&),$)"! &2! +00!
+4" B 8¥0+40@-! "#S! T00%)&*,! "+ ("$! &)1 %4**)+0! $+=$,14&:%);1 :A&H*[*" | +]

$4,&)1 24&"1 M*)"$4%$:"N*);0-1 4$"+*NO-I &4! "4+),%4*/N*);! +)O! $0$%"48&)*%!
068" ()*%+"*&)! )08, #$5! 1&$,!,&! 51 5! 5! <*"#1 "#$1 %6&),$)"! &21 +00! &2! "#$! :+4"+$,1"&!
(%HI515151$0$%"4&)*%1%&." ()*%o+"*BH5P

SH$P!'&," ¥:&4"+)" +00 J+4"@! %&),$)"! 0+<! '+@! /$! |+0*2&4)*+7? -1 [$%+(,$! "#S!
|+0*2&84)*+! 8(:4$'$! 1&(4" #$  01!*) RSST!"#+"1 "#$! 0+<! %+)!1 /$! +::0*$1! "&! +%"*=*"@!
&%0%(44*);1&(", *1$!"#$!,"+"H5!

B. California

>#$! UQTE! 1+0%284)*+! 7)=+*&)! &2 94*=+%@! A%"! '+33$,! %4**)+00@! 0*+/0$! +)@!
) 1*=*1 (+0! <#H&! M*)"$)"*&)+00@! "+:,-1 &41'+3$,1 +) @! () +("#&A*V$1! %8&))$%"*&)! 51 51 5

3" The twelve states are California, Connecticut, Florida, lllinois, Maryland, Massachusetts, Michigan,
Montana, Nevada, New Hampshire, Pervayia, and Washington.

*# Fla. Stat. @ 934.03(1).
39111 Comp Stat. 5/141(a)(1).

1!



"#15%"1$&" ()" +,-1$&.%").1.%/10",1/,.1" (1 +"12+#.&/1!."1.%/10"33),&0+.&",141414!
#+-151"#1+. /32, 11" 1#/+-51"#1. "V [+#,1.%/10",./,. 11"#13/+,&,6!"(1+,*13/11+6/14!4]
41"#10"33),&0+.&",1$%&'/.%/11+3/1& 11 &, #+,1&.I"#12+11&,6!" 7 /[#!+ *1$&#/5!'& ,/5!"#!
0+8'/5!"#! &1! 8/&! 1/,.! (#"35! "#! #/0/&7/-! +.! + *1 2'+0/9! &,! :+'&("#,&+4 <! =.1+"1"]
/1.+8'&1%/1! '&+8&'&.*! ("#! +,*1 &,-&7&-)+'1 >$%"! )1/15! "#! +../32.1! ."1 )1/5! &,! +,*!
3+, /#1A14141+ *1& ("#3+.&" 1 1"1"8.+&,[-91"#I $%" +&- 11+ *1 2/#1" 1 &,!-"&,6!.%!/!
1+3/471 @%/"+$! %+1! +! 1/2+#+./! 1/0.8" O#/+.&,6! '&+8&'&.*! ("#! +,*! 2/#1")
[+7]1-#"22&,61)2" | "#1 #/0"#-&,6! +! 0", (&-/,.&+' 0"33),&0+.&",! >&,./,.&",+"*!
+,-1$&.%").1.9%/10",1/,.1"(1 +"1 2+#.&/159! $%/.%/#! .%/\ 2+#.&/ 1) +#/1 2#/1/,.' &,! .%/!
1+3/1 "0+.&",! "#! 0"33),&0+.&,6! "7/#! .['(6#+2%5! .['[2%",/5! "#! ".% [#! -[7&0/!
A/BO/2.1+1#+-&" 4

",1/,.10+,18/1&32'&/-1","*1& 1 7/#*!'&3&./-10&#0)31.+,0/14! @%/! : +'&("#,&+!1.+./!
MEI(E22/+'11%/-1&, "#S%"&'(&)*+, "M% +.1+11)810#&8/#!."I+1./'12%",/11*1./3]
&11-/13/-1."1%+7/10",1/,./-1."V.%/!.I'[2%",/10"32+,*F1!3",&."#&,6 1"(1%&1!0+"1!
&(1%/M)1/11.%/11*1./31 &, +13+, /[#! %+.1#/+1",+8*1G)1.&(&/1!.%/10"32+,*F 11 8/'&/(!
20+.1%/1&117&""+.&,6!%&1!1)810#&2.&",|1#&6%.15!+,-1/7/,1.%/,1.%/10"32+,*13+*I","*|
3",&."#1%&110+"1!."1 %/ /B./,.! ,/O/11+#*! ("#! .%/! &,7/1.&6+.&" 4N E ! &,-&T7 &-)+'!
0+,! 3+&,.+&,! +,! "8G/0.&7/*! #/+1",+8'/! /IB2/0.+.&",! "(! 2#&7+0*! 8*! /B2'&0&."*!
$&.%%"-&,6!0",1/,.1 ("#! +! . +2/1#/0"#-&,65!/7/,! &(1 .%/!" Yo/#! 2+#.*1%+1! &,-&0+./-!
+,1&,./,.&",1."1#/0"#-1.%/10"33),&0+.&",4 !

=14 /& (& 0*%o#1#.801234& 5*+."16& BIS6/ 1. +./11) 24 3/1:"Y#.1 +--#/11/-1 %!
0",(&0.181.$//,1. %I+ &("H#,&+1+"  R+#.410" 1,11+, -+#-1+ - IK/"#6&+F 1I$&H#/ .+ 2!
" $51$%&0%6!&113"-/'[-1+ (LY (J-1H#+'1" | R+H#H L+ +#-4L1=1%/"-1 Y%+ 51$%/#]!
+ K/"H6&+! (&H3) #/0"#-/-1 0+"11 3+-/1 (#"3! &.1! K/"#6&+! "((&O/! " #/1&-/,.1 ! &,!
H&("H, 845 Yo/! -+ & (" &HV +$I+22'&/-A) @Y%/ 0")#.1 1+&-1 . Yo+ .1 &.1$")-18/1), (+&H! "]
&32"1/1 -+3+6/11 ", .%/! K/"#6&+! (&#35! 8).1 2#"12/0.&7/*! .%/! 0+1/! /((/0.&7/™*!
HIM)&H-1 ™). J(JL.+./! (&H#31! %+7&,6! ./'12%" /! 0"33),80+.&", 1! $&.%! 2/"2'/! &,!
HE&(HE&H T, O/ T 2+4.&J10 +.1 %6/ ). 1)) YI&H! &,.[,.) "L #0"H-1 +]
0"33),&0+.&",4 11'/+#!,".&0/!1+ -1&32'&/-10", 1/, | +#/11)((&0&/,.4  1>=(5!+(./#!8/&,6!
1"14+-7&1/-51+," Yo/#1 2+#.%1-"11 " 1$&1%!."1 2+#.8082+./1&,1.%/10", 7/#1+.&" 51%/1"#!
1%/118&32'*13+*1-/0'&,/1."10",.&,)/!.  %/10"33),&0+.&", 49!

0 Cal. Pen. Code = 631(a).

“21d. & 632(a). The statute explicitly excludes radio communications from the category of confidential
communications.

43275 Cal. App. 2d 11€Cal. App. 1st Dist. 1969).

4 Nissan Motor Co. v. Nissan Computer Corp., 180 F. Supp. 2d 1089 (C.D. Cal. 2002).
539 Cal. 4th 95 (2006).

*1d. at 118
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I" #$%&#'()*+,-.+/01#/2#Kearney#

"HS1 06B&!(B)! *&A+B! &' +$!-(1HSI*,(.$1.],01 . $1$2#, (3! 3,(-.,-(45! &(6! HS'$! -+ &!
'$38'7881$!18&*7!,01*8+$11&9!&66'$++-(419#S #$' #$!:&1-0,'(-&!+.&.;.$1&221-$+!. |
<($'($.1%,33;(-*&.-,(+=1<01-.16,$+5! '1-01 #  $'$1-+] (B!, #$'1+.& ! #&.1&221-$+!- +!
&LD& Y (+$( 11! 1% (6;%.18008* -(4!  <($($.1%,33:(*&~,(+  &* ++1+.&.$!
1-($+5! #$(1 (1 2'&*.-*&110,'31,01,2. >(5!(,! 3&..$'1#,9!",8;+.519,:16! +&?$! #$!

2'&* 1,01 2)-(41<(.$'($.1%,(.$(.1 0,1 8$#&?-,'&11 &62%'  .-+-(4=1"#&.|-+5!$2$(1-0!
HSI<@A!(1)!1*,2-$+! #$1* 33;(-*&.-,(+],01 #,+$! +:8++-8F'+! #&.1% (+$(.5! &(6!

H$13, (-, -(41 24 (1) -(+-6$1 &) ,($ D& I (+$(1 +.&.$5! &+ +,,(1&+! ($!,0!
AU+ 3+ H&A! &) % 33; (%8, (19-.#1 &) (,( > (+$(.-(412$'+,(1B,"l C$8!
+.$D!-(1&(1&B2&" ) (+$(.1+.&.$! #&.1&221-$+1- +1 181, 1-($*$2., (+1,*+;"-(4]

;. +-68! #! +.8.85! #$! <@A! 9,;16! +$$3! .,! 83! -(! ES,2&'6)=! "#$! <@A! *,;16! (,.!
* (*$-2881)! ,8.&-(1 *,(+$(.! 0,31 $2$)1 28'+,(! &(6! C$8! +-.$! -(1 #$1 &11  2&")!

* (+$(1+.&.$=IF,1*;  161-.1-6$(.-0)!BO, 1.#$!2;'2,+$!,0!,8.8&-(-(4!*,(+$(.DIO#-*#!
2$,21$!,'1C$81+-.$+1- +1,2.$6 >(1+;8+*-8%'+19,;1619&(.!. ,1* 33;(-*&.$!9- #!(!
&62&(*$!,0L#,+$1* 33;(-*&.- (+],**;"-(4= !

GI*:(.$'2&-1-(41&'4;:3$(.1*,;16!18$! 386$! #&.1&(1&11 &' )I* (+S(11$!1-+!  (,.!

6-7;14%+! ($! #&10! 0! #$!* 33;(-*&.-,(5! (&3$1)! .#$! #&10! 0", 3! #$! * (+$(.-(4!
+:8+*'-8%'=!

Conclusion

B! 2'&F ! H&.| #&+ 8$S(1 6$+*'-8$6! .1 +51 9#$'$8)! &(! <@A!I3&)! $(.$' 1-(.,! &(!
8A'$S3H(.19-# &(1&67% .-+-(41($.9,'7).,1%,2)1 &(6! &(&L)HS! .#$! .'&00-*1* (.$(.!
LOL#SI<@AI+1*;+,,3$8'+512,+$+1+$'- ;+17;$+.- (+!1;(6F' . #$!0$6$'&1!C-'$.&2!G*.=!I< !
+$$3+! #&.! #$! 6-+*1,+;'$! 0! &! +;8+*'-8F'I+! *33;(-*&.-,(+! -+! 2',#-8-.$6!
O-#,.1% (+$( .= <(! &66-.-,(5! $+2$*-&11)! O#S'S! .#$! * 2)-(4! -+! &*#-$7$6! 8)! &!
6$2-*$!1 ,9($6! 1 *,(.', 11$6! 8)! #$! &6?2%'.-+-(4! ($.9,'75! #$! *,2)-(4! 0! #$!
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