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EXECUTIVE
SUMMARY

Governmentagenciesrely onawide range of datato effectively deliver services
to the populations with which they engage. Civic-minded advocates frequently
argue that the public benefits of this data can be better harnessed by making
it available for public access. Recent years, however, have also seen growing
recognition that the public release of government data can carry certain risks.
Government agencies hoping to release data publicly should consider those
potential risks in deciding which data to make publicly available and how to go

about releasingit.

This guidance offers an introduction to making data publicly available while addressing privacy
and ethical data use issues. Itis intended for administrators at government agencies that deliver
services to individuals — especially those at the state and local levels — who are interested in
publicly releasing government data. This guidance focuses on challenges that may arise when
releasing aggregated data derived from sensitive information, particularly individual-level data.
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The report begins by highlighting key benefits and risks of making government data publicly
available. Benefits include empowering members of the general public, supporting research on
program efficacy, supporting the work of organizations providing adjacent services, reducing
agencies' administrative burden, and holding government agencies accountable. Potential risks
include breaches of individual privacy; irresponsible uses of the data by third parties; and the
possibility that the data is not used at all, resulting in wasted resources.

In light of these benefits and risks, the report presents four recommended actions for publishing
government data responsibly:

Establish data governance processes and roles;

Engage external communities;

Ensure responsible use and privacy protection; and

Evaluate resource constraints.

These key considerations also take into account federal and state laws as well as emerging
computational and analytical techniques for protecting privacy when releasing data, such as
differential privacy techniques and synthetic data. Each of these techniques involves unique
benefits and trade-offs to be considered in context of the goals of a given data release.
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INTRODUCTION:

Why is it important to make
government data publicly
available? Understanding
the benefits and risks

Government agencies’ routinely collect, store, and analyze data™ pertaining
to the services they provide and the populations with which they interact.
Such information is essential for a wide range of core responsibilities,* from
coordinating service delivery to meeting community needs,® improving

operational efficiency,® and reacting to changing external contexts.*

Community organizers, civil society advocates, and researchers have long advocated
increasing the public availability of this data to strengthen democratic governance, institutional
accountability, and the ability of communities to solve problems.> ¢ These calls to action are
rootedintheideathat government datais a public good and therefore ought to be made available
to the widest audience possible to better reap the benefits of data-driven decision-making.’
Early efforts to make government-held data publicly available contributed to the passage of
freedom of information laws, and more recent advocacy has lent momentum to the open data
movement.® Such efforts seek to improve the quality of public agency service delivery through
accountability and research, while also reducing the need for redundant data collection across
organizations with adjacent goals.’

The push for publicly available government data, however, has also drawn attention to the
risks of careless distribution and use. Chief among these risks is the potential to compromise
individuals' privacy by disclosing their personal information.'® Many government agencies deal

* This reportis targeted at state and local government agencies that deliver services to individuals.

** This report defines "government data” as information held by a government agency. Publicly available government
data (i.e., government data that has been published or publicly released) refers to government data that is freely and
readily accessible to any member of the public.
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with sensitive information that could adversely affect community members if made public, which
could lead to risks of discrimination,'! loss of trust,'? and even threats to personal safety.!s 14
Moreover, modern reidentification technologies render seemingly innocuous personal data
categories vulnerable to linking and exposure of unanticipated inferences that could be exploited
by malicious actors.

Because of these factors, a risk-benefit analysis can help inform agency decisions about what
data to prioritize making publicly available, which requires an understanding of the benefits and
risks associated with public government data.
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Government agencies publish data because it provides them several important benefits and can
simultaneously serve the public interest.

Empowering individuals and the general public

Government data can benefit individuals and the general public at large directly. Robust data can
empower individuals and organizations to make more effective decisions about how to govern
their own lives and improve their communities. The Community Development Department in
Madison, W1, worked with the Sunlight Foundation to enable nonprofits to more easily find data
sources to help them perform their missions more effectively.!® Similarly, data can be used by
community members themselves to make more effective decisions. These decisions may
include determining how to vote on candidates or ballot initiatives or figuring out which city
programs or initiatives might best serve their own needs.”

Supporting research on program efficacy

Academic research institutions and civil society researchers often rely on government data
to conduct civic and social science research, which is especially helpful for understanding
community needs and the impacts of policy interventions. Public data access can support these
inquiries by helping researchers evaluate service delivery programs over long time frames,?!
compare similar programs from different geographic regions,?? and understand the impacts of
certain external factors on program efficacy.?® Such research can in turn improve the quality of
anagency's services.

Despite these benefits, many research questions require access to more granular data than can
be publicly released (for instance, due to privacy concerns).?* These scenarios likely call for formal
data-sharing agreements (discussed more on page 16), but public access to higher-level data
caninform initial research questions and spotlight issues for deeper inquiry.

USING PUBLICLY AVAILABLE DATA TO ASSESS THE
IMPACT OF ANEW YORK CITY HOUSING SUPPORT
PROGRAM

Researchers at Princeton University used publicly available housing court records to assess the impact
of New York City's Universal Access (UA) program, which provides legal representation to low-income
tenants in housing courts, on court outcomes.?* % The findings were promising: “The UA program
increased the likelihood that tenants in their sample had legal representation by 88%. By comparing
outcomes within UA ZIP codes, they found eligible tenants who secured legal representation following
the introduction of the program were 62% less likely to be subject to possessory judgments and 72%
less likely to have eviction warrants issued against them."?” This kind of research plays a critical role in

identifying effective government programs and encouraging civic leaders to expand their use.
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Supporting the work of adjacent organizations

Publicly available government data related to a given sector or population can be used by
other organizations providing adjacent services to inform and support their work. Government
agencies often coordinate with nonprofit partners or other agencies to meet the needs of
target audiences.?® Through such cross-agency or public—private partnerships, adjacent
organizations can use government data to help identify unmet needs, provide specialized care,
avoid duplicative efforts, and coordinate complementary services. By making this data publicly
available, agencies and organizations can share data-driveninsights and direct resources to their
most efficient uses without requiring a full-fledged data-sharing agreement.?

Reducing agencies’ administrative burden

Public access to government data can reduce agencies' administrative burden by minimizing
ad hoc requests for data. Setting up a public data access system prompts agencies to pre-vet
the suitability of their data for public audiences, establish a streamlined process for releasing
data, and document which data requires formal data-sharing agreements to access. This added
capacity can allow agency staff to focus on deeper insights from data that go beyond descriptive
analysis or topline findings. Implementing a system of public data access will not fully eliminate
the need for ad hoc requests since external parties may request data thatis not available through
public-facing systems. Nevertheless, the more data that agencies are able to open up to easy
public access, the fewer ad hoc requests they will likely have to address.

FEDERAL AND STATE PUBLIC DATA LAWS

Appendix lll on page 31 includes a chart highlighting some examples of laws related to government
entities’ responsibilities to provide publicly available data and to protect individual privacy. Although the

public data laws are diverse, three key trends emerge in these requirements:

1. Agencies arerequired to make records and data publicly available. Many of the laws listed in the chart
include public data as a requirement for agencies. Although the respective laws or guidance might
provide substantial discretion to agencies to implement the requirements for publicly available data,
the overall trend in many of the laws is for agencies’ data and records to be public by default. The public

availability of data may range from mandatory publication to permitting disclosure upon request.

2. Publicly available data must adhere to privacy protections and ethical data practices. Public data
laws also require that data be made publicly available in ways that not only protect individual privacy
but also meet certain data ethics requirements. For example, the federal Confidential Information
Protection and Statistical Efficiency Act limits data use to “statistical purposes” and prohibits other
uses such as enforcement actions based on the data it allows to be collected. Other rules may
exempt sensitive information from the requirement that data be made publicly available.

3. Publiclyavailable dataisincreasingly being used across agencies to provide services. Agencies are
increasingly looking for ways to share data to effectively provide governmental services. This data
may be provided in the form of publicly available aggregate data or private individual information;
in either case, sharing agencies are often required to adhere to policies regarding use restrictions,
privacy protections, and notice to affected individuals.
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Although many public data rules reflect these trends, legislative and regulatory efforts
demonstrate a variety of approaches. For example, at the federal level, the Privacy Act and the
Computer Matching and Privacy Protection Act include legislative requirements for agencies to
use and share individual data only in alignment with the purpose for which the data was originally
collected. Those requirements are implemented by agencies through formal rulemaking,
identifying their respective "systems of records.” Similarly, the Foundations for Evidence-Based
Policymaking Act is implemented through informal memos issued by the Office of Management
and Budget in conjunction with formal solicitations for public input by other executive agencies.
States reflect a similar multimodal approach, with some issuing public data requirements
through legislation and others detailing those requirements in guidance or even administrative
handbooks.

Advancing government transparency

With access to government data, members of the public can improve their understanding of civic
systems, includinghow agencies are run, what kinds of services they provide, and what outcomes
they are achieving.*® This transparency is essential for holding government agencies publicly
accountable for providing quality services. Third parties can use public data to evaluate whether
agencies are adequately serving their mandated purpose and identify irresponsible practices
or inefficiencies within government bureaucracies that would otherwise be opaque. Wasteful
or redundant uses of public funding,®! important but underfunded programs,® instances of
inequitable service delivery, and biased or discriminatory behavior within agencies®* can all be
potentially identified by analyzing government data.

Data journalists and other reporters can also use publicly available government data to inform
their reporting and improve the quality of public debate, particularly around government
service providers. Open access to public data is particularly important for journalists since
these individuals may not have the same longstanding institutional relationships that academic
researchers or organizations involved in public—private partnerships have. Legal rules for public
data range from mandating publication and permitting access upon reqguest to prohibiting
disclosure of sensitive information. Systems for public data access can help to level the playing
field for journalists by providing a consistent, uniform process for a diverse range of individuals
and organizations to analyze government data, rather than forcing them to rely on interpersonal
or institutional relationships.
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Despite the benefits described in the previous section, providing public access to government
data does not come without risks. As such, government administrators considering whether to
release data publicly should carefully evaluate these possibilities to minimize potential negative
consequences.

Breaches of individual privacy

One of the most commonly cited potential harms of public data sharing is breach of individual
privacy. Government agencies frequently collect, hold, and use individual-level information.
Data that can be directly linked or used to identify a specific individual, referred to as personally
identifiable information, is protected by that individual's right to privacy.** When personal
information is publicly disclosed, individuals can face financial loss,* reputational harm,®
discrimination or inequitable treatment,*” emotional distress,*® and threats to physical safety.*

Therisks of privacy breaches are magnified when the data to be shared publicly includes data that
could jeopardize individuals' safety, security, or well-being. Sensitive data categories include data
that could lead to discrimination, exploitation, or unjust treatment if disclosed publicly — data
related to sexual orientation, immigration status, residential status, and past interactions with law
enforcement are a few such examples.*® Some data, such as data related to victims of domestic
abuse or current residential address, is sensitive because it may give rise to safety risks.*!

Another concern with publicly releasing data is the potential for loss of community trust.
This loss of trust has tangible impacts: Concerns about privacy protection may discourage
individuals from seeking out public services,*? particularly when institutions providing these
services have poor track records of responsibly using community data. These negative impacts
often play out, for instance, when unreleased data is breached.* For all of these reasons, privacy
protection should be a top priority for any public agency considering releasing data (specific
privacy protection strategies for publicly released data are discussed later in this report).

REIDENTIFICATION RISKS

In the past, government agencies seeking to publish their data have attempted to address privacy
concerns by removing key elements of datasets to ostensibly deidentify the data and prevent it
from being associated with specific individuals. However, data science research has increasingly
demonstrated how data-linking technologies can reidentify seemingly anonymous data.** 45 46 47
Broadly, the efficacy of privacy-protecting techniques depends on the specifics of the dataset and
categories of data in question — some kinds of data (such as location data) are essentially impossible
to successfully deidentify.*® 4 As government agencies consider publishing individual data, they
should ensure that any anonymization process they apply meets rigorous criteria and is robust against

reidentification efforts (discussed more on page 19).
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Irresponsible interpretation and use practices

Breaches of individual privacy are not the only risk associated with public access to government
data. Published data can be fully privacy-protective and still be used irresponsibly by third parties
in ways that jeopardize the public good.

One such risk is that important contextual information will be removed, distorted, or ignored
during the process of third parties accessing and analyzing the data. A similar risk exists when
sharing data of poor or dubious quality or data that reflects systemic biases. Data that is analyzed
without consideration of contextual information increases the likelihood of misinterpretation,
which can produce inefficient or harmful outcomes if those faulty inferences are used to inform
policy decisions (see text box on page 22). To be clear, these concerns can be addressed and
should not accepted as a reason to not release data publicly, but they do point to the need for
robust documentation: When releasing data, agencies should clearly publish accompanying
information about the limitations of the dataset and the kinds of analysis for which it is, and is
not, suitable.

Many data sources and datasets are also vulnerable to misuse because they reflect systemic
inequities or could be used to reinforce systemic biases. Data that describes social systems and
patterns inevitably reflects the power structures and other biases inherent in the systems it
represents. To note one example, students from historically marginalized backgrounds have long
been over-represented in data on K-12 school disciplinary practices; these kinds of datasets
should thus be treated sensitively because they reflect trends of bias in disciplinary decision-
making.*® It is important that these kinds of discriminatory practices be exposed to the public by
publishing data, which can help drive public attention to addressing these inequities. At the same
time, other secondary uses should be approached with caution to avoid perpetuating these
same biases in subsequent data-driven decision-making, especially in algorithmic systems.

EXAMPLE OF IRRESPONSIBLE USE RISK

In 2010 and 2011, the L.A. Times sparked controversy by publicly releasing evaluations of 6,000 Los
Angeles Unified School District (LAUSD) elementary school teachers by name based on their students’
performance on standardized tests.*™ °2 The published data, which resulted in public shaming and
harassment of low-performing teachers, was widely criticized for methodological flaws and lack of
attention to contextual information.*®* Moreover, subsequent research on the impact of this decision
suggested that it actually exacerbated educational inequities within LAUSD.** These harms

demonstrate the importance of evaluating the risk of irresponsible use when publishing data.
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Financial and labor costs in preparing and releasing
government data

Making government data available for public access can be a resource-intensive process,
depending on the kind of data to be published and the agency's existing data governance
infrastructure.*® These costs create the risk that agencies will invest time and money — which
could otherwise be used for different goals — into preparing and releasing data that then is
underused or not used at all. As this report discusses on page 15, publishing data with a clear
purpose in mind minimizes the risk that data goes unused upon release and should be factored
into an agency's cost-benefit analysis when deciding which data to prioritize for publishing, along
with the resources needed to publish data (see page 23).
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RECOMMENDED
ACTIONS FOR

RESPONSIBLY
PUBLISHING
GOVERNMENT DATA

To increase the benefits of publishing data and minimize potential risks,
government agencies should incorporate four key actions into their data

release strategy:

Establish data governance processes and roles;
Engage external communities;
Ensure responsible use and privacy protection; and

Evaluate resource constraints.

These actions span all stages of the data publishing process, from initial
decisions on whether to release data through final launch and maintenance.
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Government agencies preparing to release data should establish data governance processes®®
and roles®” %8 for handling data, which can improve decision-making while reducing the risk of
irresponsible data use.*

Key stepsinclude:

Determine the decision-making process: An agency's data governance system should
specify the steps of the process to release data publicly and roles for each step.®®
Decisions, and related roles, can include determining which datasets to prioritize for public
release, engaging with external communities, processing and reviewing data, and developing
an effective publication strategy.

Choose which data to prioritize for public release: A given agency likely houses many
different kinds of data that could potentially be prepared for release, but since publishing
data requires time and resources, the agency will need to prioritize bodies of data that
add the most public value.®* An important step in evaluating these prioritization decisions
is to consider at the outset the purpose(s) for which the data will be published. Proposed
data releases can then be evaluated through a cost—benefit analysis:®? Do the proposed
purposes for the data to be published justify potential privacy risks, resource requirements,
and other considerations involved in releasing it, and are there ways these factors can be
minimized?

Analyze data to prepare it for release: Most likely, the data to be released will require
processing before it is fit for publishing. This step can involve cleaning and structuring the
data,®® applying manipulations to protect individual privacy,®* and documenting metadata
and contextual information.®® Once this processing is complete, trained agency staff should
thoroughly review the data to ensure robust protection of individual privacy.

Implement a publishing and outreach strategy: Agencies should choose how they will
release the data based on their goals and the unique trade-offs of possible release formats.
These can include application programming interface (API) access, bulk dataset download,
data visualizations or dashboards, or a combination of approaches (discussed on page 17).¢
An agency's release strategy should also include a plan for promoting the data's availability
and attracting public interest.

Update and maintain the data after it has been released: Data that has been released
may need to be updated over time, and the agency in question should establish an updating
process at the outset. The agency should design this updating process in a way that clearly
communicates when a dataset has been most recently updated and what has changed.
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CREATING AND COMMUNICATING TIERS OF DATA ACCESS

Government agencies can integrate publicly available data into a tiered model of data access alongside
other categories of data with more limited access.®” Although this report focuses on the first tier
of access (public, proactively released data), understanding tiered systems overall can help inform

decisions about how, and why, data is released.

A framework for access tiers can quickly convey how widely accessible a given dataset is and why it is
categorized as such. The tier to which given datais assigned is determined by characteristics of that data
(e.g., how much private information is disclosed, whether it includes sensitive information categories).
Tiers could include:

1. Public, proactively released data: Data in this category is available to the widest range of
audiences. It includes data that is accessible to anyone directly through the agency website or
another public mechanism for any use case. Because this data can be viewed and used by anyone, it
requires thorough vetting to ensure that no private information is disclosed.

2. Data available publicly upon request: Data in this category is available to any member of the
public but is distributed only upon request (rather than proactively). Request criteria can vary in
complexity, but data in this category is eligible to be released so long as a request has been filed —

no review process is necessary.

One example of this demarcation can be found in the District of Columbia’'s Data Policy, which
delineates data that can be shared but must be requested because “publication of the dataset on
the public Internet and exposure to search engines” could raise concerns such as “jeopardiz[ing]
the safety, privacy, or security” of people identified in the dataset; “impos[ing] an undue financial
or administrative burden on the agency”; or posing legal liability issues.5®

3. Datashared with select institutions or individuals: Data in this category is not suitable for public
access, but agencies may consider sharing it privately with select institutions or individuals by
implementing an approval process or requiring a data-sharing agreement. Because this information
is more sensitive, data-sharing agreements may be conditional upon application review, which
could involve guarantees of privacy and security standards at institutions that will receive the data.
Alternatively, data in this tier could be distinguished by restricted access methods such as trusted
execution environments, which allow researchers to analyze data and run code in a restricted,
secured context that limits the risk that data will be leaked or breached.®® However agencies choose
to share this category of data, it isimportant that they vet partners before sharing the data. Vetting
should consider elements such as whether partners possess the expertise to conduct effective
research, the technical resources needed to keep the data private, whether the research will benefit

the communities whose data is shared, etc.

4. Data that is not shared at all: Data in this category is most sensitive and is not shared outside
of the agency. Access to this data may be restricted to only agency staff members with certain

clearance.

Some states have laws that establish tiers of access such as those listed previously, as well as criteria to
use for sorting agency data into tiers.” In these cases, agencies should comply with state law and make
use of existing frameworks. For agencies that lack an established tiered framework for data access,
administrators should consider establishing their own system to inform and document how their data
can be accessed.
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Robust, proactive external engagement safeguards against irresponsible approaches to
releasing government data. External audiences should be consulted early in the release
planning process to inform what data to release and how to release it (including whether
to release the data at all). This engagement should continue through the process of data
preparation, publication, outreach, and maintenance to increase visibility of the data and
tailor its release format for external audiences’ anticipated use. The Center for Democracy &
Technology's guidance on community engagement and data sharing includes a comprehensive
discussion of how to design and conduct an effective engagement strategy.”?

Engage communities represented in the data

Agencies considering releasing data should prioritize engaging the populations that the data
describes. Because the government data in question was initially collected from these individuals,
they may be affected by future decisions that are based upon that data. Moreover, when these
individuals originally submitted their data and potentially consented to its use, they may not have
anticipated secondary use cases that arise from publishing this data.”? As a result, government
agencies should proactively consult affected communities about whether their data should be
made public and in what form. In practice, engagement strategies should be responsive to the
specifics of the community being consulted: Datasets that describe nationwide populations will
require different kinds of engagement thanlocal-level datasets, and datasets involving vulnerable
populations or sensitive data categories may require additional engagement considerations.”

It is worth noting that soliciting individuals' consent for an expansive or open-ended range
of potential uses of data when it is first collected is not an adequate strategy for evaluating
community support. Rather than treating community consent as a check-the-box exercise,
government administrators should work together with communities to determine specific goals
and methods around how their data will be used. This proactive engagement also helps identify
which applications of community data are most valuable to the community.

Engage public audiences that will use the data

External stakeholders — civil society organizations, academic researchers, community
advocates, journalists, and general public audiences, to name a few — are the audiences that will
make use of the data upon release. As such, government agencies should proactively engage
these audiences to determine what kind of data they are most interested in receiving, how they
plan to use it, and which formats and contextual information would make it most useful.’4 7>
Once the datais ready to be released, agencies should design a release strategy with the target
audiences in mind. Understanding which audiences are requesting data, their needs and
intended uses of the data, and their existing technological capacity will help agencies publish
their data in a way that maximizes its potential for beneficial use.
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WHO USES PUBLIC GOVERNMENT DATA?

Movements to increase access to public government data often focus on using it to support research to
make informed policy and practice decisions. The traditional perception has been that researchers are
professors and others housed in universities and other academic environments such as think tanks and
research institutions. However, this view of a researcher is narrow and can exclude populations that have
been historically underrepresented in these environments, such as people of color and economically
disadvantaged people. More expansive definitions of who is a researcher take into account the work
being done, rather than the context in which that work is carried out. Research is the systematic
examination of a question to glean new knowledge or establish facts, and researchers are those carrying
out this examination. Research can be done in a variety of contexts, from community advocacy groups

to news rooms to more traditional contexts such as universities.

Conduct outreach upon publication

The benefits of public government data are realized only if public audiences are aware that
the data is available. To build awareness and attract interest, agencies should incorporate
into their engagement plans strategies for publicizing newly released data and increasing
its external visibility.”® The specific approach to release outreach will depend on the kind of
data being released and possible use cases. For instance, if an agency is releasing a high-level
data dashboard to inform decisions made by general audiences (e.g., information on schools
or housing), the corresponding communications strategy could involve wide social media
campaigns or public events.”” Conversely, if an agency is releasing bulk data downloads that are
most useful to researchers, the outreach should target academic institutions and other research
centers, taking care to include researchers who may not fit a traditional academic profile, such as
community-based nonprofits.”®

COMMUNITY ENGAGEMENT IN PRACTICE IN
LOUISVILLE, KY

The Sunlight Foundation partnered with the Louisville Metro Government's Open Data Program
to attract more community interest in publicly available data.” Through a series of open house
meetings, workshops, and hackathon events, the team raised public awareness and kickstarted
new applications.?’ The city's data team monitored viewership and downloads of the public datasets
to understand the impact of their engagement efforts and successfully attracted a diverse range of
participants to engage with the data.
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Many of the potential downsides of publishing government data stem from the risks that it
may compromise individual privacy or otherwise be used irresponsibly upon release. Agencies
publishing data bear the responsibility for minimizing these risks as they prepare data for release,
maintain and manage public data programs, and retire or phase out public datasets.

Protect individual privacy

Personal privacy considerations are paramount in any discussion of publishing individual-level
data since the disclosure of personal data can cause serious harm if the data can be linked to
individuals.®8* Consequently, government administrators should ensure that any data released
includes robust protection of individual privacy, which, depending on the kind of data in question,
may require technical or computational strategies.

Privacy concerns are amplified for sensitive data that could threaten individuals' safety or
well-being if it is exposed or is prone to abuse by enabling discriminatory practices. Data on
sexual orientation, immigration status, residential status, criminal or juvenile justice records,
or experiences with domestic abuse are a few (nonexhaustive) examples. Therefore, public
administrators should exercise serious caution if they do decide to publicly release sensitive
kinds of data. Even data that appears to be unidentifiable may still be reidentifed if the
deidentification was not done carefully or if an attacker has access to other data that provides
additional information about people in the deidentified set. For example, AOL released a large
dataset of user search queries that had been stripped of identifying information such as user
names or IP addresses, but reporters were still able to identify the searches of Thelma Arnold,
a 62-year-old from Georgia.?2 These and other examples of the harms of poor digital privacy
protection have become a hallmark of contemporary online life.

Protecting privacy often requires striking the right balance between achieving the benefits of
making information public and mitigating the harms.® In particular, three values can be in tension:

Privacy: When releasing data publicly, people whose information is in the released data can
be exposed to privacy violations, opening them up to financial or social harm. This risk is
inherent in the release of any data that contains information about individuals, even if the
dataset has been aggregated or ostensibly deidentified.
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Accuracy: Accuracy refers to how closely the released data hews to reality or to the original
data. Reducing the accuracy of a dataset, such as by adding noise (for instance, adjusting
the age of a given subject from 31 to 38, as described in more detail in Appendix | on page 26),
can serve to protect the privacy of the data subjects, but it also can reduce the reliability
of any insights gleaned from the data. For instance, if the goal is to determine rates of
homeownership by age, data with added noise can produce results that are different from
the original dataset, depending on the amount of noise that was added. Accuracy can also
refer to the completeness of a dataset: Removing data from a set, such as by pulling out
identifiers or limiting reporting for certain groups, reduces the accuracy of the data as it no
longer represents the full context in which it was collected.

Granularity: Granularity is how specific the data is to any one person in a dataset.
Aggregating data reduces the granularity of the data. This lack of granularity helps to
preserve the privacy of people in the dataset, but it can also reduce the utility or adaptability
of the dataset, as aggregate data provides insights only about groups of people, rather than
individuals, and may not allow for follow-up analyses.

Recent innovations in the field of privacy-enhancing technologies provide government agencies

with tools to achieve the desired balance of trade-offs among privacy, accuracy, and granularity

within a given dataset. This report presents a detailed overview of these technologies in

Appendix |, but in short:

Redaction, shuffling and perturbation, and suppression are techniques that limit the
accuracy or completeness of a dataset to protect the privacy of the data subjects.

In redaction, specific sensitive or identifiable information such as Social Security
numbers are removed before the dataset is released. Redaction is generally insufficient
to protect privacy as data can often be easily reidentified through other quasi-identifiers
(such as a combination of zip code, gender, and date of birth, which together can, by
some evaluations, uniquely identify 87 percent of Americans) or through linkage to
outside datasets.®

Shuffling and perturbation add noise to the data by switching specific information
about certain data subjects or simply slightly altering random information in the dataset
so that the dataset does not actually match to specific people. Both perturbation and
shuffling reduce the accuracy of a dataset and are most effective at preserving privacy
if the specific methodology is kept secret. This situation makes it challenging for
researchers and others using the data to know how accurate or valuable their findings
and conclusions from the data are.
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In suppression, data elements, statistics, or findings that are likely to be easily identified
(such as data about a small number of minority students in a classroom) are removed
from a dataset before it is released to prevent identification of those individuals.
Unfortunately, this removal means that data about already marginalized populations is
omitted, making identifying factors such as disproportionate impacts of policies harder
if notimpossible.

With these techniques, the goal is typically to balance accuracy and privacy. Striking that
balance is challenging, and these datasets can be difficult to use for some purposes. They
also can still allow reidentification, violating the privacy of the individuals whose data was
released. Consequently, agencies should do a robust analysis of their data to evaluate the
risk of reidentification prior to release. Additionally, since reidentification can be a result of
combining datasets, agencies should occasionally review their released data to make sure it
is still at low risk of reidentification.

Differential privacy is a mathematical definition of privacy;®® a system is differentially
private "if by looking at the output, one cannot tell whether any individual's data was included
in the original dataset or not."® 8" Differential privacy refers to a number of mathematical
technigues for providing insights from a dataset without revealing any information about
the data subjects. The mathematical underpinnings of differential privacy approaches can
provide strong privacy guarantees, but the systems are often very complex to administer.
Additionally, the approaches typically rely on setting a “privacy budget” that limits the amount
of information that can be released, and setting a budget that makes for useful data release
while still preserving privacy can be challenging.

Synthetic data involves creating and releasing artificial datasets that mimic actual data
but contain no data from real individuals. There are a number of approaches to creating
synthetic data (including some based on differential privacy). Whatever approach is used,
the creators of the synthetic data have to determine what qualities of the original dataset
should be re-created, meaning that if the data is used in ways the creator did not expect, it
can produce unreliable results. Agencies may provide a "validation server," which allows users
of the dataset to verify their findings on the synthetic data against the actual dataset to help
limit the concerns that a synthetic dataset will be inaccurate in unexpected ways.

Reducing the accuracy or granularity of a dataset can serve to protect the privacy of the people
whose data is included, but doing so can limit the potential utility of the dataset. The intended
use for a given data release will inform which qualities to prioritize to ensure that the data is
serviceable for the intended use and that the most useful aspects of the data are preserved.
Additionally, public administrators should understand the strengths, weaknesses, and resource
requirements of these tools to determine which techniques to consider for a given data release
plan. Even with the use of cutting-edge technology, particular categories of data, especially
biometric and location data, are difficult or impossible to truly anonymize and therefore should
not be released publicly.®®#° In these cases, an approach such as synthetic data that does not
release actual data may be better suited. In any case, an important component of a public data
release is determining which privacy protection technique is best suited to both the data itself
and the intended use.
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Avoid exacerbating bias and inequities

In addition to privacy concerns, data that reflects systemic biases or unjust power structures can
be usedinways thatinadvertently perpetuate these inequities ifinherent bias is not identified and
mitigated. This situation can occur if the data is used to train a predictive algorithm or otherwise
drive agency decisions. In these scenarios, publishing biased data could do more harm than good
if subsequent users of the data assume it to be fair and objective, thus masking social inequalities
behind the appearance of impartial analytic processes.

USE OF BIASED DATA CAN PERPETUATE INEQUITIES

In 2019, education news outlet Chalkbeat conducted an evaluation and impact assessment of nonprofit
organization GreatSchools' ranking system for public schools.®® Chalkbeat's analysis found that
GreatSchools' ranking system consistently ranked predominantly white, Asian, and affluent schools the
highest and lower-income schools or those predominantly serving Black and brown students the lowest.
The researchers noted that the reliance on historically biased public data sources, namely standardized
test scores, accounted for the ranking system'’s disparities. The report found that the use of this data to
inform school choice decisions could lead to further segregation.

Agencies should respond to these risks by assessing the biases within data to be published and
clearly communicating them to external audiences at the point where the data is accessed.
Publishing this information as metadata and contextual documentation is key to helping
audiences understand appropriate and inappropriate secondary uses of the data. Contextual
information that identifies assumptions made when processing the data, including how the
agency has handled irregularities, missing or ambiguous elements, inconsistencies across
multiple sources, and generalization assumptions, is also important in preventing invalid
inferences or other irresponsible practices.® In some cases, biases within the data may make the
data unfit for publishing altogether.
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The process of making government data public requires a range of resources. Agencies should
evaluate resource costs early in the planning process to assess whether, and how, data should be
released.

Setting up processes and infrastructure for publishing government data will require time
and effort®> °* to manage and oversee data governance systems as well as coordinate input
solicitation and external engagement throughout the release process (discussed onpage 17)."
Publishing data will also require specialized expertise to clean, structure, manipulate, and analyze
the data to be released. The extent of this effort will depend on the characteristics of the data
being published (complexity, cleanliness, need for manipulation, etc.)®* and the format in which it
will be released (as a bulk data download, through APIs, etc.).*> Agencies should also distinguish
between the effort required to initially set up the data publishing process and the effort that will

be needed on an ongoing basis to maintain the public data and release new datasets.

In addition to labor resources, publishing government data requires appropriate infrastructure
and computational resources to process the data, use privacy-enhancing technologies as
needed, and host the data for public access. Once again, the resources required will depend
on the kind of data being released and the agency's existing technical infrastructure — simple
processing and analysis can be performed with standard spreadsheet-editing tools, but more
complex operations may require specialized software such as statistical analysis tools or
systems to host the data for external access. Likewise, some release formats require more data
hosting and access infrastructure resources than others. Static data available for bulk download
requires the least amount of infrastructure; dynamically generated files, interactive web portals,
data visualizations, APIs, and database query systems all require more development effort due
to their technical complexity.

If an agency determines that more robust technical resources or expertise are needed than
it can provide internally, the agency may choose to work with an external vendor. Selecting a
reputable and effective vendor will be critical to preserving the privacy of data subjects while still
producing an effective dataset. Agencies should investigate any vendors before acquiring their
products (more information about this process is discussed in Appendix | on page 29). If they do
not feel equipped to evaluate vendors themselves, agencies may consider hiring a consultant or
consulting with other agencies with more internal expertise.

*** Note: The resources discussed on this page presume that the data to be published already exists in some
aggregate form within the agency prior to beginning the publishing process. If new reporting infrastructure is
required to collect data in the first place — for instance, if a state agency wants to automate the aggregation and
reporting of subsidiary local agencies — then additional resources will need to be designed and adopted. These
considerations exceed the scope of this guidance.
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CONCLUSION

Making government data publicly available can provide many benefits to
external audiences and the agency releasing the data, but these benefits can
be attained only when potential risks are identified and minimized. The report
has discussed four key steps in this process: establishing data governance,
engaging external communities, ensuring individual privacy, and evaluating
resource constraints. The guidance presented in this report is not exhaustive
but is intended to give a general landscape of salient issues when publishing
government data with a privacy and equity lens in mind. Even if a situation
does not allow for implementing all of the suggested practices at once, agency
administrators can take initial steps to prepare to make more data publicly

available.
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APPENDICES



Introduction

A number of technological approaches can enable the release of public information and insights
if privacy considerations prohibit a straightforward release of data. While these technologies can
provide substantial benefits, they generally require some compromises as well, and not every
technology will be suited to every use case. The policy needs of the release, such as privacy
restrictions, level of granularity needed for the intended use, and intended audience, will dictate the
technological approach the agency should take. Consequently, agencies will need to understand
what the goal of releasing their data is, as different goals will be served by different technologies.

Trade-offs

Three particular values are often in tension when considering data for public release:

Privacy: When releasing data publicly, people whose information is in the released data can
be exposed to privacy violations, opening them up to financial or social harm. This risk is
inherent in the release of any data that contains information about individuals, even if the
dataset has been aggregated or otherwise deidentified.

Accuracy: Accuracy refers to how closely the released data hews to reality or to the original
data. Reducing the accuracy of a dataset, such as by adding noise (for instance, adjusting the
age of a given subject from 31 to 38), can serve to protect the privacy of the data subjects,
but it also can reduce the reliability of any insights gleaned from the data. For instance, if the
goal is to determine rates of homeownership by age, data with added noise can produce
inaccurate results. Accuracy can also refer to the completeness of a dataset: Removing data
from a set, such as by pulling out identifiers or limiting reporting for certain groups, reduces
the accuracy of the data as it no longer represents the full context in which it was collected.

Granularity: Granularity is how specific the data is to any one person in a dataset.
Aggregating data reduces the granularity of the data. This lack of granularity helps to
preserve the privacy of people in the dataset, but it can also reduce the utility or adaptability
of the dataset, as aggregate data provides insights only about groups of people, rather than
individuals, and may not allow for follow-up analyses.

Reducing the accuracy or granularity of a dataset can protect the privacy of the people who have
contributed to the dataset, but doing so limits its potential utility. The intended use for a given
data release will inform which qualities to prioritize to ensure that the data is serviceable for the
intended use.

This following section describes a number of different privacy-preserving technologies for
making data available publicly and discusses the benefits, challenges, and risks of each approach.
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Redaction, shuffling and perturbation, and suppression are techniques that limit the accuracy
or completeness of a dataset to protect the privacy of the data subjects.

Redactionis the removal of certain data from a dataset before itis released publicly, reducing
the completeness and accuracy of the dataset. Typically data that is considered particularly
sensitive or identifiable, such as names or Social Security numbers, is removed to protect
the privacy of data subjects. This method is straightforward to implement but is typically
insufficient to preserve the privacy of data subjects, as seemingly nonidentifying elements
such as age, gender, or zip code can be used to identify people in the dataset, a process
known as reidentification.®°7-%8

Shuffling and perturbation are techniques that alter components of a data element or
data subject. In shuffling, components of one data subject are switched with components
from another. For example, if the true dataset contains a 45-year-old male person who lives
in the 87505 zip code and a 37-year-old nonbinary person who lives in the 02906 zip code,
the publicly available may instead show a 45-year-old nonbinary person from 02906 and a
37-year-old male person from 87505. In perturbation, components of a data element are
manipulated or perturbed to add noise to the set. For example, if the true dataset contains a
45-year-old male person, the released dataset might show a 57-year-old male person with
all the same attributes. Both of these techniques reduce the accuracy of the dataset. These
techniques are most effective at preserving privacy if the extent and type of the noise is
not disclosed. This approach can make it difficult for researchers, journalists, advocates, or
others using the data to know what sort of errors may be present in their findings and what
the potential impacts of those errors may be.

Suppression is the practice of removing or not reporting data from populations that are
so small that they would be easily identified. For instance, consider a class of 30 students
with only two Asian students. Those students would be easily identified by anyone with even
passing knowledge of the class. A suppressed dataset would not include any information
about those students, instead just reporting on the remaining 28 students. The released
dataset may contain some indication that it is incomplete in some way. A significant
limitation of suppression as a technique is that it may result in the omission of data from
already marginalized groups. This situation can make it impossible for researchers to
understand the impact of policies on these groups or examine disproportionate impacts.

With redaction, shuffling and perturbation, and suppression, the primary tension is between privacy
and accuracy. Ideally, the accuracy is reduced enough to protect subjects’ privacy but not enough
to significantly affect insights drawn from the dataset. However, that balance can be difficult to
strike. Further adding to this challenge, a dataset may seem to be sufficiently deidentified, but the
addition of more outside data may add enough information to reidentify the dataset, so ensuring
that aredacted or perturbed dataset will not be reidentified at some future point is difficult.

Differential privacy is a mathematical definition of privacy;*® formally, a data processing
algorithm is differentially private "if by looking at the output, one cannot tell whether any
individual's data was included in the original dataset or not."'® More generally, the term has
come to refer to a number of mathematical and statistical techniques for providing insights
from a dataset without revealing any information about the data subjects in the dataset.
Because differential privacy refers to a collection of techniques, releasing differentially private
data can take a few different forms in a public release context.
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One approach is releasing insights from a dataset with a guarantee that even with all those
insights, an attacker could not determine if any given person was in that dataset or learn anything
about a specific personbased onwhether or notthey wereinthe dataset. Alternatively, anagency
could allow the public to ask queries of a dataset but ensure that the queries are answered in
such a way that the querier cannot learn anything identifiable from the answers. This is done by
setting a "privacy budget” that limits the amount and type of data that can be released. Each
query draws from the privacy budget, and once the budget is spent, no more queries can be
answered. For example, imagine that a member of the public is trying to learn about student
outcomes in different schools. They may ask, "What was the average grade point average (GPA)
for white students in 3rd grade at Jones Elementary School?" and receive the answer of 3.2.
Then they ask how big the class is and get the answer that it is 25 students. They can then ask,
"What was the overall average GPA for that class?" and get the answer 3.4. They may then ask,
"How many non-white students are in the class?" The answer is that there is only one non-white
studentin the class. However, providing this information to the person asking the question would
reveal the GPA of that student, so the question cannot be answered. Depending on the specific
algorithm used, differential privacy approaches will sacrifice either accuracy or completeness to
preserve the privacy of data subjects.

While the mathematical underpinnings of differential privacy provide assurance that the privacy of
data subjects is protected, differential privacy approaches are typically very complex to administer,
requiring significant data science expertise and resources. Additionally, setting a privacy budget
that protects the privacy of subjects while still allowing for the release of enough data (and with
enough accuracy) for meaningful transparency or research may not always be possible.**!

Any approach that allows the public to query a dataset must also account for possible collusion
between people querying the dataset. Going back to the previous example, imagine two different
people are querying the dataset. The first person, Alice, asks the first three questions. Bob asks
the fourth question. If all of their questions are answered, Bob and Alice can pool their information
and learn more than they should have. Consequently, to maintain the privacy guarantees, the
privacy budget must be reduced with every query into the dataset, regardless of who is asking
(so everyone who queries the dataset is sharing one privacy budget).

Synthetic data is an artificial dataset that is meant to mimic the qualities of a true dataset
without containing any data from a true subject, sacrificing accuracy in the name of privacy.'°> 103
So, if a true dataset has a 3rd-grade class, the synthetic dataset might have a 3rd-grade class
with a similar size, demographic distribution, and average GPA but have no individual subjects
with the same information as a true subject. Synthetic datasets can be constructed using
a number of different techniques, including those based on differential privacy frameworks,
offering the mathematical privacy guarantees conferred by these frameworks.

Regardless of the method of construction, creators of a synthetic dataset must determine which
qualities should mirror the real dataset and which canvary. If the dataset is queried in unexpected
ways or used for an unexpected purpose, the results may not be reliable. Additionally, it may be
difficult orimpossible to create a dataset that is sufficiently similar to the original to be useful but
sufficiently different to provide privacy, particularly for small datasets.

Each of these approaches offers different benefits and drawbacks and will be suited to different
purposes and contexts, meaning that any release using one of these techniques is most likely to
be successful if the agency understands how the released data is likely to be used and by whom.
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Vendor management

Each of the approaches listed in the previous section requires technical expertise and resources.
Some agencies may choose to rely on vendors to prepare their data for release if they do not
have the appropriate expertise and resources in house. In these cases, choosing an appropriate
vendor that uses effective techniques will be critical to maintaining the privacy of data subjects.
Agencies should investigate vendors' offerings before procuring their services.

Vendors should be able to clearly articulate what approaches they take to maintain the
privacy of the data subjects. Additionally, they should be able to describe why their approach
is suited to the intended use.

What technigues does the vendor use to preserve privacy?
Why are those techniques suited to the given use?

Vendors should be able to explain the benefits of their approach and also the challenges or
drawbacks entailed by that approach. As preparing data for public release always involves
balancing different priorities, no approach will be without shortcomings, so if a vendor is
not able or is unwilling to discuss the trade-offs, agencies should consider that cause for
concern.

What privacy guarantees are offered by the vendor's approach?
What are the drawbacks or risks of that approach?

In what cases will the approach "fail" (whether the failure is a breach of privacy or a
dataset thatis not useful)?

For the creation of synthetic datasets, the vendor should be able to explain what techniques
they use to create the dataset and what privacy guarantees that technique offers.
Additionally, they should be able to explain what characteristics the synthetic dataset
replicates from the original data and why those characteristics are valuable given the
intended use.

What techniques does the vendor use to create the synthetic data?
What privacy guarantees are conferred by that approach?

What characteristics does the synthetic data set replicate?

Why were those characteristics chosen?

What characteristics will diverge from the original data?

Agencies may need internal expertise to evaluate the quality of vendor offerings and determine
if the answers to these questions are sufficient for the agency to procure that vendor. If the
agencies do not have internal expertise on hand, they may consider hiring a neutral consultant to
help them evaluate the vendor product.
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An important factor to consider when choosing a format for releasing data is the ease of
machine-readability, one of the principles of open data.’®* Machine-readability refers to the ease
with which an automated software program caningest and process a data source without relying
on manual customizations.!® Machine-readability is essential for allowing scalable, stable data
use in analytic applications (e.g., research projects), which would otherwise require prohibitively
high human labor costs. Well-structured data in commonly used formats (such as CSV files) is
the most machine-readable; proprietary, ad hoc, or poorly structured formats (such as PDF files)
are the least machine-readable.

Machine-readability also includes the ease with which an automated program can access data
hosted by a website. Datasets that are scattered throughout a website, or whose URLs are
prone to changes, are less machine-readable because changes to the website structure can
break automated data retrieval processes, requiring human intervention. Data that is held and
accessed within a single, well-defined location through stable URLs is more machine-readable.
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The following chart identifies examples of federal and state laws related to both public access
to data held by governmental entities and privacy protections for public releases of that data.
As described in more detail in the box on page 9, these examples highlight key trends in federal
and state approaches to public data and the diversity of those approaches. This list of statutes,
regulations, and guidance should be considered illustrative and is by no means exhaustive.
Additional laws may apply to particular situations, and entities should always consult with counsel
to determine their exact legal responsibilities.

Law/Authority

Key Provisions

Federal Records Act of 1950,
Pub.L.81-754

Federal open
data law

44 U.S.C.§2108(a) Requires federal agencies to convey
records to the National Archives for

preservation and public availability

Pub.L.87-813(1962) Federal data privacy 13USC.§9 Prohibits the Census Bureau from
law using Census data “for any purpose
other than the statistical purposes

for which it is supplied”

Freedom of Information Act

(FOIA), Pub. L. 89-487 (1966);
Pub.L.110-175 (2007);
Pub.L.114-185(2016)

Privacy Act of 1974,
Pub.L.93-579

Pub.L.95-416(1978)

Computer Matching and

Privacy Protection Act of 1988,

Pub. L. 100-503

Federal open
data law

Federal data privacy
law

Federal data privacy
law

Federal data privacy
law

5USC.§552

5USC.§552a

44USC.§2108(b)

5USC.§ 552a(0)

Permits the public to request
access to federal agency records
or information, subject to nine
exceptions

Prohibits disclosure of information

about individuals except for “a
purpose which is compatible
with the purpose for which it was
collected,” subject to exceptions

Codifies the 1952 letter of
agreement between the Census
Bureau and National Archives
establishing the requirement that
personal information collected

by the Census remain private for
72 years'®

Requires written agreements
between federal and nonfederal
agencies to share federal data in
matching programs
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Law/Authority

Key Provisions

Office of Management and
Budget (OMB), Privacy Act of
1974: Final Guidance Interpreting
the Provisions of Public Law
100-503, the Computer
Matching and Privacy Protection
Act of 1988 (1989)

E-Government Act of 2002,
Pub. L. 107-347

OMB, Guidance for Implementing
the Privacy Provisions of the
E-Government Act of 2002
(2003)

Digital Accountability and
Transparency (DATA) Act of
2014, Pub.L.113-101

Open, Public, Electronic, and
Necessary (OPEN) Government
Data Act, Pub. L. 115-435(2018)

Confidential Information
Protection and Statistical
Efficiency Act (CIPSEA) of 2018,
Pub.L.115-435

Federal data privacy

policy

Federal data privacy
law; federal open

data law

Federal open
data policy

Federal open
data law

Federal open
datalaw

Federal data
privacy; federal
open data law

54 Fed.Reg. 25818

44 U.SC.§ 3601
etseq.

M-03-22

31USC.§6101
etseq.

44U.SC.§ 3506
etseq.

44U.SC.§ 3561
etseq.

Implements and clarifies
requirements for federal agencies
to share individual data in matching
programs

Requires privacy impact
assessments for "developing or
procuring information technology
that collects, maintains, or
disseminates information that is
inidentifiable form" and regulates
the confidential use of statistical
information, known as CIPSEA,
updatedin 2018 (see below)

Provides guidance on when
agencies must conduct privacy
impact assessments in collecting,
maintaining, or disseminating
individual information

Requires the U.S. Department

of the Treasury to establish
common standards for financial
data provided by all government
agencies and to expand the amount
of data that agencies provide to a
public website on federal spending

Requires federal agencies to make
data publicly available onlinein a
machine-readable format under an
open license

Requires agencies to distinguish
between statistical and
nonstatistical data and limits the
use of statistical data to statistical
purposes
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Law/Authority

Key Provisions

OMB, Phase 1 Implementation
of the Foundations for Evidence-
Based Policymaking Act of 2018:
Learning Agendas, Personnel,
and Planning Guidance (2019)

California State Administrative
Manual (2022)

Florida House Bill No. 5301

(2019)

Massachusetts House Bill
No. 3731 (2017)

New York Executive Order No. 95
(2013)

Texas Information Resources
Management Act

Federal open
data policy

State open
data policy

State open data law

State open data law

State open
data policy

State open data law

M-19-23

Secs. 5160-5160.2

Fla. Stat. §282.0051

Mass. Gen. Laws
ch. 7D § 4A

n/a

Tex. Gov't Code
§2054.070

Provides high-level guidance on the
development of open data plans

Requires state agencies to
"[plrioritize the use of open
formats that are non-proprietary,
publicly available, and that place no
restrictions upon their use”

Requires Florida Digital Service to
recommend open data technical
standards

Permits the establishment of a
state chief data officer, who shall
“develop administrative directives
to govern the use, storage,
collection, and dissemination of
data assets”

Directs state agencies to maintain
an open data website for all
“publishable data"

Directs the Department of
Information Resources to establish
a "central repository of publicly
accessible electronic data"
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