Cyberinsurance and Cybersecurity in Schools - Review Quiz
Based on the material covered in the “Cyberinsurance and Cybersecurity in Schools” training
material, select the best answer for each of the questions below and check yourself using the
answer guide on the following pages.

Question 1:
Why is it important to train staff on security practices?
☐ A. It doesn’t really help, but schools have to do it to avoid liability.
☐ B. Most cyber incidents are caused by human error, so minimizing errors can help avoid
breaches.
☐ C. Schools shouldn’t waste resources training non-technical staff, since they can’t do any
damage to the system anyway.

Question 2:
System backups are most valuable in managing what type of cyberattack?
☐ A. Ransomware attacks
☐ B. Data breaches
☐ C. Backups aren’t helpful, they are just another liability
☐ D. Denial of service attacks

Question 3:
How could cyberinsurance policies be useful to schools?
☐ A. Meeting the requirements to obtain a policy can help drive improvements to systems
to avoid repeat attacks.
☐ B. They can help manage the costs of an attack like mis-transferred funds.
☐ C. They can pay for the costs of communicating with people impacted by an incident,
like students and families.
☐ D. All of the above (depending on the plan).

Cyberinsurance and Cybersecurity in Schools - Answers

Question 1:
Why is it important to train staff on security practices?
☐ A. It doesn’t really help, but schools have to do it to avoid liability.
☒ B. Most cyber incidents are caused by human error, so minimizing errors can
help avoid breaches.
☐ C. Schools shouldn’t waste resources training non-technical staff, since they can’t do any
damage to the system anyway.
Answer: B

Question 2:
System backups are most valuable in managing what type of cyberattack?
☒ A. Ransomware attacks
☐ B. Data breaches
☐ C. Backups aren’t helpful, they are just another liability
☐ D. Denial of service attacks
Answer: A

Question 3:
How could cyberinsurance policies be useful to schools?
☐ A. Meeting the requirements to obtain a policy can help drive improvements to systems
to avoid repeat attacks.
☐ B. They can help manage the costs of an attack like mis-transferred funds.
☐ C. They can pay for the costs of communicating with people impacted by an incident,
like students and families.
☒ D. All of the above (depending on the plan).
Answer: D

