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September 21, 2021 
 

The Honorable Maria Cantwell 
Committee on Commerce, Science, and 

Transportation 
United States Senate  
Washington, D.C. 20510 

The Honorable Frank Pallone, Jr. 
Committee on Energy and Commerce 
United State House of Representatives 
Washington, D.C. 20515 

The Honorable Roger F. Wicker 
Committee on Commerce, Science, and 

Transportation 
United States Senate 
Washington, D.C. 20510 

The Honorable Cathy McMorris Rodgers 
Committee on Energy and Commerce 
United States House of Representatives 
Washington, D.C. 20515 

 
Re: Children’s Internet Protection Act 
 
Dear Senator Cantwell, Senator Wicker, Representative Pallone, and Representative McMorris 
Rodgers: 
 
Our organizations urge Congress to protect student privacy, expression, and safety by updating the 
Children’s Internet Protection Act (CIPA or the Act) to clarify that CIPA does not require broad, invasive, 
and constant surveillance of students’ lives online, or by asking the Federal Communications 
Commission (FCC) to clarify the Act. Recent research we conducted indicates that 81% of teachers 
report that their schools use software that tracks students’ activity, and school districts cite a provision 
in CIPA as a driving force in this surveillance.1 
 
Student activity monitoring software can permit school staff to remotely view students’ computer 
screens, open applications, block sites, scan student communications, and view browsing histories. It 
may utilize untested algorithmic technology to flag student content for review, and security flaws have 
also permitted school personnel to access students’ cameras and microphones without students’ 
permission or awareness. 
 
School administrators report that they have adopted monitoring software largely to comply with CIPA, 
protect student safety, and promote academic achievement. Those beliefs, however, are misplaced: 
 

● CIPA does not require the invasive surveillance of students. The Act does not define the term 
“monitoring”2 and includes an express “disclaimer” that “[n]othing” in the statute “shall be 
construed to require the tracking of Internet use by any identifiable minor or adult user.”3  



 

1401 K Street NW, Suite 200 Washington, DC 20005  

● Companies’ claims that monitoring software can protect student safety or support academic 
achievement are largely unproven.4 Instead, monitoring software may perpetuate the very 
harms it seeks to prevent. Systematic monitoring of online activity can reveal sensitive 
information about students’ personal lives, such as their sexual orientation, or cause a chilling 
effect on their free expression, political organizing, or discussion of sensitive issues such as 
mental health.5 These harms likely fall disproportionately on already vulnerable, over-policed, 
and over-disciplined communities and may be exacerbated when monitoring occurs on devices 
and services used off-campus, including in students’ homes.  

 
Congress should safeguard against these harms by ensuring that implementation of CIPA is tethered to 
Congress’s original intent that “monitoring” does not require “tracking” or broad, invasive 
surveillance.6 Congress should clarify that “monitoring” is narrow and limited to the minimal amount of 
data collection needed to achieve CIPA’s goals, both on- and off-campus. For example, schools may 
limit the data they obtain by collecting only aggregate information whenever possible and minimizing 
where and when monitoring is occurring, such as by monitoring aggregate traffic on the school 
network, rather than over individual devices. This clarification is long overdue,7 and Congress should 
act to protect the privacy and safety of students or ask the FCC to do so. 
 
We thank you for your work on behalf of the nation’s students and their families.  
 
Sincerely, 
 
American Civil Liberties Union 
Center for Democracy & Technology 
The Center for Learner Equity 
Getting Smart 
Hispanic Technology & Telecommunications Partnership 
InnovateEDU 
Next Century Cities 
State Educational Technology Directors Association 
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