December 16, 2020
VIA Email
Michelle D. Schwartz
Chief Corporate Strategy and Affairs Officer, Los Angeles World Airports
1 World Way
Los Angeles, CA 90045
Re:

Significant Privacy Concerns About Collection of Airport Visitor Location Information

Dear Ms. Schwartz:
We hope that you and your colleagues at the Los Angeles World Airports (LAWA) are safe and
well in these challenging times.
We are concerned about LAWA’s decision to adopt the Mobility Data Specification (MDS), and
about the interest it has shown in compelling ride-share companies such as Uber and Lyft
(Transportation Network Companies, or “TNCs”) to disclose information about their customers,
including the precise location where the customer got in the vehicle that took the customer to
the airport, and the precise destination where the vehicle that picked them up at the airport
dropped them off.1
The Center for Democracy & Technology is a nonpartisan, nonprofit technology policy advocacy
organization dedicated to advancing individual rights in the digital age.2 A priority for our
organization is securing individual privacy from unwarranted government intrusion. We urge
you to review the report we recently issued on demands by city governments for the compelled
disclosure of mobility data, including under the MDS standard.3 The compelled disclosure of
location information—perhaps in real time4—raises significant privacy concerns for individuals
who use TNCs to go to and from the airport. Further, the MDS contains extremely revealing and
granular data fields including trip ID, trip origin, trip destination and route. Cities currently
demand this information from shared micromobility service providers including those who
operate dockless scooters and bikes. Dockless scooter riders in Los Angeles have challenged the
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compelled disclosure of this sensitive information because it violates the Fourth Amendment to
the U.S. Constitution, the California Constitution and California Electronic Communications
Privacy Act.5 The privacy and constitutional concerns raised by LAWA’s interest in expanded
data collection are even more troublesome, because in the airport/TNC context there is a very
high likelihood that the precise location information LAWA demands will reveal the exact home
addresses of many TNC customers. We strongly discourage you from compelling precise
locations and other granular data6 from TNCs because such compulsion raises significant
privacy, security and legal concerns.7
We are particularly concerned that LAWA proposes to transition to the MDS with no formal
public notice or opportunity for input from the public. We appreciate that the stated purpose
for LAWA’s exploration of further compelled data from TNCs includes addressing congestion at
the airport. However, the compelled disclosure—whether in real time or from storage—of
precise trip origin and destination information outside the airport is not necessary to address
airport congestion and cannot be justified given the privacy and security interest described
below.
Privacy and Security. LAWA’s decision to adopt the MDS, and its interest in expanding the
information it compels from TNCs beyond the geo-fence of the airport, are problematic as they
pose a significant threat to the privacy rights of people who use a rideshare to go to or from the
airport. We appreciate that LAWA has acknowledged and pledged that,“[p]ersonally
identifiable information is not necessary, and LAWA will not request or require such
information as part of any future data collection efforts.”8 To fulfil this promise, LAWA cannot
collect precise individual trip geolocation information. While MDS does not require the
disclosure of a passenger’s name or another conventional identifier, precise location
information itself can be an identifier. It is difficult to anonymize and when combined with
other data, can easily be associated with a particular individual.9 Often even standing alone, a
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single residential address (such as a TNC pick-up or drop-off location) can identify a single
individual, or at least narrow the possibilities to a small handful of people.
In addition to revealing one’s identity, location data can reveal one’s life. Airport visitors may be
coming from or leaving to their place of work, their home, the residence of a friend or
significant other, or a place of worship, potentially revealing in turn their profession, their
associations and relationship status, and religion. Indeed, the Supreme Court recognized this in
Carpenter v. United States, stating that time-stamped location data “provides an intimate
window into a person’s life, revealing not only his particular movements, but through them his
‘familial, political, professional, religious, and sexual associations.’”10 The intrusion and risk to
the individual would be aggravated by real time data disclosure. For example if LAWA compels
information revealing where and when airport visitors arrive from and depart to and that
information gets into the wrong hands (or is accessed by rogue employees), thieves or stalkers
may know whether an individual is home. The risk is even greater for travelers (or airport
employees) who follow a regular pattern of using TNCs to ride to or from the airport.
Legal. As we noted above, the MDS’s application to micromobility devices is currently the
subject of legal challenge under the Fourth Amendment, the California Constitution and
CALECPA. This suit should caution LAWA against compelling the types of data that have
prompted the challenge, including real time and granular information about individual trips
from start to finish, as well as the route taken. Additionally, California’s Legislative Counsel
Bureau, a nonpartisan public agency that prepares legal opinions for the California Legislature,
concluded that CalECPA’s prohibitions restrict a department of a city or county from imposing
real-time data-sharing requirements on a shared mobility provider as a condition of granting a
permit for operation.11 As a department of the City of Los Angeles this prohibition would so
constrain LAWA.
Public Accountability and Notice. Privacy advocates and the public have been concerned about
the development of the MDS since its genesis. Application of the MDS to any transportation
device, be it a dockless scooter or a TNC, implicates the privacy rights of the individual using the
service. In light of the serious issues it raises, LAWA’s decision to adopt the MDS should have
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been part of a public input process. Use of LAWA’s services is mandatory for many due to the
many obligations that require air travel, including for purposes of employment, to see family,
and to seek needed health care. TNCs provide a convenient means of getting to and departing
from the airport for those who don’t live near traditional taxi cabs, cannot drive themselves, do
not own a car, and are not near public transportation options. It is vital that individuals’ needs
to travel are not burdened by concern about the disclosure of their personal information to
LAWA, or to hackers and thieves. Moving forward, if LAWA seeks to use the MDS to expand its
data collection regime there should be opportunities for public participation and an accounting
of the need for any data collected, and plans for data protection and minimization.
We thank you for your time and consideration of these concerns. Please direct questions about
this letter, and your response to the letter, to the Center for Democracy & Technology’s
Gregory Nojeim at gnojeim@cdt.org (202.407.8815) or Mana Azarmi at mazarmi@cdt.org
(202.407.8828).
Sincerely,

Gregory Nojeim
Senior Counsel & Director, Freedom Security & Technology Project
Mana Azarmi
Policy Counsel
Center for Democracy & Technology
cc: Mike Bonin, Chair, Transportation Committee, Los Angeles City Council
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