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ABOUT CENTER FOR DEMOCRACY & TECHNOLOGY 
The Center for Democracy & Technology is a 501(c)(3) working to promote democratic values by shaping technology 
policy and architecture, with a focus on the rights of the individual. CDT supports laws, corporate policies, and 
technological tools that protect privacy and security and enable free speech online. Based in Washington, D.C., and 
with a presence in Brussels, CDT works inclusively across sectors to find tangible solutions to today’s most pressing 
technology policy challenges. Our team of experts includes lawyers, technologists, academics, and analysts, bringing 
diverse perspectives to all of our efforts. 

Learn more about our experts or the issues we cover: https://cdt.org.

ABOUT STUDENT PRIVACY 
CDT’s vision for the Student Privacy Project is to create an educated citizenry that is essential to a thriving democracy 
by protecting student data while supporting its responsible use to improve educational outcomes. To achieve this 
vision, CDT advocates for and provides solutions-oriented resources for education practitioners and the technology 
providers who work with them that center the student and balance the promises and pitfalls of education data and 
technology with protecting the privacy rights of students and their families.

https://cdt.org/
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ABOUT A PARENT’S GUIDE  
TO STUDENT PRIVACY
A Parent’s Guide to Student Privacy seeks to empower parents and 
help you ask your child’s school questions to advocate for your 
child’s privacy.1 The guide is meant to raise awareness around 
student privacy and data issues you might run into in your child’s 
school. With this guide, you can:

	 Learn about your legal rights;

	 Learn about important privacy issues;

	 Review helpful questions to ask your child’s school;

	 	 Read sample scenarios that might arise in schools; and

	 Get links to additional resources.

1	 A note on terminology: This guide uses the term “parent” throughout and is intended to use a broad definition 
of parent, including foster parents, legal guardians, adult students, and other responsible adults. Also, the legal 
rights under federal law generally apply only to students attending public schools.
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COMMON PRIVACY AND DATA QUESTIONS 
FOR PARENTS
 

How do I access, 
review, and correct 
information about 
my child?

 LEARN ABOUT YOUR LEGAL RIGHTS

As a parent, you have a legal right to access your child’s entire education 
record within 45 days of requesting to see it, according to federal law. 
Education records generally include information such as a student’s 
grades, tests, discipline reports, Individualized Education Programs (IEPs), 
attendance records, and teacher and/or counselor notes. 

Federal student privacy law also gives you the right to ask for any incorrect 
information to be fixed in your child’s education record. Because the school 
is the final decision-maker about whether or not to correct the record, your 
request might not always be honored. However, even if the school decides 
not to change or correct the record, it must add a note saying that the 
content of the record was disputed and include that note whenever your 
child’s record is shared. 

 HELPFUL TIPS FOR FOLLOWING UP WITH YOUR 
SCHOOL

�� Was the request acknowledged and fulfilled within 45 days?

�� Does the information provided by the school include all of the 
requested and expected data points?

�� Did the school add a note saying that the content of the education 
record was disputed? How did it add the note? (For instance, is it a 
separate page that people seeing the record for the first time might 
miss? Or did the school add a note directly to the part of the record 
that was disputed, so it is easy to find?)

�� Do you know what the note says?

�� When can you access the record to make sure the note has been made 
and attached to the record?

 

SAMPLE SCENARIO
You request access to all 
records the school has about 
your child, and when you look 
at the transcript, you believe 
that the science grade is 
wrong. You ask the school to 
fix the grade, but the school 
denies your request. You 
follow up with the school to 
state that you disagree with 
the decision, and a meeting 
is scheduled with the school 
to discuss your request. 
During the hearing, you show 
evidence that one of the 
test grades was wrong, at 
which point the school grants 
your request and fixes the 
science grade in your child’s 
transcript.
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Should I give 
consent to share 
data about my child 
with a third party?

 LEARN ABOUT YOUR LEGAL RIGHTS

Federal law generally requires that parents have to give consent before the 
school can share student data with third parties, although there are some 
exceptions (e.g., the sharing of data with a state education agency or a 
contractor acting on the school’s behalf usually does not require parental 
consent). You may need to decide whether to give consent to a school 
to share data so that your child can join an optional program (such as an 
afterschool program) or receive supplemental services (such as special 
tutoring).

 HELPFUL QUESTIONS TO ASK YOUR SCHOOL

�� Why does the third party need student information, and what is it 
planning to do with the information?

�� How is the third party going to protect student information?

�� What will the third party do with the information once a student is not in 
the program anymore or has stopped getting services?

SAMPLE SCENARIO
You get a flyer about a new 
afterschool program that 
seems like a good fit for your 
child. As part of the consent 
form to join the program, 
you have to let the school 
share your child’s grades and 
attendance data with the 
afterschool program provider.

SAMPLE SCENARIO
You notice that your child 
submits homework using an 
online tool that the teacher 
requires the students to 
use. When you read the 
company’s privacy policy and 
terms of service, you notice 
that the online tool can share 
identifiable information 
about your child for any 
purpose and without getting 
your permission, which is a 
violation of federal law.

Can I be forced to 
give up my legal 
rights to access an 
educational service?

 LEARN ABOUT YOUR LEGAL RIGHTS

Although schools can require students to use certain systems, apps, and 
technologies, schools cannot agree to terms that violate federal student 
privacy law, such as permitting third parties to share personally identifiable 
information for any purpose without parental consent.

 HELPFUL QUESTIONS TO ASK YOUR SCHOOL

�� How does the school make sure that the company is protecting student 
information? What kind of agreement does the school have with 
company?

�� How is the school going to make sure that vendors do not compromise 
parents’ legal rights?

�� How will the school make sure that student data has been deleted from 
the company’s records?
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SAMPLE SCENARIO
Your family is moving to a new 
city, and your child needs to 
change schools. When you 
withdraw your child from her 
current school, the school 
gives you her education 
record but does not indicate 
if/how long it will keep your 
child’s information in its 
system.

SAMPLE SCENARIO
You get a letter from the 
school notifying you that a 
vendor the school uses for 
academic testing had a data 
breach. The letter lists what 
data elements were breached 
and the steps that it is taking 
to prevent a data breach in 
the future. 

How long is data 
about my child kept 
by the school?

 LEARN ABOUT IMPORTANT PRIVACY ISSUES

Deleting information that is not needed anymore helps make sure that 
information is not used inappropriately or out of context, which could cause 
harm to a student. You can access your child’s entire education record and 
request that some information be deleted. However, if the school honors the 
request, valuable information might be permanently deleted, and you will not 
be able to access it later. Also, no federal law requires schools to honor your 
deletion request.

 HELPFUL QUESTIONS TO ASK YOUR SCHOOL

�� How long does the school keep data, particularly for students who 
transfer or graduate?

�� How does this amount of time vary for different types of data (e.g., 
transcript information, homework grades, counseling notes)?

�� What policies does the school have in place to make sure that any third 
parties who have student records also are deleting the information?

What should I do if 
my child’s school 
has a data breach?

 LEARN ABOUT IMPORTANT PRIVACY ISSUES

A  data breach of personally identifiable student information may violate 
federal law; however, the U.S. Department of Education might not investigate 
the breach unless a complaint is filed. Even if the complaint is investigated, 
the school will have an opportunity to fix its practices so that it meets federal 
requirements before experiencing consequences such as losing federal 
funding. To this point, no school has lost federal funding as a result of a data 
breach.

 HELPFUL QUESTIONS TO ASK YOUR SCHOOL

�� What data was disclosed?    

�� If the data was breached by a third party, did the school have an 
agreement with the vendor, and if so, what penalties did it include for a 
data breach?

�� What resources (e.g., free credit monitoring) are available to families 
whose data was breached? 

�� What steps will the school take to make sure a data breach does not 
happen again?
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Should I give 
consent for my child 
to participate in a 
survey that might 
have sensitive 
questions?
 

 LEARN ABOUT YOUR LEGAL RIGHTS

Federal law requires schools to get parental consent prior to asking children 
to take a survey that might ask sensitive questions about topics such as 
religion, sexual behavior, or political affiliations. 

 HELPFUL QUESTIONS TO ASK YOUR SCHOOL

�� How will the survey results be used?

�� Will the results of the survey be anonymous?

�� Who at the school or district will have access to the survey results?

�� How long will the school or district keep the results?

�� Will the survey results be shared with anyone else, such as a third-
party researcher? In that case, what measures does the school have 
in place to make sure the third-party researchers have acceptable 
security practices?

SAMPLE SCENARIO
Your child tells you that the 
school is starting a new 
program to address students’ 
mental health needs. As a 
result, the school is asking 
for parental permission to 
run a survey about students’ 
mental health. This survey 
could provide valuable 
information for the school’s 
efforts to support students’ 
mental health needs. At the 
same time, the survey will 
ask sensitive questions and 
collect personal data about 
individual students, which 
could cause harm to your 
child if the data is breached or 
misused.
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SAMPLE SCENARIO
You enroll your child in school 
at the beginning of the school 
year and get a form that is 
due by September 15 asking 
whether you want to stop 
the school from sharing 
“directory information.” 
The form defines “directory 
information” as name, 
address, phone number, 
email address, photograph, 
date and place of birth, grade 
level, weight and height of 
members of athletic teams, 
and honors or awards 
received. 

Should I decide 
not to let my 
child’s school 
share “directory 
information” about 
my child?
 

 LEARN ABOUT YOUR LEGAL RIGHTS

Federal law gives you the right to decide whether to let the school share 
directory information (e.g., name, date of birth, address) about your child. 
This choice should be provided to you every year, along with a definition 
of “directory information” and a deadline by which you have to make the 
decision. Definitions of “directory information” vary across school districts, 
but it is data that would not generally be considered harmful or an invasion of 
privacy if it were shared.

 HELPFUL QUESTIONS TO ASK YOUR SCHOOL

�� Does the school district have a policy that makes sure that directory 
information will be shared only for limited purposes and/or with limited 
third parties?

�� Does the directory information form define “directory information” 
and provide a deadline for returning the form, which is required by 
federal law?
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ADDITIONAL RESOURCES
Parents’ legal 
rights
The U.S. Department of 
Education has released 
these resources to inform 
parents of their rights in 
relation to student records. 
The federal laws that 
apply and are referenced 
in this guide are the Family 
Educational Rights and 
Privacy Act (FERPA) and the 
Protection of Pupil Rights 
Amendment (PPRA). 

 PARENTAL RIGHTS UNDER FERPA

U.S. Department of 
Education, The Family 
Educational Rights and 
Privacy Act Guidance for 
Parents, February 2011, 
https://bit.ly/2PVtFvV.

U.S. Department of 
Education, Parents’ Guide 
to the Family Educational 
Rights and Privacy 
Act: Rights Regarding 
Children’s Education 
Records, https://bit.
ly/2ClOoRz. 

Privacy Technical 
Assistance Center and 
Student Privacy Policy 
Office, What Parents 
Need to Know about 
Their Student’s Data, 
U.S. Department of 
Education, August 2016, 
https://bit.ly/33xHOna.

Privacy Technical 
Assistance Center 
and Student Privacy 
Policy Office, The 
A-B-C’s of Student 
Directory Information, 
U.S. Department of 
Education, August 2016, 
https://bit.ly/2WU2aV0. 

U.S. Department of 
Education, Family 
Educational Rights and 
Privacy Act (FERPA)  
Model Notice for Directory 
Information,  
https://bit.ly/2K0xyfb. 

U.S. Department  
of Education,  
File a Complaint,  
https://bit.ly/2pU5HXl.

U.S. Department of Education, PPRA for Parents,  
https://bit.ly/2rfzav1.

Student Privacy Policy Office, Investigation Findings 
Letter to Agora Cyber Charter School, U.S. Department of 
Education, November 2017, https://bit.ly/2PXgoTI. 

  

 







 PARENTAL RIGHTS UNDER PPRA

 ACTIONS RESULTING FROM PARENTS EXERCISING 
THEIR RIGHTS

https://bit.ly/2PVtFvV
https://bit.ly/2ClOoRz
https://bit.ly/2ClOoRz
https://bit.ly/33xHOna
https://bit.ly/2WU2aV0
https://bit.ly/2K0xyfb
https://bit.ly/2pU5HXl
https://bit.ly/2rfzav1
https://bit.ly/2PXgoTI
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Other 
resources
Although the intended 
audience for these 
resources are schools and 
the companies that work 
with them, they will help 
parents understand the 
measures that schools 
could be taking to better 
protect student privacy 
and respect parents’ legal 
rights.    

Elizabeth Laird and Hannah Quay-de la Vallee, Data 
Sharing and Privacy Demands in Education: How to Protect 
Students While Satisfying Policy and Legal Requirements, 
Center for Democracy and Technology, November 2019, 
https://bit.ly/2O7wtn6.

Elizabeth Laird and Hannah Quay-de la Vallee, Protecting 
Privacy While Supporting Students Who Change Schools, 
Center for Democracy and Technology, June 2019, 
https://bit.ly/2WPMS3C. 

Elizabeth Laird and Hannah Quay-de la Vallee, Balancing 
the Scale of Student Data Deletion and Retention in 
Education, Center for Democracy and Technology, March 
2019, https://bit.ly/2qtSZOW. 

Privacy Technical Assistance Center, Data Breach 
Response Checklist, U.S. Department of Education, 
September 2012, https://bit.ly/32s5NTl. 

 









https://bit.ly/2O7wtn6
https://bit.ly/2WPMS3C
https://bit.ly/2qtSZOW
https://bit.ly/32s5NTl
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