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Schools, districts, and state education agencies collect a great deal of information about
students and their families to improve their practices and provide better outcomes for
students. However, large data stores come with risks and drawbacks. On the logistical side,
larger data sets are more expensive to maintain, search, and store. If the data is not carefully
managed to ensure it is consistently high-quality, it can be difficult to glean useful insights from
the noisy or missing data.

Most importantly, this data can pose a threat to students and their families. Data used
maliciously as a result of a data breach or exposure, or even just used outside of its intended
context, can do significant harm to students. Take, for instance, the Dark Overlord attacks
against Johnston Community School District in lowa.* A hacking group that calls itself Dark
Overlord obtained information from school records, such as student names and parent phone
numbers, and used this information to text threats against the children to their parents.
Although law enforcement ultimately considered the threats non-credible, several schools
closed for one to two days to protect their students. A similar attack occurred in Montana’s
Flathead County, where over 30 schools were closed for three days.?

In the face of the increasing attention showed to schools by malicious hackers,? it is important
that educational institutions protect their students’ digital privacy and wellbeing. A key way
institutions can do that is by “minimizing” the data they maintain on their students, whether by
deleting data once it is no longer needed or by limiting the amount of data collected with which
to begin. This “data minimization” approach is an effective way to mitigate the potential harms
that arise from maintaining an excess of student data. Smaller data sets are less expensive to
maintain, allowing schools to preserve resources. Ultimately, the fundamental value of
minimizing data is that data that does not exist cannot be misused. Thus, minimizing data,
whether by deleting unneeded data or by limiting unnecessary data collection, protects
students from the harms that data could cause.

1 Cox, J. (2017, Oct 5) ‘Dark Overlord’ Hackers Text Death Threats to Students, Then Dump Voicemails From Victims.
Retrieved from: www.thedailybeast.com/
dark-overlord-hackers-text-death-threats-to-students-then-dump-voicemails-from-victims.

Hilyard, H. (2017, Oct 6) Here's why hackers are targeting lowa schools, children. Retrieved from
www.kcci.com/article/threats-force-johnston-schools-to-cancel-classes/12769814.

lowa Schools Closed by Threats to Reopen Wednesday. (2017, Oct 3) Retrieved from:
www.usnews.com/news/best-states/iowa/articles/2017-10-03/threats-force-suburban-des-moines-district-to-can
cel-classes.

Zlarson, S. (2017, Oct 18) Hackers are targeting schools, U.S. Department of Education warns. Retrieved from:
https://money.cnn.com/2017/10/18/technology/business/hackers-schools-montana/index.html.

3 Campbell, S. (2018, Aug 28) Why schools are prime targets for data breaches. Retrieved from:
https://www.wpri.com/back-to-school/why-schools-are-prime-targets-for-data-breaches/1400415386#.



https://www.thedailybeast.com/dark-overlord-hackers-text-death-threats-to-students-then-dump-voicemails-from-victims
https://www.thedailybeast.com/dark-overlord-hackers-text-death-threats-to-students-then-dump-voicemails-from-victims
https://www.kcci.com/article/threats-force-johnston-schools-to-cancel-classes/12769814
https://www.usnews.com/news/best-states/iowa/articles/2017-10-03/threats-force-suburban-des-moines-district-to-cancel-classes
https://www.usnews.com/news/best-states/iowa/articles/2017-10-03/threats-force-suburban-des-moines-district-to-cancel-classes
https://money.cnn.com/2017/10/18/technology/business/hackers-schools-montana/index.html
https://www.wpri.com/back-to-school/why-schools-are-prime-targets-for-data-breaches/1400415386#

4" CENTERFOR
DEMOCRACY
& TECHNOLOGY

-

— raq M

77777 /7 -
’

T

7//4///// . R
—t ] e B ‘*‘i#ﬂ"

Education leaders will be more successful in creating and executing a balanced student data
deletion and retention strategy if they involve diverse stakeholders in this process. Education

leaders will need to identify the most critical stakeholders but should, at a minimum, consider
the following perspectives:

Parents and Parents and students have the most at stake when it comes to the decisions that are

Students made about their data. As broader trends in privacy are aimed at empowering the
consumer to make decisions about their data, the education system should also consider
how to meaningfully engage parents and students in these discussions.

Policymakers Policymakers often rely on data that is collected and analyzed by school districts and
states to inform policy decisions. They should be aware of any changes to what is
collected and maintained about students to prevent any surprises in the future when they
ask for data that is no longer available.

Educational The Family Educational Rights and Privacy Act (FERPA) requires that educational

Technology fcechn(_)logy (EdTech) vendors delete stl_Jdent data when there is no Io_nger a purpose for it,

Vendors including when a contract or da_ta sharing agregment expires. Educatlon_ leaders §h0uld
ensure that they have communicated expectations related to the technical practices that
should be applied when they delete student data.

Privacy Privacy advocates are often in touch with concerns from parents and educators and may

Advocates have expertise that extends beyond education and provide useful feedback about best
practices and trends in other industries.

Researchers Similar to policymakers, researchers rely on data that is collected and analyzed by school
districts and states to inform policy decisions, so they should be informed if data is no
longer available. Additionally, similar to EdTech vendors, researchers are required to
delete student data once the research has concluded. Education leaders should ensure
that they have communicated expectations related to the technical practices that should
be applied when they delete student data.

Other Students may be served by other state agencies that could benefit from integrating

Government student information. In determining the usefulness of student data, other government

Agencies agencies should be consulted as they may have legitimate use cases t_hat could improve
outcomes for students that should be considered when making decisions about whether
to delete student data.

Public Members of the public frequently request information from school districts and states.

Education leaders should consider how to communicate what information is available and
if the requested information has been deleted, including the rationale for those decisions.
This can help manage data and Freedom of Information Act (FOIA) requests that cannot
be fulfilled.





https://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
https://www.ecfr.gov/cgi-bin/text-idx?SID=50aa19d46a91816536da1cd3c6ba5c6c&mc=true&node=pt16.1.312&rgn=div5
https://www.ecfr.gov/cgi-bin/text-idx?SID=50aa19d46a91816536da1cd3c6ba5c6c&mc=true&node=pt16.1.312&rgn=div5
https://www.ecfr.gov/cgi-bin/text-idx?SID=7e53d34ff60b04cde95cdc59e4ebf85c&node=pt34.2.300&rgn=div5#se34.2.300_1624
https://www.ecfr.gov/cgi-bin/text-idx?SID=7e53d34ff60b04cde95cdc59e4ebf85c&node=pt34.2.300&rgn=div5#se34.2.300_1624
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should reevaluate whether the data map still matches the actual state of the data. Again like
health insurance, in addition to regularly scheduled re-evaluations, there are also qualifying
events that should trigger a reevaluation. For data, this might be adoption of new systems or
phase-outs of old databases. Make sure any data mapping and inventorying documents include
any new data collected by the new system, or any data retired along with the old database.

Approach the Inventory Process in a Manageable and Comprehensive Way

In addition to getting organization-wide engagement, another tactic to organize a data
inventory is to start high level by collecting an inventory of all systems and repositories that
contain, produce, or collect data. Next, inventory each system and repository in more detail.
Starting high level helps ensure you do not miss systems that contain data, and allows you to
run your data inventory in stages. After inventorying each new system, perform a reconciliation
step to determine if you are collecting the same data in multiple places. Duplicated data often
indicates unnecessary risk. See if it is possible to store that data set in a single place and
reference the central copy, rather than duplicating it.

2. Create an Organizational Student Data Retention Policy

The potential of a data-rich environment is better insights about students and educational
practices that lead to improved outcomes and better educated citizens. However, in order to
achieve those goals, data has to be well managed and potential risks mitigated. Developing a
data retention and deletion schedule helps ensure the data hygiene of your organization and
that you are not introducing risks to students by maintaining information longer than is
necessary. To see an example of a retention schedule, Appendix A provides an excerpt of
Colorado’s retention policy.

A data retention schedule should include information on:

How long each type of data is to be retained;

Deletion practices required for each type of data;

How permanently retained data will be archived;

Any legal obligations that inform the retention rules for a particular type of data (for
instance, if a law mandates retention or deletion of a particular type of data); and

e Any situations that would override the retention schedule (for instance, ongoing
litigation may require certain data to be retained for the duration of the litigation, even
if the schedule would mandate deletion).
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should only be used with caution, and it is important to place limits on the sharing and reuse of
de-identified data. (Please see the box for more detail.)

” De-identifying Data

One approach to deletion is to remove students’ personally identifiable information so that the
remaining information cannot be linked to an individual student. To meet the definition of
de-identification in FERPA, education entities must remove enough student information such
that, “a student's identity is not personally identifiable, whether through single or multiple
releases, and taking into account other reasonably available information.”*? However, this is
more complicated than it might seem. For example, approaches to de-identification can range
from simply deleting direct identifiers like student name or ID number (which is typically not
sufficient to prevent the data from being re-identified)™ up to more sophisticated techniques
like shuffling or adding noise to the data which make recovery more difficult (these more
complex approaches are generally referred to as “anonymization” in computer science).
Whichever of these methods is used, it is important to understand the techniques and business
rules that are being applied when taking steps to remove personally identifiable information as
a form of deletion because, depending on the approach, data may still be recoverable and thus
not actually deleted. As a result, this approach should be taken with extreme caution and
de-identified data sets should carry re-use limitations when shared.*

There are several different technical approaches to deletion. The following table (next page)
lays out a spectrum of technical approaches, along with some of the advantages and drawbacks
of each approach. Green-light approaches are strong forms of deletion that will provide
sufficient deletion for any context (though they may not be feasible in every case). Yellow-light
approaches may be sufficient depending on the context and the data in question, but still carry
some risk of data recovery, so they may not be suitable for highly sensitive data. Red light
approaches carry a high risk of data recovery, and are not recommended.

1234 C.F.R. § 99.31 (2019). Retrieved from: https://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33.
18 Ochoa, S., Rasmussen, J., Robson, C., and Salib, M. (2002, Aug). Reidentification of Individuals in Chicago's
Homicide Database: A Technical and Legal Study. Massachusetts Institute of Technology. Retrieved from:
https://www.researchgate.net/publication/2838440 Reidentification_of_Individuals_in_Chicago%27s_Homicide
Database_A_Technical_and_Legal_Study.

14 Guidance on the risks and best practices around de-identifying data can be found from NIST at
https://www.nist.gov/itl/iad/deidentificationnistgov and from NCES at
https://nces.ed.gov/pubs2011/2011603.pdf.
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Data overwrite

Solid state drive
factory wipe

Media

destruction

Soft delete

Deletion via
encryption

Overwriting data can be time consuming
for large data sets, but it is a much more
effective method of deletion than a soft
delete (see below) and can be used for
individual files, rather than wiping the
entire drive.

Overwriting is not a viable method for
solid state drives, because they handle
memory allocation differently than
traditional disk drives. Most solid state
drives have a factory wipe option to erase
data from the drive. However, this method
typically erases the entire drive, and is not
available for individual files.

Physical destruction of media is the most
extreme method of deletion. It is
expensive, because the media obviously
cannot be reused or sold. Methods that
will destroy a disk-based drive (such as
demagnetizing the drive) may be
ineffective on a solid-state or flash-based
drive, so it is important to know what type
of drive is being destroyed.

Basic “deletion” operations, such as
dragging a file to the trash and emptying
the trash, do not remove information, but
rather signal to the operating system that
block of memory is free for reuse. Thus,
the information contained there can still
be recovered up until the OS repurposes
that memory.

Once data is encrypted and the encryption
keys are erased, the information is
rendered irretrievable, the same goal of

Use this approach to
delete data from a disk
drive, either before it is
reused for another
purpose, or before
destroying the drive.

Use this approach to
clear a solid state drive
(flash-based hard drives),
either before it is reused
for another purpose, or
before destroying the
drive.

Use this approach when
the media is due to be
thrown away. Overwrite
or factory-wipe the drive
first.

Use this when deleting
low-sensitivity data
elements. If, however,
you are erasing an entire
drive, use overwriting or
factory-wipe, even for
low-sensitivity data.

Use this method for
protecting information in
cloud environments
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deleting information. However, if the where access to the
encryption is broken or the key is guessed, | physical media is
the data can be recovered, making this restricted.

approach less safe than overwriting,
factory wiping drives, or media

destruction.
Yellow De-identification | When data is retained for research Use this approach when
Light Icon | with limits on purposes, but no longer needs to be sharing data with
reuse and associated with a particular student, external researchers, or
sharing de-identifying the data protects the preparing data for

student while allowing the data to be used | internal research.
for research. Limiting sharing and reuse

helps protect against re-identification.

Effectively de-identifying data requires

statistical expertise to minimize risk of

re-identification.

Red Light = De-identification Allowing de-identified data to be re-shared We do not recommend

Icon with no limits on = and repurposed without limitations fails to = this approach. Without
reuse and manage the risk of re-identification. specifying limits on reuse
sharing Therefore, the data cannot be considered | or sharing, it is difficult to

deleted. ensure the data will not

be re-identified.

Although student data deletion and retention are technical concepts, they are also critical
strategies to protecting and utilizing student data and should be led by the highest levels of an
organization. These concepts are also much more difficult than they might initially seem.
Crafting sound data deletion and retention policies, complying with relevant federal and state
laws, and deploying technical best practices requires involvement from diverse stakeholders
within and outside the education system, from parents to policymakers. They also require a
dynamic approach which recognizes that data has a lifecycle and must be constantly
maintained, safeguarded, and deleted. Recognizing this reality will allow education leaders and
the companies they work with to fulfill their responsibilities to protect student data while
realizing the benefits of data and technology to improve student outcomes.
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