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Computer and network security research, white-hat hacking, and vulnerability disclosure are legal, legitimate,
and needed now more than ever to understand flaws in the information systems that increasingly pervade our
lives. Ethical and law-abiding information security research and evaluation are an essential part of defending
against an ever-changing landscape of security threats.

In general, research in information systems is based upon analysis — the careful examination of existing
systems and approaches in order to understand what works and what does not. This kind of examination leads to
improvements that are both evolutionary and revolutionary. Researchers discover flaws. They invent new and
improved ways to detect and correct flaws and approaches to system design and implementation. This
investigative process has driven the computer systems field forward at an extraordinary pace for more than half
a century.

The ability of researchers to find and responsibly report vulnerabilities is more important today now that
traditionally unconnected devices are being connected to the Internet and more of people’s lives are mediated
by data, computation, and networking. Compromised systems and devices have been used to launch attacks all
over the world. Vulnerability research, discovery, and disclosure are critical features of the modern digital
society; the US National Institute of Standards and Technology has recognized in its Cybersecurity Framework
that vulnerability disclosure is an important aspect of any effective cybersecurity program.

Security researchers who search for vulnerabilities often find themselves in areas where laws or regulations
forbid or hinder tinkering with devices and software. They are at particular risk where copyright is involved or
where they publicly report their discoveries.

In the US, security researchers and reporters have recently been targeted by unwarranted and opportunistic legal
threats and lawsuits.

The most recent cases include Keeper v. Goodin' and River City Media v. Kromtechz; in the first case, a reporter
was sued for reporting on the details of a vulnerability, and in the second case a security researcher is being
sued for investigating a publicly accessible spam server. These lawsuits not only endanger a free and open press
but risk a “chilling effect” towards research designed to improve cybersecurity. Security researchers hesitate to
report vulnerabilities and weaknesses to companies for fear of facing legal retribution; these chilling effects
invite the release of anonymous, public zero-day research instead of coordinated disclosure.

We urge support for security researchers and reporters in their work, and decry those who oppose research and
discussion of privacy and security risks. Harming these efforts harms us all.

Signed,

(Affiliations are for identification purposes only.)

! https://www.courtlistener.com/docket/6244750/keeper-security-incv-goodin/
2 https://www.courtlistener.com/docket/4685667/river-city-media-llc-v-kromtech-alliance-corporation/
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