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Agenda
•A short history of money

•Use case: Bitcoin
• Digital signatures
• Blockchain
• Mining and consensus

• A breather

•Emergent phenomena

•Future developments

•Policy implications

Benjamin Dean | 18 October 2017 | @benjamindean



A short history of money

Barter

Shells

Commodities

Fiat currency

Representative 
money

Digital

Crypto-ledgers

Benjamin Dean | 18 October 2017 | @benjamindean

INCREASING ABSTRACTION



Benjamin Dean | 18 October 2017 | @benjamindean



The double-spend problem
• How can we ‘exchange’ digital 1s and 0s with no central administrator?

Centralized model:
A central administrator (e.g. bank) maintains 
a ledger that keeps track of who has what.
Requires trust in the central administrator.

Decentralized model:
In the absence of no central administrator, 
how do we agree on who has what when 
exchange occurs between people who do 
not trust one another?
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‘Trustless’ double-entry book-keeping at scale

1. Are the transactions valid? 2. How to ensure ledger is accurate?
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Digital signatures and transactions

Source: 
CryptoCompare

If need be, go back and revise your public-key crypto
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https://www.cryptocompare.com/wallets/guides/how-do-digital-signatures-in-bitcoin-work/
https://josephhall.org/bd88a35ef7dc47b13b7fee5b802f217aeee61f1d/crypto-101-20160412.pdf


Transactions grouped in blocks… then chained 
together

• A shared ledger

• Transactions are appended 

   every ~10min

• 1MB blocks
• Timestamp: tells us when the 

transaction took place

• Nonce: arbitrary value
• Merkle tree and hashing to 

condense transaction data

• Hash of previous block
Source: Matthäus Wander via Wikipedia

What goes into a Bitcoin block?
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http://ppt/slides/slide12.xml
http://ppt/slides/slide25.xml
http://ppt/slides/slide10.xml
https://commons.wikimedia.org/w/index.php?curid=26816920
https://en.wikipedia.org/wiki/Blockchain


How to be sure the ledger is accurate?
Where do Bitcoins come from?

• Solving difficult math problems 
using computing power (‘mining’)

• Bitcoins are a reward for taking part 
in the consensus mechanism (’proof 
of work’)

• Block reward added to account 
(12.5 Bitcoin at time of writing) 

• Difficulty increases over time

• Reward decreases over time

Bitcoin mining in an undisclosed location in China

Source: The Coins Man, 2014
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http://ppt/slides/slide10.xml
https://web.archive.org/web/20141214135814/http:/www.thecoinsman.com/2014/08/bitcoin/inside-chinese-bitcoin-mine/


Hashing - easy to verify but hard to compute

Source: GuadaTech
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http://guadatech.blogspot.com/2014/01/introduccion-la-economia-del-bitcoin_20.html


Nonces and their effect on hashes

Source: Kenn Shirriff
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http://www.righto.com/2014/02/bitcoin-mining-hard-way-algorithms.html


Mining: Guessing the nonce that leads to 0s

Source: Kenn Shirriff
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http://www.righto.com/2014/09/mining-bitcoin-with-pencil-and-paper.html


Let’s stop for a breather…
1. Crypto-ledgers allow decentralized digital transactions

2. Bitcoin solves the double-spend problem

3. Digital signatures use PKI to ensure validity of transactions

4. Blockchain is a public ledger

5. Mining process ensures integrity of public ledger + creates new 
bitcoins + rewards miners for taking part in consensus process

6. Mining involves solving difficult math problems



What’s the value of a Bitcoin?

• What determines value? 
• The cost of the work you put into 

something (like ‘proof of work’)
• The supply of the thing 
• The demand for the thing

• Means of exchange
• Store of value
• Unit of account

• All of these have some partial 
bearing on the value of Bitcoins

• But which ones (over time)?  
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The Bitcoin experiment
• Immutability, decentralisation, 

transparency, freedom and 
trustlessness

• What could go wrong?

• Mining concentration 
• Intermediaries e.g. Coinbase, Mt. Gox
• Block size: Classic vs XT
• Transaction fees
• Non-reversible transactions 

• Ransomware
• ‘Can Bitcoin send me my money back?’

Distribution of Bitcoin mining pools, July 2017

Source: blockchain.info/pools
Benjamin Dean | 18 October 2017 | @benjamindean

http://ppt/slides/slide26.xml
https://blockchain.info/pools


Beyond Bitcoin
•Building bigger blocks (‘scaling up’)

•What other intermediaries could we do away with? e.g. Ethereum 
and ‘smart’ contracts

•Anonymity instead of pseudonymity e.g. Zcash

•How else to reach consensus? e.g. proof of stake

•Private/permissioned blockchains
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Policy and legal issues in the US

•Pseudonymous/anonymous transactions
•Terrorist financing and anti-money Laundering
•Ransomware

•Initial Coin Offerings

•Crypto-currency, -security, -asset,  -commodity?
•SEC, IRS, CFTC

•Ethereum ‘smart contracts’ – not smart, not contracts
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Further reading
• Bitcoin Wiki

• 3Blue1Brown, “Ever wonder how Bitcoin (and other cryptocurrencies) 
actually work?” (video)

• Computerphile, “SHA: Secure Hashing Algorithm” or “Hashing algorithms and 
security” (videos)

• David Birch, “Explaining Bitcoin to the man on the street”

• Steve Wilson, “Bitcoin plain and simple”

• Wikipedia, “Bitcoin” and “Blockchain”

• Kenn Sherriff, “Mining bitcoin with pencil and paper”, (more technical – but 
truly excellent blog) 
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https://en.bitcoin.it/wiki/Main_Page
https://www.youtube.com/watch?v=bBC-nXj3Ng4
https://www.youtube.com/watch?v=bBC-nXj3Ng4
https://www.youtube.com/watch?v=DMtFhACPnTY
https://www.youtube.com/watch?v=b4b8ktEV4Bg
https://www.youtube.com/watch?v=b4b8ktEV4Bg
https://medium.com/future-of-currency/explaining-bitcoin-to-the-man-in-the-street-sort-of-c817c0659b10
https://www.constellationr.com/blog-news/blockchain-plain-and-simple
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Blockchain
http://www.righto.com/2014/09/mining-bitcoin-with-pencil-and-paper.html


Appendix



Bitcoin: a peer-to-peer payments network
• Peer-to-peer payment network 

operating on a cryptographic protocol
• Blockchain: a huge, distributed 

database (e.g. ledger) for which 
everyone can have a copy

• Unchangeable record of the order of 
all transactions tracing back to the 
first transaction

• Bitcoin blockchain size 7/1/17: 144.35 
GB (source)

• Uses a cryptographic protocol for 
transactions
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https://bitinfocharts.com/


Odds of solving the math problem 

Kenn Sherriff: 

• “finding a successful hash is 
harder than finding a 
particular grain of sand out 
of all the grains of sand on 
Earth.”

Source: CNN
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http://www.righto.com/2014/09/mining-bitcoin-with-pencil-and-paper.html
http://www.cnn.com/2011/TRAVEL/06/17/beach.metal.detecting/index.html


Addresses, accounts and wallets
• Accounts (hold many wallets)

• Each Bitcoin user is like a bank

• Multiple accounts in a bank

• Each Bitcoin you send goes from a 
different account

• Addresses (used for transactions)
• Accept Bitcoins (don’t send) 

• Most addresses are 34 characters 
(some are shorter)

• One per transaction

• Created using a public and private 
key

• Wallets (hold keys and addresses)
• Keypairs for each of your addresses

• Transactions done from/to your 
addresses

• User preferences

• Default key

• Reserve keys

• Accounts

• A version number
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Try it 
yourself!

Source:  Kenn SherriffBenjamin Dean | 18 October 2017 | @benjamindean

http://www.righto.com/2014/09/mining-bitcoin-with-pencil-and-paper.html


The ins-and-outs of transactions

How transactions work Chaining blocks together

Source:
Kenn Sherriff
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http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html


Merkle trees

Source: Azaghal 
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https://commons.wikimedia.org/w/index.php?curid=18157888


Transaction fees

Source: Alex Sunnarborg
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https://twitter.com/alexsunnarborg/status/872820705607520256/photo/1


Transaction fees (another perspective)

Source: Elaine

Average cost per transaction (block reward plus transaction fees, divided by number of transactions)
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https://elaineou.com/2017/03/17/the-bitcoin-backlog/

