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This brief responds to the Court’s June 20, 2008 order, providing the
Government with an opportunity to respond to Yahoo’s argument—aised for the

first time 1in this case during rebuttal at oral argument——that the directives are

unlawful because “the surveillance at issue inc]udes-

B Scc Order, Docket No. 08-01 (June 20, 2008). For several reasons,

that argument should be rejected. N

At the outset, this argument fails because Yahoo did not properly raise the
argument below or in its bricfs on appeal, and thus has waived it. In addition, even
it the argument had been properly raised, it should be rejected because the
Government has not sought to acquirc under the Protect America Act the ||l
_, of any U.S. person from Yahoo. Under settled standing and
ripeness principles, the hypothetical possibility that the Government may do so in
the future provides no basis for invalidating the Yahoo directives here. (\N\

In all events, the Government’s acquisition ot—i' U.S.
persons outside the United States is reasonable under the Fourth Amendment. In
addition to the many safeguards described in the Government’s merits brief, the
Government has taken further steps to ensure that its acquisition ol
_is closely monitored and not used as a means to avoid the normal

FISA process. Moreover, where the Government does acquire [l
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B (' minimization procedures require that NSA purge (with only

limited exceptions) any domestic communications from its collection. These
protections-along with the numerous other safeguards discussed in the
Governmenl’s merits brief—ensure that acquisitions under the directives are

reasonable and thus lawful under the Fourth Amendment. {S/78HANIL).

I.  Pectitioner’s Belated Challenge to the Acquisition of H
Of U.S. Persons Is Not Properly Before the Court (U)

Yahoo’s rebuttal argument—that the directives are unlawf{ul because they

peit the Covernnet o acqiv

-- —should be rejected at the outset. Since this litigation began, Yahoo has

known that || v c e subject to acquisition under the directives.

See Joint Appx. (“I.A.”) at 22, 24, 26 (directives to Yahoo expressly identifying

I Y. Ychoo did not make the argument before the

Foreign Intelligence Surveillance Court, and did not raise it in either of its briefs

before this Court. The argument has thus been waived. Seec United States v,

Godines, 433 IF.3d 68, 70 (D.C. Cir. 2006), Sheinkopf v. Stone, 927 F.2d 1259,

1263 (1st Cir. 1991). (5.
In addition, even if the argument had been properly raised, Yahoo may not
press it here. The Governiment has not sought to acquire any U.S. person’s_

—-. from Yahoo, and on only one occasion has the Government

2
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sought such information with respect to a U.S. person under the Protect America

Act. See Declaration o_ (‘- Decl.”) at 4-5 (attached as Ex.

1). As a result, this challenge is not ripe, and Yahoo lacks standing to press it. See

New York v. Ferber, 458 U.S. 747, 767 (1982) (*a person to whom a statute may

constitutionally be applied may not challenge that statute on the ground that it may
conceivably be applied unconstitutionally to others in situations not before the

Court™); accord Warth v. Scldin, 422 U.S. 490, 499 (1975). Yahoo may not raise

an as-applied challenge to the directives based on conduct that it has not
experienced. And any facial challenge must be rejected as long as the directives
are capable of constitutional application in some situation, which, as the court

below held and Yahoo itself concedes, they clearly are. (8),

[I. The Government’s Acquisition oi_f U.S.
Persons Abroad Pursunant to the Directives is Constitutional (U)

In any event, the acquisition of foreign intelligence information from the
I o - U-S. person outside the United States is reasonable in
these circumstances and therefore constitutional. TS

To begin with, the acquisition of such information with respect to U.S.

persons abroad is the exception rather than the rule. Since the Government began

acquiring information pursuant to the Protect America Act,—
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Moreover, as sct forth in its merits brief and at oral argument, the
Government has adopted numerous procedures to tailor its foreign intelligence
collection and to protect the privacy of U.S. persons. See Gov't Br. at 34-537
With respect to _;, there are additional factors that further
establish the reasonableness of the Government’s acquisition. In particular: (1) the

Government requires an additional, independent level of review and approval

o it s N PSR e NN R e |

_ (2) the Government’s minimization procedures limit the retention,

use, and dissemination of || ||| N < (3) the privacy interests of

| which

Mem. Op. and Order,
I (F1SC June 18, 2008) (attached as Ex. 2).
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U.S. persons in communications [
Additional Protections for | N Bec- s I

 the Government has sought to ensure that the Protect America

Act is not used to circumvent the traditional FISA process. || GGG

FBI OGC then determines whether the acquisition

should take place and what, if any, additional measures should be adopted. I1d. In
addition, the FBI is required to give notice of the collection to NSA, the

Department of Justice’s National Security Division, and the Office of the Director

of National Intelligence. Secli Decl., Fx. A at 6. TSL
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Sec id. at 5-6. {SHSI)

As the Supreme Court has recognized, that such decisions are reviewed by
an independent official within the Executive Branch (in the one instance referenced
above, the FBI General Counsel herself approved the collection, id.), is an
important safeguard establishing the reasonableness of the surveillance. See

Griffin v. Wisconsin, 483 U.S. 868, 879-80 (1987). Moreover, that only one U.S.

person has been subject to the acquisition of | G
Minimization Procedures. Hven where the Government acquires thejj

_ any privacy interests of U.S. persons in -

such || < further protected by the minimization procedures
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the Government employs. In particular, the NSA’s minimization procedures
provide that NSA must destroy all domestic comumunications unless they contain
foreign intelligence information, are evidence of a crime, or contain certain

technical database information. See E.A. 475-76; see also id. at 465-66. Where

such communications contain foreign intelligence information, the

I ¢ (5

Limited Expectation of Privacy. Finally, the reasonableness of these

procedures must be gauged in light of the limited privacy interests that a U.S.
person outside the United States retains in information | GGG
- Even outside the foreign intelligence surveillance context, many courts
have held that particular user policies or disclaimers may reduce or even eliminate
the reasonable expectation of privacy of individuals using such computer networks.

See United States v. Simons, 206 F.3d 392, 398 (4th Cir. 2000); Muick v. Glanayre

Electronics, 280 F.3d 741, 743 (7th Cir. 2002); scc generally United States v.

Miller, 425 U.S 435, 443 (1976). Bul see Warshak v. United States, 490 I.3d 455,

469-75 (6th Cir. 2007), vacated and reh’g en banc granted by 2007 U.S. App.

LEXIS 23741 (Oct. 9, 2007). (U)
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—FOP-SECRETHCONINTHORCON,NOFORN—
3 -ON;

I . ettt cxpectation

of privacy that a target of foreign intelligence surveillance has_
B s (hcrefore further diminished when the person goes abroad.
In any event, the Court need not decide what privacy interest (if any) a target

has in ||| - (¢ circumstances here. For the purposes of this

appeal, the Government allows that an individual may have some expectation of
privacy in certain ||| cpcrding on the particular factual
circumstances. But that cxpectation, at a minimuin, would be highly diminished
by, for example, the terms of any user agreement and the fact that the target is

outside the United States. See Yahoo! Inc.’s Supplemental Briefing on Fourth

Amendment Issues at 10 n.16 (filed Feb. 15, 2008) (stating Yahoo’s terms of
service). And when that diminished privacy interest is balanced against the many
protections employed by the Government, and the Government’s compelling

interest in acquiring forcign intelligence information, the Government’s acquisition

I s (cs0nable under the Fourth Amendment. {S).

8
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Respectfully submitted,

Wslhens QYo

Gregory G. GGarre
Acting Solicitor General

John A. Eisenberg Matthew G. Olsen
John C. Demers
Office of the Deputy Attorney General

National Security Division

United States Department of Justice
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FOP-SECRETHCOVINT/NOFORN—

UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT OF REVIEW
WASHINGTON, DC

IN RE DIRECTIVES TO YAHOO Courl of Review Docket: 08-01
INC. PURSUANT TO SECTION
105B OF THE FOREIGN
INTELLIGENCE SURVEILLANCE

ACT. (8)
DECLARATION orq
FEDERAL BUREAU OF INVESTIGATION (U)

1. Taj N of the Commmications Exploitation

Section, Tederal Bureau of Tnvestigation (“FBI™). Thave held this position since

_. 1 have been employed hy the FBI in a variety of capacities since

- My primary responsibility with respect to the Protect America

Act is to oversee the FBI’s implementation of the Protect America Act, including

I | 2 personally aware of the facts

contained in this declaration or have been made aware of them through briefings

Classified by: Matthew G. Olsen, Deputy Assistant
Attomey General, NSD, DO]J

Reasorn: 1.4 (c)

Declassify on: 25 June 2033



and information provided by FBI and NSA personnel in the course of drafting this
declaration. {S)

2. On R i< £B1 bezarf . -
authorized under DNI/AG 1058 Certifications ||| G - 1ong
others. As ol R 5! s
s e e T )
reasonably believed to be used by persons located outside the United States. Of
o R T T |
e ST |

3. Pursuant to a Memorandum of Understanding among the FRI, NSA,
and the Central Intelligence Agency (“CIA”),—
I s~ nust obtain Attorney
General authorization, pursuant to the procedures under Executive Order 12333,
secton 2.5, [ i i
correct copy of this Memorandum of Understanding is attached as Exhibit A to this
Declaration, (8)

L R
—, FBI conducts due diligence to determine whether the-;

CR 0327
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user of that account is reasonably believed to

be located within the United States or is a United States person. |GGz

'— |

|

[ e R A I T e R e | ()

6. To the best of my knowledge, the FBI procedures set forth in

paragraphs 4 and 5 have been substantially followed with respect to all FBI

requests || | | G > suant to the Protect America
Act. Under the procedures used by the FB—

CR 0328
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I - cvicw conducted on May 27, 2008,
revealed an error rate of about 3.5 percent, and indicated that none of the errors
o AR R R |
by a person located within the United States —
I -

7. The FBI has sought to—pursumt to the
Protect America Act ﬁ'om_.
United States person, —i‘om—
I s ot naintained by Yahoo but is
(e R R e e VP R |
L e A R ooy it~ o3|
BNy e e R

assessed,

ey
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of Executive Order 12333 for the NSA to conduct electronic surveillance of -
- while he is outside the United States was executed by Deputy Attorney
General Mark Filip on _ and 1s valid for a period of 90 days from
that date. (TS/H/SEANE)

S
B st to the Protect America Act on|| G

—

CR 0330
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[ R ) B A TR B AT | )

I declare under penalty of perjury that to the best of my knowledge the
foregoing facts are true and correct. (U)

Signed this 25th day of June, 2008. (U)

Communications Exploitation Section
Federal Burcau of Investigation
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UNITED STATLES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

MEMORANDUM OPINION AND ORDER

On January 15, 2008, this Court issued a Memorandum Opinion and Order (“January 15

Optrion’) iu-uf the above-captioned docket numbers: _

(collectively the “07 Dockets™). The January 15 Opinion is incorporated herein by reference and
madz a part of this Opinion and Order, The Januw:y 15 Opision upproved, under the standard of
review for clzar erver epplicubls under 50 U.S.C. § 18050(1}),‘-1mccdurcs used by the
National Security Agensy (NSA) in implementing authorities o acquire foreign intelligence
information under the Protect America Act of 2007, Pob. L. No. 110-55, 121 Stat. 552 (PAA}.

On February 12, 200§, the government filed in each of the 07 Dockets additional sets o7
procedures used by the Federal Burean of Investigation (FBI) when that agency acguires foreign

intelligence infounation under PAA authogities. These procedures were adopted pursusnt 1o

! This standard of review under 5¢ U,S.C. § 1805¢(b), and the meaning of other periingnt

yovisions at 50 U.S.C. §§ 18052 and 1805b(2)(1), ave explicated in the January 15 Opinivn al
—The swne understanding of these provisions is applied herein.

CR 0344
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amendments made by the Attorney General and the Dircctor of National Intclligence (DNT) on
Janary 31, 2008, to te certifications W {ac 07 Dockets.
On March 3, 2008, the government submitted NSA and FBI procedurss in a new maiter:-

Beeause the PRI and NEA procedurss submitted in Docket No - are quite similar to the

procedures subinitied in the 07 Dockers, the Cowrt has consolidated these matiers {or purposes of its
review under 50 U.8.C, § 1805¢c.

Tigr the reasons explained below, the Court concludes that it refaing jurisdiction Lo review the
ghove-deseribed procedurss under § 1805¢. On the merits, the Court finds that the FBI pmced‘:.g'cs
subnitted in ench of the 87 Dochess, and the NSA and FBI procedures submitted in Docket Nn.-

-sat'isfy the applicable review for elear error undar 50 U.S.C. § 1805¢(b).

I. The Court Retains Jurisgiction to Review the Governiment’s Procedures.?

Section 6(c) uf the PAA, as originally enacted, provided that the substantive ferins of the
PAA weie 1o “cense to have effect 180 days after the date of the enactinent™ of that statute, subject

to exceptions provided in seciion 6(d) of the PA4 and discessed below. PAA § G(c). By a separate

2 Similar issues wer caaad by another judge of the Foreig Intelligence Surveiliance
Court (F1SC) m Docket No. In e Directives, Mamorandum Opinion eatered Apri!

25,2008, at 5-12, 39-43. The juriedictional analysis herein is in accord with that opinion,

Page 2
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enactment, Congress cxtended this period to “195 days after the date of the enactment of [the

origine] PAA) Ss¢ Pub. L. 110-182, § 1, 122 Stat. 605. Back of the above-referenced procedures

wore adopted by the Attorney General and the DNI prior to the expiration of this 1Y5-day period.
Seetion 6(d) of tae PAA provides:

AUTHORIZATIONS TN EFFECT. -Authorizaticns for the acquikition of foreign
directives issued pursuanl to such authorizations, shall remain in effect untl their
expiration. Such acamsitions shall be poverned by fhe applicable provisions of such
amendiments and shall aot be deemed (o constitule electronic surveillance as that
term is defined in [30 U.S.C. § 1801(D)1.

PAA § 6(d) (emphagis added).

In all -of the ahove-caplioned dockets, the DNI and the Attorney General anthorized
acquisitions of foreigu intelligence information by making or amanding verfifications prior to
February 16, 2008, purauant to provisions of the PAA codified st 50 U.S.C. § 1805b." Section
1805b requires the Atfamey Gereral and the DNLio certify, among other things, that “there are
reasonabls pracedures in place for determining that the acquisition of foreign intelligence
information under this seclion concerns persons reasonably bolieved to be located outside the

United States, und such procedurss wil] be subject to review of the Court pursuant to [30 U.S.C. §

1805¢1,” § 1805b(a)(1) (emphasis added). Sszction 1805¢, which is anotuer provision enacted by

* The Court concludes that these amendments were an effective means of adonting
additiopal procedures under § 18050(a)(1) for the reasons stated in In re Direclives, Memorindom
Optuion cotered April 25, 2008, al 25-43,

" Section 2 of the PAA provides: “The TForeigu [ntelligence Surveillance Act of 1978 (50
U.8.C. 1801 et seq.) is amended by inserting after [S0 U.S.C. § 1805] the following: [tha full text of
50 U.S.C. §§ 1805a and 18050 follows].” PAA § 2.
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the PAA P provides thet fue FISC “shall assess the Government's determination under [§
1505b(r)(1)] . ... The vourt’s review shall be limited 1o whether the Government™s detennination
is c!ea_r]y erropeous.” § 1805¢(b). Umder these provisicns, of the Attorney Genersl and the DNI
authorize acquisitions of foreign intelligence infonvaticn under § 1805b, the FISC st review the
accompanying & 1805b((!) prosedures, Conseguently, the judicial review provisions of §§
1805h(a){1) und [8QSe are, in the language of section 6(d) of the PAA, “applicable provisions™ of
the PAA, pursuant to which the relevant mrhorizations were made. By the terms of 560&011 6(d),
theys judicial review pravisions ramain in force as applied to the procedures now before the Court,
despile the lapse of these provisions [or other prrposes by operation of =ection 6{c).

The Count alse voncludes that the thnetable for review set out in § 1805¢ docs not negate
jurisdiction. Section 180Sc provides that the government shall submit precedures to the FISC “[njo
iater than 120 days after the effective date™ of the PAA, § 1805¢(z), and that the FISC *“shall assess™
those proceduras “[n]o later than 180 days afier ths effective dats” of the PAA. § 1805¢c(k). It
further provides that “[tThe procedures submitted pursvant (e this section shall be updated and
subiitted fo the Court on an annual basis.” § 1805¢c(z).

The procedures now at issue were submilted to the FISC after the 120-day period specified
for subnuission (and well in advance of the time for annual submission of updated procedures). The
180-day period specified for the RISC to “agsess™ the procedures bas also pagsed. Indeed, the

procedares in Docket Nu.-wcm submitied after the 180-day peried specified for FISC nction,

* Scotion 3 of the PAA provides: “The Foreipn Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.) is emended by inserting after (50 U.S.C. § 1805D0] the {ollowing: [the full text
of 50 U.S.C. & 1805¢ follows| ™ PAA &3,

Page 4



while the procedurzs nove ot issuc in the 07 Dockets were submutted only a few days before the end
of that 1 80-~day period. However, the goverament would consirue the 120-day and 180-dny

tinietables specified in § 1805¢(a)-(b) as applying only to the procedures initinlly subritted, so that

iherzafier the Attorney Genesal and DNJ cowld still adop: and submil, and the FISC gould review,
revised oy additional procecures,” The sliernative reading of § 1805¢(a)-(b) would artificially delay,
until the tims for an “unnnal™ update, judicial review of procedurss that the government is ready to
submit and is already implementing. The Court agrees with the government's suggested
constroction of § 1805c{a)-(1) bacause it avoids this snomalons result,

For these reasons, the Court finds that it confinues to have jurisdiction to review the
procedurss al issue under § 1804c¢,

II. The Goverament’s Procedures Satisly the Applicable Review for Clear Error.

The procedures now before the Court are the NSA procedures submitted 1n iha-dm:]:e::
and the FBI procedures submitted in ail-Df' the above-captioned dockets, Each set of
procedures s disenssed below,

A, The NSA Procedures in the Dociat

The NSA prosedutes in t‘m:- dockel are sirgilay in mosy respeets to the NSA procedures

in the (7 Dockels, which are discussed in the Jonuary 15 Opinion, Mast of the differsnices in the

¢ See Docket Nos
2007, ut 56-57; sce also Dozket No.

bt D

Bebruary 29, 2008, 2t 24-28 (filed March 7, 2008)

Transcript of Proceedings hield Degember 12,
Govemment's Respense to the Court’s Order of

Page 5
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NSA. procedures ae in the nature of clarificutions’ or follow directly from the differing classeg of
fargets in each case.’

The only substantive difference batween the NSA proceduras in tht:-dockcl and the
INSA proceduses i the 07 Dockets is that thp:'ncadmes siate:

If NSA inadvertently ncquires a commvanication senf to or frore the target while the

target is or was jocaied inside ths United States, such communication will oréinarily

be de snoyem upon recognition, However, the Dircetor of NSA may authorize

retention and use of such inadvertently acquired comumunications if he determines in
writing that they contain significant foreigu ntelligence.

piherwise identical text to

i1 the docket state that,

See Dozket No, INSA Procedurps at 7,
The NSA procedwres discussed in the Jaruary 13 Opinion do not include such a statcment;
however, the government has represented that it would adbere to the same limitation in

implemienting the corresponding| roviszions of those procedures. Seg
Junuery 15 Opinion 2 22 0.20,

b

Page 6



CR 0350

p
ocket No, - NSA Procedures ot 6. The NSA procedures in the 07 Dockets do nol conlain
such # statement.’

The above-guoled provision does noi provide grounds for the Conrt to find that the NEA
procedures in the.-dockct do not satisfy the applicable review for clear error under § 1805¢.
Under (he relevant statutory provisions, the governmeni's procedures are required o provide a
reasonable belisf that & person targeted for scquisition is located vutside of the United Stetes. Ses
Janvary 15 Opipdon at 7-8, 14-15 (consiraing 50 U.S.C. §§ 1805a, 18050(e)(1), & 1805¢).
Abisolute certainty is not required. 1t follows that, pursuant to procedures that salisty these stututory
provisions, the government may from time to time acguire information about persons who are
reasonably believed to be outside of tha United States, but are later learned to have been within the
Unitedd States at the thme of acquisition. Another provision of the PA A regulates the retention of
information by requiring the government to adopt and follow “minimization procedurss,” See 50
U.S.C. § 1803hia)(5). But those procedures arz nol subject to FISC review vnder § 1805¢. Sce
January i5 Opinicn at 6. The statutory provisions that ate relevant to this proceeding — §§ 18054,
1805b(a)(1), and 1805¢ -- do ot restrict whet the government mey do with infommation once
acquired, For thess reasons, the above-quoted provision does not render the NSA procedures in the

-d(}ckct; “clearly crroneous” for purposes of review nade: § 1805¢.

> M‘-scts of NSA procedures pmvidc that, upon learming that a targeted persoit 15 Inside
the United States, NSA will “[t]ermninate the acquisition from that person without dclay and

de gurveillanco under o

deterinine whether to seal authorization to conduc! elsctron
rovisions of [the Foreipn Intelligence Surveillanee Act].”

Page 7
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B, The FBI Procedures in All of the Above-Captionzd Dozkets
Additional prosedures submitied in cech of the above-captioned dockels apply to

—by the FRL '1."11csc..=:am of provedures are identical in

substance.” The fundmm:ntai_ point about these procedures, for pupases of judicial review under §
1BO5¢, 1y st they apply in sddition to the WSA procedures; that is—are
acquired only for “Designated Ascounts” that the NSA, pursnant to ils own procedures, has already
determined “are being used by pzrsons reasonahly believed to be outside of the United States.”  #2/
Procedures at 1, The Coust previously found 1hat the NSA procadures in the 07 Dockels satisty the

applicable review for clear crvor, gee January 15 Opinicn at 13-24, and the government represents

fhat the subscquent adoption of the FB1 procedures “did not alter those NSA procedures,” As

" See Docket No, Procedures Used by FI31 to Acquire Foreign Tatell:
Information

Hercinafter, these procedurcs are collectively referred to zs “FBI
rocedures” and separatc citations to these procedures 2 submilied in individual dockets are

2
provided only when required by differences in papination.

I\ e same docurcnls i cach docket atso contain “minimization prosedures” for [ NN
biained by the FBI, See FBI Procedures al 3-4. As stated above, these
minimization procedures are not subject to judicial review under § 1805¢. They ave discussed herein
ouly insofar zs they relate to the procedures adopted pursuant w § 1805b(a)(1), wliich of course are
subject to review in this proceeding,

Pags B
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AN

expiained above, the Courl also finds that the NSA procedures i the locket satisty the
applicable review for ¢lear evror,

Tt wouid seem to follow a fortion that FBI procedures affording additional assurance that the
user of an elsctronic coramunications account 1 reasonably believed to be outside of the United
Staies would also survive roview noder the same “clear evor” standard. And in fact, nothing inn the
FI3T procedures sugpests othenwise. NSA is required to “provide the FBI . . . with an explanation of
NSA’s conglusion that the user of the Desiguated Account 18 o person reasonably believed 1o be
focated outside the United States,” 747 Frocedues al 1, whish the FBI reviews “in consnltotion

with NSA.Y FBI Procedures 1 Docket Nos.-t 1; FBI Procedures i Docket Nos,

-at i-2. ITNSA’s explanation i§ “sufficient,” the FBI W'Lll—

concerning the Designated Aceount and its presumeg user.”

.. [the user’s] location inside or outside the United States.”

_ini‘orma‘ti on indicating that the vser is ioside the Umnited States
(or otherwise indiceting that the rxcquisitiam_wmﬂ d be inappropriate), then

service provider. 1d. at 2. “If the I'BI Jocates information indicating that . . . the user of the

Designated Aceount . .. i8 locsted inside of the United States,” the FBI will inform NSA-

Papge 9
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—wﬂ] not bs acquired (uniess it {8 subsequently determined that the

user is guiside the United Siaies). 1d.” The FBI's noplementation of these procedurcs {5 subject (o
*portodiz revisws” by the FBI Inspection Division (“on a quarterly basis™), und by the Department
of Justice and the Olfice of e Director ¢f Nationa] Intelligence (“al least once every sixty days™).
1d. at 4.4

The ¥BI precedures provide measures to verify fhat persons targeted for acqaisition are
outzide the United Stutes, over and above the sieps taken pursuant to the NSA procedures.
Accordingly, the Cou:t finds that the FBI procedures, as supplementary to the NSA procedures in
Lav above-captioned dockets, satisfy the applicable review for clear error.

1. Conclusion

For the rensons stated herein, the Courz finds, in the lanpuage of 50 U.S.C. § 1805¢(b) and

consisten: with the Coury’s interpretation of that provision in view of 50 U.S.C. §§ 1805b(a)(1) and

1* Conversely, “[iJf NSA analysis . . . indicates that a user of a Designated Account . . , is
actually located withia the United States . . ., the NSA shall promptly advise the ¥B1, and FBI will
terminale _rh respect to the Designated Account.” Id.

Y The FBI procedures coutain the following provision under the tubric of minimization:

Any commmmication acquired through the targeting of a p=rson who at the time of
targeting was reusonably believed to be located outside fhe United States but is in
fact Jocated inside the United States at the tme such communication is acquired shall
be destroyed unless such conmmunication is reasonably believed to contain foreign
irielligence information, evidence of a crime that has been, is being, or is about 1o be
committed, or information retained for cryptanalvtic, traffic analyiie, or signal
exploitation purposes.

FBI Procediures ot 3. Retendion of information under these cirewmatances does not ronder the FI3)
procedures “clesrly erioneous” for purposes of review under § 1805c. See Part TLA. supig,
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18050, that the Govermuent’s detesmination under 50 U.S.C. § 1805h{a)(1) — that the procedures
dissussed herein “are reasonably designed {0 ensure that acouvisitions conducted pursuant ta

& 1805b] do not conslituie electronic surveiliance™ — is nat “clearly erroneons.” Accordingly,
pursuant to § 1805¢(e), it is hereby ORDERED ikat the continued nze of such procsdures is

approved,

it

- ‘f"’
iiliiIAii Iih""la.{ day of Tuue, 2008, regarding DNTAG 105B (!ertiﬂ{:ntian-
,} /, i 4 Y/
3 i v
|/

COLLEEN KOLLAR-KOTTL
Judge, United States Foreign
telligence Surveillance Court
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National Security Division
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