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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

MEMORANDUM Oll"INIDN AND ORDER

This Memcrandum Opinion and Order is issued pursuant to 50 U.S.C. § 1803¢(b) & (¢),
which provide for the Foreign Intelligence Surveillance Court (FISC) to review, under a “clearly
erroneous” standard, procedures adepted by the Ar‘to;ncy Genera! and the Director of Nationel
Intelligence (DNI) under 530 U.S.C. § 1805b(a)(1). For the reasons staled hereiii, the Court finds
that the procedures that have been submitted to the Court meet the applicable review for clear error
with regard to the government's determunations that the coilections appropriately CONCEIn persons
reasonably believed to be outside of the United Startes.

L Procedural History

On August 17, 2007, the government filed a set of procedures with this Court pursuant to 50
U.S.C. § 1805c(a). Those procedures pertain to a certificaticn by the Atiomey General and the
Director of Na;ional Intelligence, styled DNI/AG 105B Certification 07-01, filed under seal on
August 10, 2007, p&smt to § 1803b(c). Under that certification, 2nd following these procedures

(*07-0! procedures™), the Navional Security Agency (NSA) acquires foreign inteiligence
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In an order dated October 11, 2007, the Court stated that it would consider these

procedures jointly for pm@oscs of the Court’s review pursuant 1o 50 U.S.C. § 1805¢, and dirsctad
the govermment 1o address specific questions about these procedures identified in the Court’s initial
review, That order (“October i1 Order™) is incorporated herein by referen;a and made a part of this
Opinion and Order. See atachad Tab A. The government timely submitied its response on October
26, 2007, see Government's Response to the Court's Order of Coicber 11, 2007 (*Gov i

2sponse”), which is incorporated herein by reference and made a part of this Opinion and Order, as
the Couwrt has rclic;l'on its contents, See attachéd Tab E.

On December 12, 2007, a hearing in this matter was conducted on the record. The transcript

of thall hearing (*7rans.”) is incorporated herein by reference and made 2 part of this Opinion and

Order, as the Court has relied on its contents. See attached Tab C.
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1. Starutory Framework

In this matter, 2 judge of the FISC is for the first time exercising a responsibility assigned to
it by the Protect A.meripa Act of 2007, Pub. L. No, 110-35, 121 Stat. 532 {PAA)., The PAA created
a new framework, within the Foreign Intelligence Surveillence Act of 1978, codified as amended at
30 U.B.C. §& 1801-1871 (FISA), under which the Exscutive Branch, pursuant 1o a “certification™ by

the Attorney General and the DN, may conduct certain forms of foreign intelligence collection, and
L4
direct third parties to assist in such collection.
The PA A accomplished this in several steps. First, the PAA provided that FISA's definition
of elecironic surveillance, at 50 U.8.C. § 1801{f), shall no1 be “construed to encompass survsiliance

directed at a person reasonably believed 1o be located outsids of the United States.™ 30 U.S.C.

§ 1805z.!

' Prior 1o the PAA, the government had argued 1o the FISC that, in some contexts,
surveiliances of targets outside of the United States did constitute electronic surveillance as defined
by FISA, such that the FISC had jurisdiction. The FISC judges conciuded that thev did have
jurisdiction over ceriain tvpes of such surveillances,

the request of the government, FISC judges have enterizined appiications for authority
1o conduct such surveillances. Since the snactment of the PAA, the govemment has opted, pursuant
i the “transition procedures” of the PAA, to continue to submit applications to the FISC for
authority to conduct such suiveillances, “under the provisions of [FISA] as in affect” prior to the
effective date of the PAA. PAA § 5(b).

— ’
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Second, the PAA created a new “certification” mechanism.® Under this PAA mechanism,
“the [DNI] and the Atiorney General, may for periods of up to one year authorize the acquisition of
foreign intelligence information concerning persons reasonably believed to be outside the United
States.” 30 U.S.C. § 1805b(a). In orderto grant such an authorization, the DNI and the Attorney
General must make several specified determinations. Most pertinently, they must determine that

(1) there are reasonable procedures in placs for determining that the acquisition of

foreign intelligence information . . . concerns persons reasonably believed to be

located outside the United States, and such procedurss will be subject to review of

the Court pursuant to [50 U.S.C. § 1805¢; and]

(2) the acquisition does not constitute electronie surveillance . . ..
id.’ Thése determinations “shall be in the form of a written certification, under oath.” § 1805b(a).
The Attormey General and the DNI may direct a person to assist in acquisitions pursuant to such a
certification. § 1805b(e).

Third, the PAA provides for judicial review of certain aspects of the certification proecess.

The government is required to “transmit” to the FISC copies of each certification, § 1805b(a), and to

! The pre-PAA version of FISA provided a means for the Atiomey General to authorize
some forms of electronic surveiilance, without benefit of a court order, by making a different typs of
“certification.” 50 U.S.C. § 1802(a). Section 1802(a), which the PAA did not alter, is available
only in narTowly drawn circumstances — when the surveillance is “solely directed” at ceyain types of
foreign powers (not incliiding groups engaged in international terrorism) and “there is no substantial
likelihood™ that any U.S. person’s communications will be acquired. § 1802(a)(1X(A) & (B),
Although copies of such certifications are filed with the FISC under § 1802(2)(3), the FISC has no
role in reviewing them,

¥ The other required elements of the cerification involve assistance from a third party who
has access to communications or communicaticns equipment; the “significant purpose™ of obtaining
foreign intelligence information; and the adequacy of the minimization procedures to be followed.
50 U.S.C. § 1805b{(a)(3), (a)(4) & (2)(5).

Page 4
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“submit” 10 the FISC “the procedures by which the Goverrrment determines that acquisitions
conducted pursuant 1o [§ 1805b] do not constitute electronic surveillance.” § 1803¢(a). *No later
than 180 days after the effective date” of the PAA, the FISC *“shall assess the Government’s
determination under section 1805b{a)(1) that those procedures are reasonably designed to ensure
that acquisitions conducted pursuant to section 1805b do not constitute electronic surveillance. The
court’s review shall be limited to whether the Government’s determinartion is clearly erroneous.”
§ 1805¢(b).

If the court concludes that the determination is not clearly erroneous, it shall enter an

order approving the continued use of such procedures. If the court concludes that the

determination is clearly erroneous, it shall issue an order directing the Government to

submit new procedures within 30 days or ceass any acquisitions under section 1805b

of this title that are implicated by the court’s order.
§ 1805¢(c).!

Three points about the FISC's role under § 1805¢c bear emphasis.” First, the FISC is to apply

a “clearly erroneous” standard of review. To apply this standard properly, the FISC looks to how a

“clearly erroneous” standard of review is understood in other contexts.® When an appellate court is

* The PAA also provides a role for the FISC regarding directives issued pursuant to
§ 1805b(e): under § 1805b(h), the recipient of such a directive may file a petition with the FISC
challenging its legality; and under § 1803b(g), the government “may invoke the aid” of the FISC “to
compel compliance™ with a directive.

‘Ina sepa.refte, adversarial proceeding before another judge of this Court under § 1803b{g),
the respondent has argued that the PAA is unconstitutional because it viclates the Fourth
Amendment and separation-of-powers principles. See Docket No. 105B(G) 07-0!. In the instant,
ex parte proceeding under § 1803c, the Court addresses only those issues commended to it by
§ 1805c, and does not reach those constitutional issues.

® See Bradlev v. United States, 410 U.S. 603, 609 (1973) (statute understood 1o use
(continued...)
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- finding . . . simply because it is convinced that it would have decided the case differently.

CR 1245

—TOP-SECRET/COMINTHORCONNOFORNAXT—
reviewing a district court’s findings of fact, see Fad. R, Civ, Proc. 52(a), it finds clear error only
when “left with a definite and firm conviction that a mistake has been committed.” McAllister v.
United States, 348 U.S. 19, 20 (1934) (internal quotations omitted). The review is not de novo,
because the “clearly erronecus”™ standard “plainly does not entitle a reviewing court to reverse the

”

Andersen v. City of Bessemer Citv, 470 U.8.'564, 573 (1983). And the “clearly erroneous™

standard of review applied by this Court under different provisions of FISA” “*is not, of course,
comparable to a probable cause finding by the judge.’”” Inre Sealed Case, 310 F.3d 717, 739 (FISC
Rev. 2002) (quoting H.R. Rep. No. 95-1283, pt. 1 at 80).

Second, the scope of the Court’s review under § 1803c is narrow. Executive branch
determinations under § 1805b(a)(4) & (a)(5) regarding the purpose of the acquisition and the
adequacy of minimization procedures are not subject to review under § 1805¢c. Nor, under § 1805c,
does the Court make any assessment of probable cause, as it does pursuant to §§ 1805(a)(3) and
1824(a)(3) before issuing orders aurhorizing electronic surveillance and physical search.

Third, the statute describes the subject matter of the Court’s review under § 1805¢ using

varying and ambiguous language. Section 1803b(a)(1) sets out the relevant executive branch

-

%(...continued)
“familiar legal expressions in their familiar legal sense"”) (internal quotations omitted).

7 An application to the FISC for an order authorizing electronic surveillance or physical
search must contain a certification from a designated senior executive branch official. See 50
U.S.C. § 1804(a)(7) (electrenic surveillance) and § 1823(a)(7) (physical search). To grant such an
application for a2 U.S, person target, the FISC judge must find that the certification is not clearly
erroneous. See §§ 1805(a)(3) & § 1824(a)(5).

FOP-SECRET/COMINTAORCONNOEORNKL
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“determination™ as follows: that “there are reasonable procedures in place for determining that the

acquisition of foreign jntellicence information under this section concems persons reasonably

believed to be located outside the United States.” § 1805b(a)(1) (emphasis added).! However,
§ 1B05c(b) states that the Court “shall assess the Government's determination under [§ 1805b(a)(1))
that those procedures are reasonably designed to snsure that acquisitions conducted pursuant to

[§ 1805b) do noi constitute electronic surveillance.” § 1805¢(b) (emphasis added). One provision

focuses on the location of persons implicated by the acquisitions of foreign intelligence information,

while the other provision focuses on whether the acquisitions constitute electronic surveillance.
This seeming disconnect between the language of § 1805b(2)(1) and § 1805¢(b) is bridged in

part by the PAA’s amendment to the definition of “electronic surveillance” to exclude “surveillance

directed at a person reasonably believed to be located outside of the United States.” § 1803a

(emphasis added). Section 1805a arguably harmonizes § 1803b(a)(1) and § 1805¢(k), to the extent

that the acquisition of foreign intelligence information concerning persons reasonably believed to be

outside of the United States (per § 1803b(a)(1)), will often, and perhaps usually, be accomplished

through surveillance directed a1 persons reasonably believed to be outside of the United States. In

that event, such survaillance will not constitute “zlectronic surveillance™ by virtue of § 1805a.° But

* Section 1805b(a)(1) further provides that “such procedures will be subject to review of the
Court pursuant to [§ 1805¢].™ Id.

? For ease of reference, this Memorandum Opinion uses the term “surveillance” 1o refer to
the means of acquisition under the procedures in question, However, to be fully precise, the Court
notes that some acquisitions of foreign intelligence information could involve means that do not fail
within the definition of “electronic surveillance™” at 50 U.S.C. § 1801(f) for reasons other than, or in
addition to, their being directad at persons reasonably believed to be cutside of the United States;

(continued...)
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at first glance, at least, this harmonization is imperfect. For sxample, an acquisition of foreign
intelligence information that concermns a person outside of the United States rni-ght not necessaliiy be
understood te involve surveiliance directed at a person outside of the Ur;ited States. The concepts
are related and overlapping, but not necessarily co-extensive under the terms of the starute.

Despite these interpretative difficuliies, it seems clear that procedures will satisfy the
relevant statutory requirements if they are reasonably designed to easure both

(1) that such acquisitions do not constitute “electronic surveillance,” because they are

surveillance directed at persons reasonably believed 1o be outside of the United States, and

(2) that the acguisitions of foreign intellicence information concem persons reasonably

believed 10 be outside of the United States.
Accordingly, the Court will review, under a “clearly erroneous” standard, whether the procedures
satisfy each prong of this formulation. Where separate application of the two prongs may produce
divergent results, the starutory language is further analyzed in the relevant factuzl context. See Parts
1I.B. and 1II.D infra. In this review, the Court will both examine the written procedures themselves,
and consider and rely on information provided by the government in its October 26, 2007 response
and at the December 12, 2007 hearing regarding the implementation of the procedures and the

intended effect of certain of their provisions.

by

°(...continued)
for example, the means of acquisition could constitute a “physical search” as defined at 30 U.S.C.
§ 1821(5). But as long as the means of acquisition is directed at persons reasonably believed to be
outside of the United States, NSA is not conducting “electronic surveillance,” and the Court need
not inquire into any additional reasons that might support this conclusion,

—FOR-SECRETHCOMINTHORCOMNOFORN/XT—
Page B
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118 Consideration of the Procedures
A Dvervisw of Procedures

In most respects, thc-procedurcs ere quite similar. Because the procedures
apply to the acquisition of forzign imelligence information about different entities, rhcj_f' include
different descriptions of targets. There are other variations in wording, about which the Court
inquired in its October 11 Order.”? The government has clarified that these variations do not reflect
“substantive differences” among the procedures, but rather resuli from drafting rafinements that
ook place afier the adoption of th.proccdm‘es. Gov't Response 21 . Thus, while the most
recently filed procedures provide more technical detail on some points, the descriptions in zl! the
procedures remain “accurate and curreni.” Id. at 9-11. Accerdingly, the procedures are discussed
jointly herein.'!

The procedures involve an assessment by NSA analysts, based on availlable information, that
the user of 2 particular telephone number or electronic communications account/address/identifier

s 12

(“e-mail account™)™ reasonably appears to be outside of the United States, before that telephone

® Ccrober {i Order et 3 n.l. These vaniations incjude:

"' There is one significant difference among them: only the

of “grandfathering” provision, which is discussed 21 Part IIl.C jnfra.

rocedures includs a type

* The Court recognizes that many of these accounts/addresses/identifiers can be used for
slectronic communicatiors other then 2-mail, but will uss the temm “e-mail account” for ease of
continued...)
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number or ¢-mai! account is “tasked” for acquisition.

In making this assessment, NSA analysts examine “three categories

of informmaiion, as appropriate under the circumsiances,”

First, they examine

Second,

For each tasking, analysts are required to provide a “citation” to information or reporting on

which they rely in making this assessment, and NSA personnel verify that an epprepniate citation

?(...continued)
reference,

-

13
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Afier a telephone number or e-mail account has been tasked, NSA will routinely take

specified steps designed 1o essess whether the user ramains outside of the United States. -

In the evenr that information is “acquired by directing survsillance at a person not reasenably

believad to be outside the United States in a manner that constmutes elecironic surveillance, as

defined under the FISA, [such information] shall be purged from NSA databases.” -

If the user of a tasked facility had
been reasonably believed to be outside of the United States at the time of lasking, but later was
determined to be w-ithin the Unized States, NSA will “{tjerminate the acquisition from that person
without delay and determine whether to seek authorization to conduct electronic surveillanca under

(2]
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The procedures also inciude oversight and compliance measurss, including reviews, at
5 el =

intervals no greater than 60 dzys, by personnel from the Department of Justics and the Office of the

reviews had been conducted as of the hearing on December 12:—
(IR R S I .

reviews invoive examination of the “citations” recorded by the NSA analysts in suppori of their pre-

tasking assessment that the user of the facility is outside of the United States, and, where the
sigqiﬂcance of the citation is not apparent on its face, of the supporting materials referenced in the
citations. Id. ar 3, 10-11. The decumentation for-zskings has been reviewed in this
manner, id. ar 5-6, and these reviews have found that “a swong majority” of taskings were properjy
documented by refersncing materials that supported the analysts’ determination that the user of the
tasked faciiity was vutside of the United States. Id. at 12. Most of the problems idemtified have
concerned adequacy of documentation, id. at 6-8, 12, end training and technical improvements hava
teen made in response 10 them. [d. at 10, 34-35. As 10 the actual location of the users of the task;d
facilities, it appears that, in approxima:ely'ues, the user of a tasked facility may have been
within the Urnited States. While examination of these cases by the governmeni is not compieis, the
government expects that at ieast some of them may have involved a user reasonadbly believed o
have been outside the United States at the time of tasking who, based vupon iater-obtained

information, was subsequently determined to be within the United States. 1d. at 13-14,

Page 12
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B. Anzlvsis of Proceduras as Applied to Cor

ications o or from Tasked Fagilitie

For the most part, NSA surveillance under the PAA acquires elephone communications that
are placed to or from taskad telephone nmumbers, and ¢lsctromc communications that are sent to or
from tasked e-mai! accounts. In order to apply the two-pronged formulation stated cn page &
supra, it is necessary to determine at which persons this form of NSA surveillance is “directed,” and
which persons the resulting acquisitions of forsign intelligence information “concern.”

Under the first prong, which corresponds 10 the language of § 18054, it is naturzl 1o think of
the users of the tasked facilities as the persons at whom surveillance is “directed.” A user ofa
tasked facility is a party to every communication acquired by this formn of surveillance, It is true that
other persons are subjected to the surveillance when they communjcaie with the users of the tasked
fecilities. But NSA is not targeting the communications of those other persons for general
acquisition; rather, those persons come within the scope of the surveiilancs only when they are
communicating with the users of the tasked facilities."” In the plain meaning of the term, this form

of surveiliance is “directed” at the users of the tasked facilities, 2nd not at other persons.'®

" NSA also acquires another category of electronic communications, which is discussed in
Part 11D infra. ‘

'* United States persons whose communications are acquired will be afforded the protection
of FISA minimization procedures. See 50 U.S.C. § 1801¢h) {(defining “minimization procedures™)
and § 1805b(a)3) (requiring Attorney General and DNI to determine that the minimization
procedures to be used with respect to PAA acquisitions meet the definition at § 1801(h)).

FISA, of the “facility” at which surveillance is “dirscted.” The FISC has issued rders

anthorizing the acquisition of communications 10 and from specified tlephone numbers and s-mail

accounts, and those orders identify such teiephone numbers and e-mail accoumts as the “facilitiss™ at
(continued...)

' This conclusion comports with the prevaient understanding, under a different ilovi;iop. of

Page 13
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Under the second prong, which corresponds to the language of § 1803b(a)(1), the
acquisitions of foreign intelligencs informé.tion resulting irom this form of surveillance clearly
“concern” the users of the tasked facilities, who are parties to zach acquired communication. It
could be argued that these acquisitions also “concem” persons who communicate with the users of
the tasked facilities, and even third parties who are menticned in such communications. However,

there are sound reasons for concluding that the second prong is still satisfied. Section 1803b(a)(1).

by its terms, does not require that the acquisition of foreign intelligence information gxclusively

concern parsons reasonably believed to be outside of the United States. Moreover, so stringent a
reading would put § 1803b(a)(1] at odds with § 1803z, which fecuses on the location of persens at
whom the surveillance is “directed,” net ai the broader class of persons whose comrmunications or

information are acquired by the surveillance. Therefore, § 1305b(a)(1) should be interpreted in 2

manner that harmonizes its requirements with those of §§ 1803a and 1305¢(b). See Food & Drug

Admin. v. Brown & Williamson Tobaccp Corp., 529 U.S. 120, 133 (2000) (court must interpret

statute “as a symmetrical and coherent regulatory scheme, and fit, if possible, all parts into an
harmonious whole") (internal quotations and citations cmitted).!” This may be dong by interpreting
§ 1805b{a}(1) to permit procedures reascnably designed to ensure that each acquisition “concerns”

a person reasonably believed to be cutside of the United States, even if the acquisition aigo may

-

%(...continued)
which this form of “electronic surveillance is directed” for purposes of 53¢ U.S.C. § 1803(a)(3)(B).
' The government implicitly adopts a similar interpretative approach. See Gov't Response
at 1(“[T]he government has ﬁledﬁ
of foreign intelligence information concera persons reasonably behieved ic be located eutside of the
Unrited States and, thierefore, do not constitute electronic surveillance.™) (emphasis added).

I s ’
T 7 + %y
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procedures used to determine that cenain acquisitions
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“concamn” another person who is in the United States. The Court adopis this interpretaiion in its |
review of whether the procedures are clearly srroneous.

Thus, for the form of NSA surveillance that acquires communications that are 10 or from the
tasked facilities, both prongs of the two-part formulation stated on ﬁage 8 supra will be satisfied if
the procedures are reasonabiy designed to ensure thai the users of the tasked facilities .arc reasonabdly
believed to be outside of the United States.

The Court ﬁndsj under the zpplicable “clearly erroneous™ sténc‘.-ard., that the procedures as
generally summarized in Part (Il A, supra are reasonably designed to ensure that the users of taskac
facilities are reasonably believed o be located outside of the United States. While the procedures
leave it to the discretion of NSA analysts exactly which steps are appropriate to wke prior 1o tasking
a particuiar phone number or e-mail accounr, aralysts are required 1o make a rz¢ord of the basis for
their assessment that the user is outside of the United States. After tasking, there are additiopal
steps — some of which are taken as frequently as _— 1o verify thar this assessment
remains valid. The resulis of the reviews conducted by the Depariment of Justice and the Office of
the DN, as described at the hearing in this matter, support this finding. The Court anticipates that
continuation of thorough reviews by the Department of Justice and the Office of the DNI wil aid in
the timely identification and resolution of future problems that may arise,

h
However, certain provisions of the procedures require further analysis, as discussed below.

~

C, “Grandfathering” of Previouslv Tasked Facilitias

The 07-01 procedures for acquisitions rcgarding—

Page [5
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requirements telephone numbers and e-mail accounts that had been “properly tasked for collection”

under FISC orders in docket number— 07-01 procedures a1 1 n.l —

The government explains that tasking under these dockets “means that NSA

reasonably believed that the facilities wers being used cutside the United States and that NSA had
discovered no information indicating thai the facilities were being used in the United States.” Gov't
Response z1 4. NSA’s prior determination that these users “were reasonably believed 10 be located
ourside the United States” was “based on the samme categories of informaiion (i.e.—
[ o o N i it e e s s e | |
described in the 07-01 procedures,” Id. at 3. However, in implementing those prior autherities,
NSA did not have formalized processes for verification, documentation, and systemaric re-checking
of atarget’s location. [d. at 4. ' )
Such previously tasked phone numbers and 2-mail accounts are exempt ffom pre-tasking -
requirements under the 47-01 procedures, but “are subjected to the same post-tasking procedires
designed 10 verify that their location is ouiside of the United States and to notify NSA of any
changes to their location zs are other facilities.” 1d. As noted above, these post-tasking procedures

Court finds that the exemnption of these facilities from pre-tasking requirements does not alter its

Page 16
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general conclusion that the procedures satisfy the applicable review for clear error with regard to
acguisition of communications 1o or frem tasked telephone numbers and e-maij accounts.

D. Acquisition of "About” Communications

In addinion 1o acquiring communications that are 0 or from a tasked facility, NSA also
acquires electro»mc communications that are “about,” i.e., contain a reference to, a tasked e-mail

t|!

account.”” {There is no comparabie acquisition of phene communications.} Because thesz “abour”

'* These “about” communications consist of the foilowing-categorjcs (for ease of
reference, the e-mail account tasked for acquisition is given the name “tasked(@email.com™):

See Gov 't Response a1 7 (refersncing description at pages 12-14 of the Primary Order issued c;n-
(continued...)
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cor’mnumcazior;s will not necessarily be to or from the user of a tasked e-mail account, it is
necessary to analyze them separately under the two-pronged formulation previeusly discussed on
pagé & supra. Under that formulation, the relevant statutory requirements will be met if the
procedures are reasonably designed to ensure both (1) that the acquisitions do not constitute
“electronic surveillance.” because they are surveillance directed at persons reasonably believed to be
outside of the United States, gng (2) that the acquisitions of foreign intelligence information concern
persons reasonably believed 10 be outside of the United States.

In each case, the user of the 1asked e-mail account will have already besn detzrmined by
NSA, in accordance with the proczdures (to include the “grandfathering” provision in the 07-01

procedures), to reasonably appear ic be outside of the United States. In addition, “NSA will either

reasons, the Court accepts, for purposes of its “clearly srroneous™ review, that for each “abour”

comumunication that is acquired, there is reason to believe: (a) that the user of the tasked e-mail

‘ " In the event that NSA determines that an “abou” communication was acquired where 2l
parties 1o lhe communication were within the United States, NSA would purge information about
the communicatien from it datzbases. Trans. at 4718,

~, sy [} v
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account, the narne of which is referenced in the acquired communication, is outside of the United
States; and (b) that at jeast one party 10 the acquired communication is outside of the United States.
From these two conclusions, it follows that “about™ communications satisfy the second prong cof the
above-described formulation because there is reason to believe that the acquired communications
“concemn” persons reasonably believed to be outside of the United States.

This is true for two reasons. First, there is reason to believe that such communicazions
concern the users of the tasked e-mail accounts that are referenced in the communications, and those
users are reasonably believed to be outside of the United States. Second, there is reason to believe
that at least one party to an acquired communication is outside of the United States, such that the
communication will “concern™ that party also. In addition to these persons reasonably believed 10
be outside of the United States, the acquired communications might also “concern’ other persons,
including some persons in the United States. This fact, however, is not fatal to the procedures,
because an acquisition may properly concern a person in the United States, provided that it also
concerns one or more persons reasonably believed 1o be outside of the United States, under the
interpretation adopted by the Court to harmonize § 1805b{a)(1) with §§ 18052 and 1805¢(b). See
Part 111.B, supra. Accordingly, the Court finds, under the applicable “clearly erroneous™ standard,
that the second prong of this formulation, relating to the requirements of § 1803b(a)(1), is satisfied.

Under the fitst prong of the formulation, the analysis is not as simple, because it less clear at
whom this form of surveillance is I'directed.” In one sense, NSA directs the surveillance by tasking
particular e-mail accounts for acquisition, and as a result of that tasking only communications that

are 10, from or “about” a tasked e-mail acccunt are acquired. From this perspecuve, the users of the

Page 19
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tasked e-mail accounts, who by virtme of the procedures are reasonably believed 1o be outside of the
United States, could be regarded as the persons at whom the surveillance is directed. All the
acguired communications relate in séme fashion 1c the tasked e-imail accounts, and ail persons other
than the users of the tasked accounts have their commumicaticns acquired only to the extent that
they communicate with, or “zbout,” a tasked 2-mai! account. In less iechnical terms, NSA is oying
i0 obtain information primarily about the users of the tasked e-mail accounts, and 2bout other
persons only insofar as their communications relate 10 those accounts.

However, there is another sense in which NSA eould be said to “diract” this form of

_that each communication acquired has at lezst one party outside of the United

States. Inthis sense, NSA4's surveillance can be said to be directed at parties outside of the United

States who send or receive communications that contain a reference 1o the tasked e-mail account.

The government appears to adhere 1o this understanding. §c_e_
—(“NSA will dirset [this form of] surveillance al a party to the

communication reasonably believed 10 be cutside the United States.™); Gov r Response at 7 (“The
person from whom NSA seeks 1o acquire communications in such cases is the party to the
ccmmunication who 1s reasonably believed to be located outside of the United States.”)

There is a third possibility: that the surveillance is instead or also directed at those persons
inside the United States who send or recsive communications that contain a reference tc the tasked
e-mail account. the user of which is reasonaﬁly believed 10 be outside of the United States. But
against this view, it could be argued that NSA is not affirmatively directing the surveiliance ar these

-— [ - I % 94
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persons, either individually (e.g., by tasking 2-mail accounts used by therm) or collectively {e.g., by
conducting the surveillance in 2 manner 1o ensure that at least one party to the communication is
inside the United States).

Under the tezms of §§ 180352 and 1805¢(b), it is difficult to ascertain the class of persons at
whom this form of surveillance is “directed.” However, the Court recognizes that, undér the
“clearly erroneous” standard of review applicable under § 1803¢c(b), the government’s deiermination
regarding the procedures should be overturned only wnere there is “a definite and firm conviction
that a misteke has been commined.” McAllister, 348 U.S. 21 20. The Court is also mindful, as
stated in Part [11.B above, that where possible it should harmonize the requirements of §§ 1805a and
1805¢(b) with those of § 1805b(a){1). See Food & Drug Admin., 529 U.S. ar 133. Having
determined that the procedures satisfy the second prong of the formulation stated on page 8 suora,
which follows the language of § 18035b(2)(1), the Court should adopt a reasonable interpretation of
§5 1805a and 1805¢(b) that permits a finding that the first prong is satisfied, even if the statutory
language is open o other reasonable interpretations.

Accerdingly

S

in reviewing these procedures, the Court adopis the interpretation that, under
§§ 1805a and 1805¢(b}, this form of surveillance is “directed” (i) at the users of the tasked e-mail
accounts {zach of whom, by implementation of the procedures, is reasonably believed to be cutside
of the United States}; (ii) at those parties 10 the 2cquired comrmunications who, by virne of-
to be outside of the United Siates; or (iii) at both these classes of persons. Because there is reason

to believe that both classes of persons are cutside of the United States, the Court finds, under the

- 74 - A -
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“clearly erronsous” standard zpplicable under § 18035c, that the first prong of the formulation siated
on page 8 supra is satisfied. The Court expresses no opinion ‘on whether such 2 finding could be
made for procedures that did not provide reason to believe that both the user of the tasked e-mail

accounts and ar jsast one party 1o the acguired communications are outside of the United States.

E. Emergency Departure Provision

The procedures state:

If, in order 1o protect against an immediate threat 1o the national security, the NSA
determines that it must take action in apparent departure from these procedures and
that it is not feasible 10 obtain a timely modification of these procedures from the
Atwmey General and Director of National Intelligence, NSA may take such action
and shall report that activity promptly to {the Department of Justice and the Office of
the DNT].

As of the hearing on December 12, this departure provision had not been invoked. Trans, at
28. By the terms of this provision, any requirement of the procedures could be the subject of a
“departure.”™ However, the government has explained thal it anticipates that an emergency

departure might be invoked in one of three contexts:

*® Even in emergency circumstances, though, NSA “would continue to adhers to the
statutory limitation that it could only direct surveillance at 2 targst reasonably believed to be located
outside of the United States.” Gov 't Response at 2,

Page 22
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The government intends that NSA’s prompt notification of the activity conductsd pursuant

io an emergency departure would be in writing (either initially or following an oral netification),
such that the propriety of such activity could be assessed in futurs reviews. Id. at 40. The departure
from the procedures would be only as broad as necessary to respond to the immediate threat to
nation‘ai security, id. at 33-34, and would terminate once the immediate threat had receded. 1d. at
36-37. if the government concluded that a broader or longer-lasting modification of the procedures
was appropriate, it would revise the procedures accordingly and submit the revision to the FISC for
review under § 1805¢c. ]d. at 56-57,

The Court recognizes the it is difficult to anticipate 1n advance what steps would be most
afficacious in responding to an smergency. The government has determined that a delegation to
NEA of autherity to depart from the procedurss temporariiy, when necessary 1o respond 10 a0
immediate threat io national security, and only when modification by the Anomey General and the
DNI cannot be dmely obtained, is a reasonable means of responding to emergencies. NSA is

required to report such activity promptly to the Attorney General and the DNI, who may then take

appropriate action if they do not believa that the departure is justified. Based on ths governmen:’s
I ‘ partur g

v
~
s
w
1~}
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explanaticn of the intended functioning of the emergency departure provision, the Court finds, in
reliance on the government’s explanation, that this provision does not alter its general conclusion
that the procedures saiisfy the applicable review for clear error.

IV. Conclusicn

For the reasons stated herein, the Court finds, in the language of 50 U.S.C. § 1803c(b) and
consistent with the Cowrt’s interpratation of that provision in view of 50 U.S.C. §§ 1805b(a)(1} and
180352, that the Government's determination under 30 U.S.C. § 1803b(a)(1) that Lhc-
—rocedures “afe reasonably designed to ensure thal
acquisitions conducted pursuant to [§ 18035b] do not constituie electronic surveillance™ is not
“clearly erroneous.” Accordingly, ﬁm’-suam to § 1805¢(c), it is hereby ORDERED that the

continued use of such procedures is approved.

‘ @

(WK o K,

COLLEEN KOLLAR-KOTELLY /
Judge, United States Foreign
Intelligence Surveillance Court
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

ORDER

Oz August 17, 2007, the governmmen: Hiad a set of procedurss with this Court pursuant w 30
17.S.C. § 1805C. Those procedures pertaip 10 a cerifcason by the Atiorpey General and the
Dirsctor of Nzdonal Inielligence, styled DNVAG 105B Certification 07-01, filed under seal on

August 10, 2007, pursuant to § 1803B(c). Under that certification, and foliowing these procsdures
(*07-01 procedures™, iatinnal Saciriny A gancy (NS A ' jon intallios

information recardin

These submissions provide the first occasion for Court review of such procedures under 3¢

U.S.C. § 1805C(b). Under that provision, the Coust “shall 2ssess the Government's determination

. . that [such] procedures are rezsonably designed to ensure that acquisinions conducted pursuant to
section 18058 do not constifute slecironic swveillanee. The court’s review shall be limited to
whether the Goyernment's determination is clearly erroneous.” Evidently, it is the govemnmeant's
view that acquisitions under the above-refersncad procadures will not constitute ejectronic
surveillance beczuse they will be “directed at a person reasonably believed to be located outsids of
the United States,” and thersfors will be 2xcluded from the definiton of slectronic surveillance by
§ 1803A.

Becanuse

=rocedures ara similar in many respaets, the Court intends
to considsr all

procedures jointly Tor purposes of review under § 1805C(b).
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In furtherance of that consideration, it is hzreby ORDERED as follows:

1. The government shall file supplemental briefing and informaticn on the following

qussnons, which the Court has identified as the principal issnes for purpeses of its review of these
procedurss under § 1803Ce0:

(2) LUnder what circumsiancss is it suvisioned that, under Pari IV. of all q
procadures, an “immediate threat 1o the national security” would require departure from the
procedures? What provisions of the procedurss would have to be dnsrcgard\.d in such

circumsiances in order 1o respond to such a threat? 1t a deleganon 1o NSA of zuthority to

decide when it is justified 1o “depart™ from these procedurss consisient with stanstory
requiremments?

(b} Footnoie 1, page 1, of the 7-01 procedures appears to exempt from thoss procadures
facilives “properly tasked for coliection” under certain prior authorities irom the 07-01
procedurss. To what extent did that prior asking involve a detsrmination of the user's
locanon under procedurss comparable to those now before the Court? Are such facilities
permanently exempted from all requirements of the 07-01 procsdures? Or, for sxample, are
they exemnpted from reguirements for the inidadon of collection, but are subject 1 post-
initiation procedures (322 subparagraph (c) below) designed to verify that the user of a
facility is still outside of the United Statas?

(c) Toe p“oc&dm:s state that NSA will “routinely” underizke certain activitiss that togather
will constinme an “znalysis designed to deiect those occasions wher 2 person who when

uiat'd was reasonably behieved to be located overseas has since zotersd the United States ™

(i} Al what time intervals will zach of the various steps be taken?

ii) It appears that NSA may continue 1o regard 2 facility - [ R
— as bci.ng used by 2 person outside of the United

States, sven afier it becomes aware.of indications that it may be used by someone in the
United States. To what exteat do thase procedurss embody 2 presumption that a user who is
initially assessed 1o be outside of the United States ramains outside of the United Stat

zven if there are later indications to the contrary? If there is such a presumption, why is it
reasonable?

(d) The procedures deseribe circumstanceas “where NSA sseks o acguire corumunications

1t the zarget ™ “oot to or from the target.”
Does this acquisition involve the intercepton of one or "Wo“e Ypes
ot ~adout communicanon escribed at pages 12-14 of the Primary Order issued on May
31, 2007, in Docket No.i Who is thz “person from whom [NSA] se -k; 10 obum
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forzign intailigencs information” in this contexi?

May NSA acquire such commumeations, 25 10ng &S 1t 15
reasonably believed that at jeast one party {sender or racipient) 10 the communication is
outside of the United Stat=s? Or should the location of the sender bz dererminative?

72} The procedurss staze thar “informaton aequired by dirscing surveillance at 2 parson not
reasonably believed 1o be ourside of the United States in a rmanner that constinnss aleconic
urveillance . shall ro=d 2 IS A darabasas.”

Doas this mean that all rzcords or copies of such
miortaanon, o eny lorm, shall be desrroved?

Howaver, there arz other differences in wording, the efect of which is uncertzin.' To
the extent that these differences in wording ar2 intendad to reflect 2 substantive diference in how
The procadures are implemented, the governmen is directad 10 2xplaia in 1is submission the
diferences in implementation and réesons thersior, To the extant that these differences in wording
are not intended 1o reflect a substantve difersnce, but rather, 2.g., reflect drafting refinements that
i0ok place after the submission of the 07-01 procedurss, the government's submissior shall 5o staze,
and shall include revised versions of tha procedurss 1o the exiant necessary 10 make sach set of
procedurss fully accurate and currsnt

3. The government shall maks 1is submission, in conformance with paragraphs . and 2,
above, on or before Ociober 26, 2007.

o i
e o R e |
(s K My X
LoCLea, ) : = b

COLLEEN XCLLAR-KOTELLY '
Judge, Unitzd States Foreign

. Inteiligence Surveiliance Court

Page 3
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WASHINGTON, D.C.

N N s e’ S

GOYERNMENT'S RESPONSE TO
THE COURT’S ORDER OF OCTOBER 11. 2007

The United States of America, through the undersigned Deparmment of Justice
attorney, respectitlly submits this response to the questions the Court pesed in its Order
datad October 11, 2007, in the above-captioned matter. (SL

Pursuant to 50 U.S.C. § 1805C, the Government has ﬂed-proccdms
used 10 determine that certain acquisiions of foreign intelligence information concern
persons reasonably believed to be located outside of the United States and, thersfore, do
not consttute electrenic sur-vei}_‘anca. See 50 US.C. § 18054 (“Nothing in the definiicn
of electronic surveiilance under section 101(f) shall be construed to encompass

surveillance directed at 2 person reasonably believed o be located outside of the Unitad

Stz These [ RRrocedces coressonc o [
ceciioatons - captcne [

respectively — awthorizing the National Security Agency (NSA) o acquire forsign

Intelligence Peolicy. NSD. DOJ

Reason: A4(g) .
Declassify on: 26 October 2032 .

.
—
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intelligence information regarding various targats. In accordance with 30 U.S.C. §
1803C(b), the Court “shali assass the Government's determination . . . that [such]
proceciures ars reasonzbly designed to ensure that acquisitions conducted pursuant to
ection 1058 do aot constituie electronic surveillance.” This review is limited to whether
the Government's determination is “clsarly erroneouvs.” Id The following responses io

the Court's questions are based primarily on information provided by NSA. (S}

Under what circumstances is it epvisioned that, under Part TV of all
rocedures, an “immediats threat to the pational security” would require departurz
= procedures? What provisions of the procedures would have 1o be distegarded in
such circumstances in order to respond to such a threai? Is 2 delegation to NSA of
authority to decide when it is justified to “depart” from these procedures consisien: with
statutory requirements 7T 37SHOENTT

Answer 1(a) Part IV of each set of procedures was inseried 1o allow for an

cmergency situation in which the Goverament must acquirs forsign intelligencs

information on an emergency basis in order 10 protect against an immediaie threat w0

tbe pational security, but is unable to compiy with the procedures at the time of the

acquisition. For example, due to an emergency situation, the NSA anzlyst requesting

that a facility de tasked may not

due to the emergency situation and the need for immediate collection of
informsticn. Under such circumstances, the Geoverament would continue to adbere to
ihe statutory limitation that it could cnly direct surveillance at a targat reasorabdly

oelieved 10 be located sutside of the United States. (TSHSWHOENRT—
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The Government believes this provision is consistent with statutery requirements
beoéusa, as noied above, the Government will adhere to the statutory limitation in the
Protect America Act of 2007 (PAA) in any case in which it departs from the
procedures to protect agﬁins’f an immediate threat. Further, Part TV of the procedures
rzguires that action under this provision only be taken in the event that obtaining a
dmely modification of the procedures from the Dirscior of Nationel I:nnelligence
(DNTI) and the Atiomney General {AG) is not feasible. In additdon, Part IV of the |
procedurss requires prompt notificadon of NSA's departure from the procedures to
the representatives of the DNI and AG. Accordingly, io the extent NSA has been
delegated the authority to decide if a departure from the procedurss is necessary, there

will be an opportunity for the DNI and AG to review any such decision by NEA.

ISR

Quesdon 1(b) Foomote [, page [, of the 07-01 procedures appears to exempt fTom those
procedures facilidies “properly tasked for colisstion™ under cartain prior authorities from
the 07-01 procedurss. To what extent did that prior tasking involve & determinafion of
the user's location under procedures cormpzrable to those now bzfore the Court? Are
such facilities permanently exempted om 2!l raquirements of the 07-01 procedures? Or,
for example, are chey exempted from requirements for the initiation of collecticn, but are
subject to post-initiation procedures (see subparagraph (c) below) designed to verify that
the user of a facility is sdll outside of the United Statss? [ L S/7ST7OCNT—

Answer 1(b) NSA deisrmined that the users of facilities tasked for collection under

dockat numbers- and -wcrc reasonably believed o be located outside

the United States based on the same categories of information (i.c._

-dcscn"cad in the 07-01 procedures. However, at the time the foreignness

' la docket mumber telephone aumbers zad :-mail accounts tasked for collection were referved to
25 “selectors” rather thas jecilides. For zase of reference, izlephone nuzmpers and e-mail accounts tasked
for collection unc:'lm‘_a:: referred to herein as “facilivies.” TTS/SITOCNF—

™ 7 T A7 =
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determination was made for =ach of those facilifies waskad for collection under docket
nu.mbers- and [ every catabese tha: is mentonsd in the 07-01
procedurss did pot necessarily exist, or contain the same types of informenon. The
fact that each of the facilities was presented to the. Court in dockst numbers -
and-maans that NSA reasonably believed that the facilities were being used
outside the ﬁnitcd States znd that NS A had discoversd ne informanon indicating that
the facilities were being used in the Unizzd States. However, NSA did not have in
place, prior o the PAA, the formalized and repezatable pre-tasking procedurss it has in
place now with respsct o such determinations. Most significandy, NSA had no
requirement that such determinations be documertsd or that the informaton which
formed the basis for the determinatons be maintained at NSA i a way that could be
rewrieved and providad 1o those conducting oversight, Nor did NSA have any
systemanc posi-iasiing procedures to ensure that NSA became awars of any
discrepancies between NSA's pre-tasking forsignness determination for a target and
the targst’s actual locaton. TTSHSIHOCNE-
Facilities that had baan tasked for collection under docket numbers -an&
-and zre now taskad under the PAA are not permanenily exempted from all
requirernents of the 07-01 procedurss. Specifically, facilities ininally tasked pursuant
to footnote | of the 07-01 procedures are subjected to the same post-tasking
orocedures dasigned to verify that their location is outsids of the Uniied States and to

notify NSA of any changes to their location as are other facilines. (FSHEIHOCINE

: 7 = INTT

i
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Question 1(c) The procedires state that NSA will “routinely” undertake certain
activities that together will constitute an “analysis designed to detect those occasions

when 2 person who when targeted w 2 v believed to be located overseas has
since entered the United States.”

Ouwestion 1(c)T) At what time intervals will 2ach of the various steps be tzken?
E E 4 S;" ; ; I; [E ;

Answer 1{e)(i) Electronic communications accounts/addresses/identifiers tasked

pursuant o the procedures are all checked againsi the-darabase (as

in order 1o iry to detect whether a tasked

electronic communicatons zccount/address/identifier has been used Tom a location

inside the United States. The results of these checks are revicwed—

r ) T
v -

T=lzphone sziectors are likewise pro:esscd_aad the results are

e ‘iewed- for the plupose of attsmpting to verify the user’s location.
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uestion 1(c)(ii) It appzars that NSA may continue 1o regard a facility - | NN
s being used by a person outside

of the United States, even after it becomes aware of indications that it may be used by
someone in the United States, To what extent do these procedures embody a
presumption that a.user who s initially assessed to be outside of the Uzited Statss
remains outside of the United States, even if thera are Jater indications to the contrary? If
there is such a presumption, why is it reasonzble? (FSAEIHOCNE—

Answer 1(c)(if) Once NSA detzrmines that the nser cf a facility is reasonably
believed to be cutside the United States, it will presume that the user remains outside
the United States, unless it becomes aware of indicaticns 1o the contrery. Thz post-
wasking procedures contzined in Part [ of the procedures, and also described in
response to the Court's qucstioﬁ 1(c)1), are designed to alert NSA 1o eny indications
that the user is no longer outside the United States. However, there are cas;s n
whichanformadon NSA recejves may indicate a user is in the United States, but NSA
may still rezsonably believe, based on analysis of additional infermation in NEA's

possession, that the user is {ocated outsidzs of the United States. For cxample,-

1 L 14
A 7

h
[
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estion 1(d) The procedures describe circumstances Wberc NS
T
interception of ane or more types of “about communicatiops.” as described at pzges 12~
14 of the Primary Order jssued on May 31, 2007, in Docket No [ Vo is toe
L B3 . ¢ 11, A 1 ¥ this
May NSA
acquire such communications, as 1ong as it is 1sasonably believed that at least one party
(sender or recipient) to the communication is outside of the United States? Or should the
location of the sender be determinative? {FSASHHOCNE

Answer 1(d) The acquisition “where NSA seeks to acquiré communications about
the target,” but “not to or from the ra::cct" involves the interception of “abour™
communications as described at pages 12-14 of the Primary Order issued on Mzy 31,
2007, in Docket No.- LTS/ 8LUDENTS

The person from whom NSA seeks to acquire communications in such cases is
the party to the communication who 1is reasonably belizved to be located outside the
Ur'._itct%. States, NSA may acquire such communications as long as it reasonably
believes at least one party (sender or recipient) is outside of the United Statss, and the
location of the sender of the communication should not be determinative. Asnoted in

the procedures, in those cases whers NSA seeks fo 2cquire communications about the
target thar are pot to or from the target, NSA will _
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the person from whom it seeks 1o obtein foreign intslligence information is located

outsids of the United Staies. (PS4

r= ]

Question 1(e) The procedures stats that “information acquired by directng surveillance

at a person not raasonably believed to be ousside of the United States in a er that
lec dlance. . .shall be purped from NSA databases.”™

Does this mean that all

=cords or copies of such information, in any form, shall be destroyed?{TSHSTHOCNE—

Answer (1)(e) Inthe event NSA determined that 1t had *information acquired by
directing surveillance zt 2 person not reasonably believed to be outside of the United
States iz a manner that constitates electyonic surveillance,” NSA would purge the
information from its databases and taks steps designed to ensure that all other records
or copies of such information, in any form, were destroyed Data collected by NSA
under PAA authonty is preciseiy labeled and controlled, and it is stored in a lLimited
number of kmown, established electronic repositories. 1f required to purge the data,
NSA analysts would provide the system administrators of these repositories with the
precise identifying information for the dara to be purgad in order to pinpoint the
specific data that resuited from the inappropriate collection, and would continue io
follow up unti! the purge was completed. (FS/SHOCINT )~

In additon, NSA would determmine whether anything from this collechion had besn
disseminated and would take steps io delete inteiligence reports Som NSA databases,
subsequently issuing a report cancellation notice to all customers who would havs
received the original report, requesting that they delete it Fom their own boldings.
NSA analysts arz trained and testad on the handling requirements for data collscted
pursuant to the PAA, including the condizicoas under which the data must be purgad,

znd the requirement to desigoy acy hard copies that they have retained. NSA relies on
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local managers, intelligence oversight officers, and the aualysts Who discover the
problem selectors to ensure, 1o the extant possible, that these hard copies ars
destroyed. {TS#SHOCNT

Question 2 Some of the

explengton ({for ex

However, there are ot ersnces In
wording, the effect of which is uncertain.” To the extent that these differences in wording
are intended 1o reflect 2 substantive differsnce m how the procedures are implementad,
the government is directzd to explain in its submission the differsnces 10 implementaticn
and reasons therefor. To the sxtent that these differences in wording are not intended o
reflect 2 substantive diffsrence, but rather, =.g., reflect drafiing refinements that took
place after the submission of the 07-01 procedures, the governmment's submission shall so
state, and shall include ravised versions of the procedurﬂs to the extent nacessary 10 make
each set of procedurss fully accurate and current. LY

= F

Answer 2 No substantive differences were intended zmong the procedures. The

differences 1dentified by the Court reflect subtle refinements that took place as the

procedures for sach cemﬁcanon were drafied and Mti

- ,A 4
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As explained zbcve, none of the differences m wording identified by tha Cour

resuited from changes that were mada to correct an inaccuracy or to maks current
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CR 1277
information that had become outdated Thersfors, the Government has not provided
revised versions of the procedures because the procedures presented to the Court, 2s
epproved by the DNI and the AG, are accurate and current, notwithstanding thess

minor differences, “TSHSIHOCNEL

Respectiully submitred,

MATTHEW G. OLSEN
Deputy Assistant Attorney General

Associzte Counsel

Attorney-Advisor

National Security Division
U.S. Department of Justice
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