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UNITED STATES
FOREiGN INTELLIGENCE SURVE1LL.4_'NCE COURT

WASHmGTON, D.C.

MEMORANDUM OPINJON AND ORDER
This Memorandum Opinion and Order is issued pursuant to 50 U.S.C. § 1805c(b) & (c),
which provide for the Foreign Intelligence Swvei1la.'lce Court (FISC) to review, under a "clearly
erroneous" standard, procedures adopt~d by the Attorney General and die Director ofNational

Intelligence (DNI) under 50 U.S.C. § 1805b(a)(1 ). For the reasons steted herein, the Court finds
that the procedures that have been Submitted to the Comt meet the

appli~ble

review for clear error

with regard to the government' s determmations that the collections appropriately concern persons
reasonably believed to be outside of the United States.

l.

Procedural Histoi}·

On August 17, 2007, tl1e goven1.rnent filed a set of procedures with this Court pur.s uant to 50
U .S.C. § 1805c(a). Those procedures pertain to a certification by the Attorney General and the

Director ofNa1iona! Intelligence, styled DNIJAG 105B Certification 07-0 l , fi1ed under seal on
August 10, 2007, pursuant to§ 1805b(c). Under that certification} and foilo'-Ying L'!Jose procedures
("07-01 procedures"), the National Security Agency (NSA) acquires foreign intelligence

TOP SE CRETt/COMINTi/ORCON,NOFOR'>/,l/Xl

Page 1

557

CR 1241

In an order dated October 11, 2007, the Court stated that it would consider
procedures jointly for purposes of the Court's review pursuant ro 50 U.S.C. § ! 805c, a.l'ld directed
the government to address specific questions about tbese procedures identified in the Court' s initiaJ
review. That order C'October 11 Order") is incorporated herein by reference and marie a part of this
Opinion and Order. See anached Tab A. The govenunent timely submined its response on October
26, 2007, ~Government's Response to the Court's Order of October 11,2007 (" Gov ·;

Response"), which is incorporated herein by reference and made a part of this Opinion and Order, as
the Court has relie~~on its contents. See attached Tab B.
On December 12, 2007, a hearing in this marter was conducted on the record. The transcript

of that hearing (" Trans.") is incorporated. herein by reference a.'ld made a part of this OpL'lion and
Order, as me Court has relied on its contents. See attached Tab C.
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11.

Statutory Framework

In this matter, a judge of the FISC is for the first time exercising a respons3bility assigned to

it by the Protect America Act of2007, Pub. L. No. 110-55, 121 Stat. 552 (PA.A.). The PAA created
a new framework, \vltlrin the Foreign Intelligence Surveillance Act of 1978, codified as amended at
50 U.S.C . §§ 1801·1871 (FlSA), under which the Executive Branch, pursuant to a "certification" by
the Attorney General and the DNl, may conduct certain forms of foreign intelligence collection, and
~

direct third pa..-des to assist in such collection.

The PA-A accomplished t.'r}is in several steps. First, the PAA provided that F1SA1 ,S definition
of electroruc surveill8.1.'1Ce, at 50 U.S. C. § l 801{f), shall not be "const.rued to encompass surveillance
direct~d

at a person reasonably believed to be located outside of the United

States.'~

50 U.S.C.

§ l805a. 1

1

Prior to the P A.A., the government had argued tQ the FISC that, in some contexts,
surveillances of targets outside of the United States did constitute electronic surveillance as defined
by FISA, such th:a.t the FISC had ju..Tisdiction. The
that
did
of such

entenain.ed
request
gQvernment,
to conduct such surveillances. Since the enactment ofrhe PAA, the government has opted, pursuant
to the "tr~tsition procedures" of the P AA, to continue to submit applications to the FISC for
authority to conduct such surveilla.11ces, "under the provisions of [FJSA] as in affect" prior to the
effective date ofilie PAA.. PAA § 6(b).
TOP
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Second, me P AA created a new "certification" mechanism." Under this PA. A. mechwism,
';the [DN1) cmd the Attorney General, may for periods of up to one year authorize the acquisition of
foreign inteiligence information concerning persons reasonably believed to be outside the United
States." 50 U.S.C. § 1805b(a). In order to grant such an authorization, the DN.I and the Attorney

General must make several specified determinations. Most peninent1y, they mus1: determine that
(1) there are reasonable procedures in place for determining that the acquisitlon of
foreign intelligence information ... concerns persons reasonably belie-ved to be
located outside the United States, and such procedures will be subject to review of
the Court pursuant to [50 U .S.C. § 1805c; and]
(2) the acquisition does not constitute elecrronic surveillance ....

ld. 3 These determinations "shal1 be in the form of a 'W'Iitten certification, under oath." § 1805b(a).
The Attorney General and the DNI may direc1: a person to assist in acquisitions pursuant to such a
certification. § 1805b(e).
Third, the P A.A.. provides for judicial review of certain aspects of tbe certification process.
The government is iequired to "transmit" to rhe FISC copies of each certi!ication, § 1805b(a), and to

~ The pre-P.A.A version ofFISA provided a means for

tbe Attorney Genera] to authorize
some forms of electronic sur-Veillance, withou1: benefit of a court order, by making a different type of
;'certification." 50 U.S.C. § 1802(a). Section 1802(a), which the PA.A. did not aJter, is available
onJy in narrowly draw11 circumstances- when the surveilJance is "solely directed" at cen.ain types of
foreign powers (not including groups engaged in international terrorism) and "there is no substantial
likelihood" that any U .S. person's communications will be acquired. § 1802(a)(l)(A) & (B).
Although copies of such certifications are filed with the FISC under§ 1802(a)(3 ), the FISC has no
role in reviewing them.
3

The other required elements of the cen:ificarion involve assistance from a third party who
has access to communications or communications equipment; the "significant purpose" of obtaining
foreign intelligence infonnation; and the adequacy of the minimiza4ion procedures to be foilowed .
50 U . S.C. § l805b(a)(3), (a)(4) & (a)(5).
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"submit" to the FISC "the procedures by which the Government determines that acquisitions
conducted pursuant to [§ 1805b] do not constitute electronic surveillance." § 1805c(a). "No later
than 180 days after the effective date" of the PAA., the FISC "shall assess the Govemmem's
determination under section 1805b(a)(1) that those procedures are reasonably designed to ensure

.

that acquisitions conducted oursuant to section 1805b .do not constitute electronic surveillance. The
court's review shall be limited LO whether the Government's

dete~inru:ion

is clearly erroneous."

§ 1805c(b).
If the court concludes that the determination is not clearly erroneous, it shall enter an
order approving me c ontinued use of such procedures. If Lie colli-t concludes that the
determination is clearly erroneous, it shall issue an order directing the Govermnent to
submit new procedures -within 30 days or cease any acquisitions under section 1805b
of this title that are implicated .by the court's order.
§ 1805c(c).4
Three points about the FISC's role under § 1805c bear emphasis. s First, the FISC is to apply
a "clearly erroneous" standard of review. To apply this standard properly, the FISC looks to how a
·'clearly erroneous" standard of review is understood in other contexts. 6 Ween an appellate court is

• The PA...A also provides a role for the FISC regarding directives issued pursuant to

§ 1805b(e): under§ 1805b(h), the recipient of such a directive may file a petition with the FISC
challenging its legality; and under§ 1805b(g), the government "may invoke the aid" of the FISC "to
compel compliance" with a directive.
5

In a separate, adversarial proceeding before another judge of this Court under § 1805b(g),
the respondent has argued that the P.A,._t>,. is unconstitutional because it viqlates the Fourth
AmencL-nent and separation-of-powers principles . See Docket No . 1OSB(G) 07-0 l. In the instant,
ex parte proceeding under § 1805c, the Court addresses only those issues commended to it by
§ l805c, and does not reach those constitutional issues.
See Bradlev v. United States, 410 U.S. 605,609 (1973) (statute understood to use
(continued ...)

TOP SECRETHCOMINTh'ORCON,NOFORi'VIXl
Page 5

561

CR 1245

TOP SECRETHCOMIN'fHORCON,NOFORt.C/fXl
reviewing a district court's findings of fact,~ Fed. R. Civ. Proc. 5.2(a), it finds clear error only
when "left v.~th a definite and firm conviction that a mistake has been committed." M cAllister v.
U11ited States. 348 U.S. 19,20 (1954) (internal quotations omitted). The review is net de novo,
because the ''clearly erroneous" standard "plainly does not entitle a reviewing coui'1 to reverse the
• finding ... simply because it is convinced that it would have decided the case differently."
Anderson v, Citv of Bessemer Citv, 470 U.S . "564, 573 (1985) ..A.nd the "clearly erroneous"
standard of review applied by this Court under different provisions of FISA7 "'is not, of course,
comparable to a probable cause fi.nding by the judge."' In re Sealed Case, 310 F.3d 717, 739 (FlSC
Rev. 2002) (quoting H.R. Rep. No. 95-1283 , pt. 1 a1 80).
Second, the scope of the U>urt' s review under § 1805c is narrow . Executive branch
determinations under § 1805b(a)(4) & (a)(5) regarding the purpose of the acquisition and the
adequacy of minimization procedures are not subject to review under § 1805c. Nor , under § 1805c,
does the Coun make a.J.'1)' assessment of probable cause, as it does pursuant to§§ 1805(a)(3) ar1d
1824(a)(3) before issuing orders amhorizing electronic surveillance and physical .search.
Third, the statu.te describes the subject matter of the Court's review under§ 1805c using
varying a.11d ambiguous language. Section 1. 805b(a)(1) sets out the relevant executive branch

~

6

( .. . continued)

"familiar legal expressions in their familiar legal sense") (internal quotations omitted).
1

An application to the FISC for an order authorizing electronic surveilla.T'lce or physical
search must contain a certification from a designated senior executive branch official . See 50
U .S.C. § 1804(a)(7) (electronic surveillance) and § l823(a)(7) (physical search). To grant such an
application for a U .S. person target, the FISC judge must find that the certification is not clearly
erroneo us. See §§ 1805(a)(5) & § 1824(a)(5).
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'·determination" as follows: that "there are reasonable procedures in place for determining that the
acouisilion of forei2:n intelli2:ence information under this section concerns persons reasonablv
belleved to be located out side the United States." § 1805b(a)( 1) (emphasis added).t However,

§ 1805c(b) states that the Court ••shall assess the Govero.ment' s determination under [§ 1805b(a)(l )]
that those procedures are reasonably designed to ensure that acquisitions conducted pursuant to

[§ 1805bJ do not constitute electronic surveillance." § 1805c(b) (emphasis added). One provision
focuses on the location of persons implicated by the acquisitions of foreign intelligence infonnation,
while the other provision focuses on whether the acquisitions constitute electronic surveillance.
This seeming discon...nect between the language of~ 1805b(a)(1) a.'1d § 1805c{b) is bridged in
part by the PA...A.'s amendment to t.~e definition of"electronic surveillance" to exclude "surveillance

directed at a oerson reasonably believed to be located outside of the United States." § 1805a
(~mphasis added). Section l805a arguably hannonizes § 1805b(a)( 1) and § 1805c(b), to the extent

that the acquisition of foreign intelligence information concernin2: oersons reaso nably believed to be
outside ofthe United States (per§ 1805b(a)(l)), will often, and perhaps usually, be accomplished
through surveillance directed atuersons reasonably believed to be outside of the United States. In
that evem, such surveillance will not constitute "electronic surveillance" by virtue of§ 1805a.9 But

1

Section 18,05b(a)(1) :ft.rrther provides that "such procedures will be subject to review of the
Court pursuant to[§ 1805c]." ld.
9

For ease of reference, this Memorandum Opinion uses t.i1e tenn "surveillance" to refer to
the means of acquisition under the procedures in question. However, to be fully precise, the Court
notes that some acquisitions of foreign intelligence inJormation could involve means thar do not fall
within the definition of "electronic surveillance" at 50 U .S.C. § 1801(i) for reasons other thai1, or in
addition to, their being directed at persons reasonably believed to be outside of the United States;
(continued ... )
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at first glance, at least, this harmonization is imperfect. For example, an acquisition of foreign
intelligence infonnation that concerns a person outside of the United States might not necessarily be
understood to involve surveillance directed at a person outside of the United States . The concepts
are related and overlapping, but not necessarily co-extensive under the terms of the statute.
Despite these interpretative difficulties, it seems cJear that procedures wilJ satisfy the

relevant statutory requirements if they are reasonably designed to ensure both
(I) that such acquisitions do not constitute '·electronic surveillance," because they are
surveillance directed at Dersons reasonably believed to be outside of the United States, and
(2) that the acquisitions of foreim intellig:ence information concern persons reasonably
believed to be outside of the United States .
Accordingly, the Cou.-t will review, under a "clearly erroneous" standard, whether the procedures
satisfy each prong of rhis formulation. \Vb.ere separate application of the two prongs may produce
divergent results, the statutory language is further analyzed in the relevant factual context. See Parts

III.B. and UI.D infra. In this review, the Court will both exa..rnine the w-ritten procedures themselves,
and consider and rely on information provided by the goverrunent in its October 26, 2007 response
and at the December 12, 2007 hearing regarding the implementation of the procedures and the
intended effect of certain of their provisions .

9( ...contmue
.
d'1
for example, the means of acquisition could constitute a "physical search" as defined at 50 U .S.C.
§ 182 1(5). But as long as the means of acquisition is directed at persons reasonably believed to be
outside ofL~e United States, NSA is not conducting "electronic surveillance," and the Court need
not inquire into any additional reasons that might support this conclusion.
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ffi.

Consjderarjon of the Procedures

A.

Overview of Procedures
er~

In most respects 1

quite similar. Because the procedures

apply to the acquisition of foreign iznelligence infonnation about different entities, rhey include
different dt:scriptions of targ~ts. There are other va...--\ations in wording, about which the Court
inquir~d in its October 11 Order. H> The government has clarified t.~t these variations do not reflect

'·substantive differences" among the procedures, but rat:.'ler result from drafting refinements that

mok place after the adoption of

procedures. Gov 'r Response at 9. Thus, w~le the most

recently filed procedures provide more tech..rrical detail on some points, the descriptions in all the
procedures remain "accurate ·a..11d current."

I.Q. at 9-1 1. Accordingly, the procedures are discussed

jointly herein. 1 1
The procedures involve an assessment by NSA analysts, based on avai.lable infonnation, that

t.he user of a particular telephone number or electronic colTh"Uurucations accountladdresslidentifi.er
("e-mail a:count"Y~ reasonably appe8.1-s to be outside of the United States, before that telephone

ll

There is one significant difference among them: Ol'Jy

of"gr:mdfathering" pro\lision, which is discussed at Part lll.C infu!.
!l

~Jectronic

Tne Court recognizes that many of these accounts/add~sses/identi:fiers can be used for
ccmmunicatioos other then e-mail, but 'r.;\1! use the term "e-mail account'' for ease of

(continued...)
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number or e-mail account is '"tasked" for acquisition.
In making this assessment, NSA analysts examine "three categories

of information., as appropriate under the circumstances."

For each tasking, analysts are required to provide a "citation" to information or reporting on
which they rely in making this assessment, and NSA person.nel verify that a."'l appropriate citation

12

-

( .. ,continued)
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emry is made before a tasking is approved.

After a telephone number or e-mail account has been tasked, NSA ~'ill routinely take
specified steps designed to assess whether the user remains outside of the United States.

1n the event that information is "acquired by directing SiJIVeillance at a person not reasonably
believed to be outside the United States in a manner lhat consthutes electronic sWYeillance, as
defined under !he FISA, [such information] shall be purged from NSA databases.''
If the user of a tasked facility had
been reasonably believed to be outside of the United States at the time of taski1ig, but latl!r was
determined to be within the Unio:ed Stares, NSA will "(t)enninate t.~e acquisition from that person
wilhout delay and determine 'Nhether to seek aJ,nhoriz.ation to conduct electronic surveillance under

applie2bJe provisions of FISA."

-
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The procedures also include oversight al1d compliance measures, including reviews, at
intervals no greater than 60 days, by personnel from the Depa.'1ment of Justice and the Office of the

Twelve ofthese

reviews involve ex.amination of the "citations" recorded by the NSA analys-.s in support of their pre·

tasking assessment that the user of the facility is outside of the United States, and, where the
significance oft.l.e citation is not apparent on irs face, of the supporting materials referenced in L':le
citations. ld. a! 5, l 0-11 . The documentation
~ann~r,

id. at 5-6, and L"i}ese reviews have found that "a strong majority" of taskings were properly

doc \.linented by referencing materials that supponed the analysts' determination that the user of the
tasked f.aciHry was outside of the United States. ld. at 12. Most of the problems identified have ·

concerned adequacy of doctu:nentation, id. at 6-8, 12, EJld trahring and techr,_.ica1 improvements have
been made in response to them. Id. at l 0, 34-3 5. As to the actuai location of the users of lhe tz.sked

facilities, it ap~ars that, in approximate!yiiiJases, the user of a tasked facilit'j may have been
within the United States. Wrule examination of these cases by the government is not complete, the
government expects that at least some of them may have involved a user reasonab ly believed to
have been outside

the United States at the time of tasking who, based upon later-vbtaL-H~d

infoiTilation, was subsequently determined to be within rhe United States. J.Q. at 13- 14.
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B.

Analvsis of Procedures as Apolied to CoTI'..munications to cr from Tasked Facilities

For the most part, NSA surveillance under the P.A.A acquires telephone communications t.'-lat
are placed to or from tasked telephone m.u-nbers,

and electronic communications that are sem to or

from resked e-mail accounts. 14 In order to apply the two-pronged formulation stated on page 8
sunra, it is necessary

to

determine at which persons this fonn ofNSA surveillance is "directed," and

whlch persons the resulting acquisitions offoreign 1ntelligence information "concern."
Under the first prong, which corresponds to the language of § 1805a, it is natur.d to think of
the users of the tasked facilities as the persons at whom surveilla.,"'lce is "directed." A user of a
tasked facility is a pany to every conununication acquired by this form of sun'eillance. It is true that
other persons are subjected to the surveillance when they commu_'11.icate v,rith the users of the tasked
facilities. But NSA is not targeting the commurucations of t.~ose other persons for general
acquisition~

rather, those petsons come witlun the scope ofthe surveillance only when they are

communicating with the users of the tasked facilities.B ln the plain meaning of the term, this form
of surveillance is ''directed'' ar the users of the tasked facilities, an.d nor ai other persons. 16

14

NSA also acquires another category of electronic communications, which is discussed in

Part III. D i!1fu:.
ts Ucited States persons whose communications .are acquired will be afforded the protection
ofFISA minimization procedures. See 50 U.S.C. § l80l(h) (defining "minimization procedures")

and§ 1805b(a)(5) (requiring Attome1· General and DNl to determine that the minirruza.tion
procedures to be used with respect to PA.;\ acquisitions meet the definition at § 1801 (h)).
16

This conclusion comports with the prevalent undcrsta.."1ding, under a
FISA, of the "facility" at which surveillance is "dir~cted. " The FISC has issued
autt."loriz.ing the acquisition of com.rnunications to and from specified telephone
accounts, and those orders identify such telephone numbers and e-maiJ accounts as the "facilities" at
(continued ... )
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Under the second prong, which corresponds to the language of § 1805b(a)(1), the
acquisitions of foreign intelligence information resulting from this form of surveillance clearly
•·concern" the users of the tasked facilities, who are parties to each acquired communication. It
could be argued that these acquisitions also ·'concern" persons who communicate with the users of
the tasked facilities, and even third parties who are mentioned in such corrunu.""lications. However,
there are sound reasons for concluding that ~'le second prong is still satisfied. Section 1805b(a)(l),

by its terms, does not require that the acquisition of foreign intelligence inform.at)on exclusivelv
concern persons reasonably believed to be outside of the .United States. Moreover, so stringent a
reading would put§ 1805b(a)(1 ) at odds with§ 1805a, which focuses on the location of persons at
whom 1he surveillance is "directed," not at the broader class of persons whose communications or
infonnation are acquired by the surveillance. Therefore, § i 805b(a)(1) should be interpreted in a
manner that ha..rmonizes its requirementS -with those of§§ 1805a and 1805c(b). ~Food & Drug
Admin. v . Brown & Williamson Tobaccp Corp., 529 U .S. 120, 133 (2000) (coun musl interpret

statute "as a sym.'lletrical and coh erent regulatory scheme, and fit. if possible, all parts into an
hannonious whole") (internal quotations and citations omitted). 11 This may be done by interpreting

§ 1S05b(a)(J) to permit procedUJ.-es reasonably designed to ensure that each acquisition "concerns''
a person reasonably believed to be outside of the United States, even i~the acquisition also may

16
( .. . continued)

which this form of"eiectronic surveillance is directed" for purposes of 50 U.S.C. § l 805(a)(3 )(B).
17

The government implic~similar interpretative approach. See Gov '( Resporr.se
at 1("[T]he government has filed -procedil.res used to determine that cenain acquisitions
of foreign intelligence information conc~rn persons reasonably believed to be located outside of the
United States ?nd, therefore, do not constitute electronic surveillance.") (emphasis added).
TOP S ECR ET" COMINT!/ORCON,I>lOFORNhXl
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"con.:ern" another person who is in the United States. The Court adopts this interpretation in its

review of whether the procedures are dearly erroneous.
Thus, for the form ofNSA surveillance that acquires communications that are 'tO or from the
tasked facilities , both prongs of the rwo-part fonnularion stated on page 8 suora will be satisfied if
the procedures are reasonably designed to ensure i:hat tile users of the tasked facilities are reasonably
believed to be outside of the United States.
Tne Court finds,

U11der the

applicable "clearly erroneous" sta."ldard,

t.l:l.at

the procedures as

generally summarized in Part Ill.A. s:uora are reasonably designed to ensure that the users of tasked
facilities are reasonably believed to be located outside of the United States. Vv'hi.le the procedures
leave it to the discretion ofNSA analysts exactly which steps are appropriate to take prior to tasking
a panicular phone nu..111ber or e-mai1 account, analyStS are required to make a record of the basis for
their assessment that the user is outside of the United States. After tasking, there are additional
steps - some of which are taken as frequently as

to verify that this assessment

remains valid. The results of the reviews conducted by the Department of Justice and the Office of
the DNI, as described at

t~Je

hearing in this maner, support this finding. The Court anticipates that

continuation of thorough re\riews by the Departmen1 of Justice and the Office of the DNI wiH aid in

me timely identification and resolution of future problems that may arise.
However, certain provisions of the procedures require fur"'ther analysis, as discus3ed belo·.,.y·.

The 07-01 procedures for acquisitions regarding
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requirements telephone numbers and e-mail accounts that had been "properly tasked for collection"

government explains that tasking under these dockets "means that NSA
reasonably believed that the facilit1es were being used outside Ll)e United States and that NSA had
discovered no infonnation indicating that the facilities were being used in the United States." Gov '!

Response at 4. NSA ' s prior determination mat these users "'were reasonably believed to be located
ourside the United States" was "based on the sat"·ne categories of information (i.e.

described in the 07-01 procedures.'' Id. at 3. However, in imple:meming those prior authorities,
NSA did not h?-ve formalized processes for verification, documentation, and systematic re-checking
of a target's location. Id. at 4.
Such previously tasked phone numbers and e-mail accounts are exempt from pre-tasklng ·
requirements under the 07-01 procedures, but ;.are subjected to the same post-taSking procedures

designed to verif-y that their locauon is outside of the United States

~1d

to notify NSA of any

changes to their location as are other facilities." Id. As noted above, these post-tasking procedures
On this understanding, the

Cou.t1 finds that the exemption of these facilities from

pre~tasidng requirement5

does not alter its
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general conclusion chat

me procedures satisfy the applicable re.,iew for dear error with regard to

acquisition of commun.icaiions to or frcm ~ked telephone nwnbers a..'"ld e·rnail accounts.

D.

Acquisition of "About" Conunun.ications

In additton to acquiring commU.i1ications that are lo or from a tasked facility, NSA also
acquires electronic communications that are "about,'' i.e., contain a reference to, a taSked e-mail
account.u (There is no comparable acquisition of phone communications.) Because these ::abom"

11

These "about" commu...Ucatior.s consist of the followin.categories (for ease of
reference, the e·rnail account tasked for acquisition is given the name :'tasked@email.com"):

See Gov 'i Response at 7 (referencing description at pages 12-14 of the Primary Order issued on
(continued .. )
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communications will not necessarily be to or from the user of a tasked e-mail account, it is
n<!cessary to analyze them separately under the two-pronged formulation previously discussed on

page 8 ~- Under that fonnulation, the relevant statutory requirements '.>lil] be met if the
procedures are rl;asonably designed to ensure both (1) that the acquisitions do not constitute
''electronic stL.rveilla.c"lce," because they are su....,·veillance directed at persons reasonably believed to be
outside of ~e United States, and (2) that rhe acquisltlons of foreign intelligence information concern
persons reasonably believed w be outside of the United States.

In each case, the user of the 1.asbd e-mail account will have already been det'!rmined by
NSA, 1n accordance wi rh the procedures (to incJude the "gra.11dfat.hering" pro..,.ision in the Oi-0 l
procedures), to reasonably appear to be outside of the United States. In addition, "NSA will either

reasons, the Court accepts, for purposes of its «clearly erroneous" review, that for each "about"
communication that is acquired, there is reason to beljeve: (a) tbat the user ofL\-je tasked e-mail

19

In the event that NSA determines that an ·'about" com_-rnunication was acquired where all
parties to Ihe c.ommunication were within the United States, NSA wouJd purge information about
the commwJcation from its databases. Trans. at 47-48.
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account, the llfu.-ne of wruch is referenced in the acquired cornmunication, is outside of the United
States; and (b) that a1!east one party to the acquired communication is outside of the United States.
From these two conclusions, it follows that "about" communications satisfy the second prong of the
above~described formuiation because there is reason to believe that the acquired communications

"concern" persons reasonably believed to be outside of the United States.

This is true for two reasons. First, there is reason to be-lieve that such communications
concern the users of the tasked e-mail accounts that are referenced in the communications, and those
users are reasonably believed to be outside ofthe United States. Second, there is reason to believe
that at least one party to an acquired cornmunication is omside of the United States, such that the
communication will "concern" that party also. In addition to these persons reasonably believed to
be outside of the UPited States, the acquired commuillcations might also "concern" other persons,
including some persons in the United States. This fact, however, is not fatal to the procedures,
because an acquisition may properly concern a person in the Unhed States, provided that it also
concerns one or more persons reasonably believed to be outside of t.~e United States, under the
interpretation adopted by the Court to harmonize§ 1805b(a)(1) with§§ 1805a and 1805c(b). See

Part lll.B: su12r a. Accordingly,the Court finds, under the applicable '"clearly erroneous" standard,
that the second prong of this formulation, relating to the requirements of § !805b(a)(1), is satisfied.

Under rhe fii"st prong of the formulat}on, the analysis is not as simple, because it less clear at
whom this form of surveillance is :'directed." In one sense, NSA directs the surveillance by tasking
particular e-mail accounts for acquisition, and as a iesult of that tasking only communicauons that
are to, from or "about" a tasked e-mail account are acquired. From this perspective, the users of the
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tasked e-mail accounts, who by virtue of the procedures are reasonably believed to be outside of the
United S~tes, could be regarded as the persons at whom the surveillance is dir-~cted . All th~
acquired commwications relate in some fashion

iO

the tasked e-rnail accounts, and ail persons other

than the users of the tasked accounts have their communications acquired only to

l~e

extent that

they communicate with, or "about,'' a tasked e-mail account. In less technical terms, NSA is trying
to obtain infonnation primarily about t..~e users of the tasked e-mail accounts, and about other
persons only insofar as their communications relate 10 those accounts.
However, there is another sense in which NSA could be said to "direct" this form of
surveillance. NSA takes steps to ensure
each communication acquired has at least one party outside ofLl:le United
States. In \his sense, NSA's surveillance can be said to be directed at parties outside of the United
S~tes

who send or receive commur.:ications that contain a reference to the tasked e-maiJ account.

The government appears to adhere to this understanding. See

wiU direct [this fonn of] surveillance at a party to the
communication
reasonablv. believed 10 be outside the United States.'"); GoY 'r Response at 7 ("The
.
person from whom NSA seeks to acquire commun.ications in such cases is the party to the
communication who is reasonablv
. believed to be located outside of the United States.")

.

There is a l}1..lrd possibility: that the surveillance is instead or also directed at those persons
inside the United States who send or receive communications that contain a reference to the tasked
e-mail account, the user of which is reasonably believed 10 be outside of the United States. But
against thjs view, it could be argued that NSA is not affirmatively directing the surveillance at these
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persons, either individually (e.g., by tasking e-mail accounts used by them) or collectiveiy (e.g., by
conducting the surveillance in a manner io ensure that at least one party to the commUJ-Dcation is
inside the Upjted Stales) .
Under tbe terms of§§ 1805a and 180Sc(b), it is difficult to ascertain the class of persons at
whom this form of surveillance is "direc!ed." However, {he Court recognizes that, under the
"clearly erroneous" standard of revie.w appHcable under § 1805c(o), the government's derennination
regarding the procedures should be overturned only where there is •;a definite and firm conviction
that a mist:ake haS been commhted." McAlli5ter, 348 U.S. at 20. The Court· is also mindful, as
stated in Part tu.B above, that where possible h should harmonize the requirements of s~ 1805a and
1805c(b) with those of§ 1805b(a)(l ). See.Food & Dn1e .A.dmin., 529 U.S. at 133 . Having
detennined that the procedures satisfy the second prong of the fonnula.tion stated on page 8 suora,
which follov.'S the la.1guage of§ 1805b(a)( 1), the Court should adopt a reasonable interpretation of
§§ 1805a a..11d 1805c(b) that permits l fmding tha1 the first prong is satisfied, even if the statutory

language is open to other reasonable interpretations.
Accordingly, in reviewing tl1ese procedures, the Court adopts the interpretation that, U.l"lder

§§ 1805a and 1805c(b), this form of surveillance is "directed" (i) at the users of the ta.<>ked e-mail
accounts (each of whom, by implementation of the procedures, is reasonably believed to be outside
of the United States}; (ii) at those pmies to the acquired communications who, by vinue
reasonably believed
to be outside ofthe Uniled States~ or (iii) at both these classes of persons. Because there is reason
to believe that both classes of persons are outside of the United Staies, the Court finds, under the
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"clearly erroneous" standard applicable under§ 1805c, that the flrst prong of the formulation stated
on page 8 supra is satisfied. The Court expresses no opinion 'on whether such a finding could be
made for procedures that did not provide reason to believe that both the user of the tasked e-mail
accounts and at least one pa.rry to the acquired communications are outside of the United States.
E.

Emer!lencv Deoarrure Provision

The procedures state:

If, in order to protect against an bnmediate threat to the national security, the NSA
determines that it must take action in apparent departure from these procedures and
tbat it is not feasible to.obtain a timely modification of these procedures from t1e
Attorney General and Director of National Intelligence, N SA may take such action
and shall report that activity promptly to [the Department of Justice and the Oft1ce of

the DN1].

As of tbe hearing on December 12, this departure provision had not been invoked. Trans. at
28 . By the terms of this pro.,.ision, any requirement ofthe procedures could be the subject of a

"departure."10 However, the government has explained that h anticipates tl)at an emergency
departure might be invoked in one of three contexts:

~ 0 Even in emergency Circumstances, though, NSA "would continue to adhere to tbe

statutory limitation that it could only direct surveiilance at a target reasonably believed to be located
outside of the United States. " Gov 't Response at 2.
T OP
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The government intends that NSA's prompt notification of the activity conducted pursuant
to an emergency depanure would be in '?;'rl'ring (either initially or following an oral notification),
such that the propriety oi such activity could be assessed in ft.lt'..IIe rev)ews. ld. at 40. The departure
from the procedures would be only as broad as necessary to respond to the irnmediaie threat to
national securiry, id. at 33-34, and would terminate once t.l)e immediate threat had receded. ld. at
36-3 7. If the government concluded tha! a broader or longer-lasting rnodir1cation of t.'le procedures

w-as appropriate , it would revise tbe procedures accordingly and submit the revision to the FISC for
review under§ 1805c. ld. at 56-57.

The Court recognizes that it is difficult to anticipate in adva.ice what steps would be most
efficacious in responding to an emergency. Tne govem..rnent has determined that a delegation to
NSA of authority to depart from the procedures temporariiy, when necessary to respond to an

inunediate threat to !lational security, and only when modification by the Anorney General and the
DNI can110t be timely obtained, is a reasonable means of responding to emergencies. NSA is
iequired to report such activity promptly to the Attorney General and the D"Nl, who may then take
appjopriate action if they do not "?eli eve that me deparrure is justified. Based on the govemmenr' s
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explanati~n

of the intended functioning of the emergency deparrure provision, the Coun finds, in

reliance on the government' s expla.Tiation, that this provision does not alter its general conclusion
tha1 the procedures satisfy the applicable review for dear error.
IV . Conclusion
For the reasons stated herein, the Court fmds, in the language of 50 U.S.C. § 1805c(b) and
consistent with the Court's interpretation of that provision in view of 50 U.S. C. §§ 1805b(a)( I) and
1805a, that the Government ' s determination under 50 U.S.C. § l805b(a)(1) that t l ) e "are reasonably designed to ensure that
acquisitions conducted pursua.'1t to[§ 1805b] do not constitute electronic surveillance" is not
·'clearly erroneous. " Accordingly, pursuant to § 1805c(c), it is hereby ORDERED that the
continued use of such procedures is approved.

,({;;
EN~ERED t.!Us JS_ day of January, 2008. regarding

Judge, United States Foreigtl
Intelligence Surveillance Court
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UNI! l:.D STAYeS

FOREIGN INTELLIGENCE ST.jRVEILL.A...~CE COURT

ORDER
Cnl All:,crust i 7. 2007, the govertL'I"Oent filed a set of procedures -with ibis Court pu..-suant 10 50
U.S.C. § 1805C. Those proc...."'dures pertaiD to a c.erriilcadon by tbe Attorney General and the
Dir~or of'Nationa11'1telligence., styled DN1'AG I 05B Certi_fication 07-01, filed Wlder seal on
August 10, 2007, pursuant to§ 1805B(c). Undenhai certification., and follo·.;.ring chose proc~es
("0 7-01 oroced.mes"

Thes·e su.broissions prov-ide the fusi occasion fer Cou..rt review of ruch procedures '..4'1der SO
U.S.C. § 1805C(b). Under that provision, the Cou.-t ".sha!J assess tt'1e Go"Vernrnent' ~ determ.in.ai:ion
. . that [such] procedures are reasor..ably designed to ens'!.lre that acqui5iricns conducted pursuant to
section 1805B do not constitute. el~troruc Slll"Veilllmce. The. cou.-t' 5 review 5b.all be limited to
·,.tletber the Go'\;ernment's cietermiro..arion is clearly erroneous." Evidently, it is the govemm~nt's
view that acqui.sitioru under the above-referenced proc~ures will not constitute ~lectron.ic
rorveillance because they will be "directed at a person reasonably believed to be located outside of
the United States," and therefore v.ill be ~xcluded from ihe deii."lition of electronic St:rveil.l.an~ by
§ 1805A.
are similar in many ~spects, the Court intends
,....,....,,,..... ,.,,. ,.,.~ Jomtly fo; purposes of re>:iev.: under § 180SC(b).
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In

fur1:heran~

of that consideration, it is hereby ORDERED as follows:

l . Toe government shall file supplemental briefmg and information on the following
quesriocs, which the Court has identified as the priDcipal1ssues for purposes of its review of these
procedures under§ l 805C(o):
·
·

all-

(a) under what cL-cumstances is it envisioned that, under P a.t-t rv. of
procedures, an "immedia~ threat to the national sec.u.>i.ty" would require~rn the
pro~ures? What provisions of the procedures would have t·:> be disregarded in such
circums~s in order to respond to such a threat? ls a delegation w NSA of authority to
decide wDI!C. it is jus"".iiied to "depa..-t" from these procedures CO!lSistent with s+..atutory
requrrerne<us?
(b) Footnote 1, page l, of ihe 07 -01 procedures appears to exempt from these p~ures
facilioes ·'p<Opedy 'taSked for collection" under cemri11 prior aurh.orities from the 07-01
procedures. To wr..a1 er.~nt did that prior tasic.izlg involve a detenni..'12.tion of the us~r· s
loca.non under procedures comparable to those now before the Court? A.re such facilities
permanently exempted from all requirements of the 07~01 p~ures? Or, for ~xample, are
t:.l;ey exempted from requi..-erneots for the initiation of collection, but ar: subject to postinitiation procedures (s~ subparagraph (c) bdow) designed to verify that u.'1e user of a
facility is stiU outside of the United States?

(c) Tne procedures ru..te that NSA -u.ri.ll " routinely" undertake certain acthities thai toget\er
v.ill constitute an "analysis designed to deieet those occasions when a per50n who when
has since entered the Unit~ States."

(i) At what tim~ intervals v..ill each of the various Steps be taken?

a facility as being used by a persou outside oi the United
...u '"u'-"Lu oos that it may be used by someone in the
To what extent do these procedur~s embody a presumptioo that a user who is
initially assessed to be outside of me Liuited Stales remai.t:.s outside of the United States,
e:Yen ift~ere are later iodicatior.s to the contrary? !.ft.'r)ere is such a presump don, why is ii
reasonable?
(d) The procedures descr-ibe circumstances -.,,,,....,...
to or from tbe target"
this acquisition iln·olve the interception of one or more types
commurucano~escribed at pages 12-14 oftbe Pr.mary Order issued on May
3 !, 2007, in Docket No.~ 'W"bo is the '·per:son from ·.~,shorn [NSAJ s~k.s to obtain
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in this conteXi?
May NSA acquir~ such commu:r:ucatlons, as ong ts 1t is
tbar at least one party (sender or r~cipient) 10 w'le communication is
outside of the United States? Or should the loca.non of the sencl.ei be determinative?
(-e) The proc....""<iures stare that "informatJ.on acquired by directing surv'eillance- at a person not
reasonably believed to be ;:mtside of the United States in mal"lner that consti.tu.i:es electronic
-•...to,;
~
• n
SA databases.."
Does this mean that all iecords or copies of such
wormanon, t..n any !ornl, sl-.all be desrroyed?

How~ver,

there ari! other differences in w-ording, the effect of which is uncertain. To

tile extent mat these diff<!rences in wording are mte.:~deci to reflect a subsr..antive dif.ferenc~ in how
!be procedures.are i.i"ilplemented.. the goveiT'...·.nen1 i.s d.ire-:.t.ed to explai::l i11 its submission the
differences in irnplernen"tation and reasons therefor. To the e}..~nt that these differences 1n ~ording
are not intended to reflect a subruntive d.iffererlce, but rather, e.g., reflect ch-a,~h""lg refinements that
took place a..-rter the submission of the Oi-Oi procedures, the govern.~enr's subrnissbn shall so mte,
and shall include revised versions of tb~ procedures to the ex:tent necessary 10 make each set of
procedUJ.-es fully accurate and cu...tLent.
3. The govern..iileot shall make ics submission, in conformance
above, on or before October 26, 2007.

,..,ztb pa.~a?hs 1. and 2.

-d-

dlls .L.L day of October, 2007, '""~ 0'"''"'.,,

();JJ
\
vvt1'-L2.._,)

).(j&_
.

COLLE~ KOLLA-~K~TELLY

~/~A1
Y\ ·.. ,
t •

Judge, t>rut~ States .t ore1gn
Inteilige::tce Surveillance Cou..-t
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FOREIGN ll\rrELLIGE.l\lCE SVRVEll..LA.NCE COURT
WASHINGTON, D.C.

)
)
)
)
)
)

GOV'ERNMENT'S RESPONSE TO
TEE COti"RT,S ORDER OF OCTOBER 11. 2007
The united States of l\merica, tbrough the undersigned Depa.rc:nent of Justice

attorney, respectfully submits .this response

to

the questions the Court poscd in its Order

dated October 11, 2007, in tbe ab.ove·captioned rnatter. ~
PurSllallt to 50 U.S.C. § !805C, the Government has filed
used te determ.ine that certain acquisitions of foreign intelligence information concern

.

persons reasonably believed to be located outside of the United States and, therefore, do
not constitute electronic s-urveilian~. See 50 U.S. C. § 1805A ("Nothing i.n the definition

of electronic surveillance under sectioo 101 (f) shall be construed to encompass
surveillance drrected at a person reasonably be]jeved to be located outsi~e of the United
States. ") These

cettificatiollS - captioned
respectively - authori.zing the National Secunty Agency (NSA) to acquire for~ign.
TOP
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Classified by: Mar5!aret A. SkellY-Nolen. ActinlZ Counsel for
lntclli !lence Policy. NSD. DOJ
1 .4Cc)
Reason:
Declassify on: 26 October 2032 ...
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intelligence information regB.J-dffig various targe'tS. In accordance ·with 50 U.S .C. §
180:5C(b), the Court "shall assess the Government 's determination . . . that [such)
procedures are reasonably designed to ensure that a~uisitions conducted pursuant to
s~ction

105B do not constitute electronic su.-veillance." This review is limited to .whether

the Government 's determii,ation is "clearly erroneous." ld. The following responses to

all.

the Court's questions are based primadly on !nformatioo provided by NSA. ~

Under what circu.;-nstances is it envisioued that, under Part rv of
an "immediae tbr~at to the nationai security" would require departure
procedures? w"hat provisions of the procedw.--es would have to be disregarded in
such circumstances in order to respond to such a threat? Is a ae1eg3-tion to NSA of
authority to decide wben it is justified to "deparr" from these procedures consistent -wi th
statutory requirements? (TS/tSlNOC,hTJ
..::.........::.t.

prc~Ce:aw:es,

AulSwer H a) Pa.-t IV of each set of procedures was inser~ to aU ow for an
~mergeocy sit'oJation in which the Govemment must acquire foreign

intelligence

mfoti!lation on an emergency basis in order ro protect against ail immediate tl:'.reat to
tbe national secllJ.-it-.:·, but is unable to comply with the pl"'C--"''illres at the time of the
acquisition. For I!Xample, due t9 an em~rgency siru.ation, the NSA ao.alyst requesting
that a facility be tasked may

due to the emergency situation and the need for immediate collection of
information. Uuder :;uch circUIIl.)tances, t.he Goverm:lent woulci continue to adbefe to
~e

statutor;' limitation w.\at it could cnly direct su.ryeillance

:~.t

a target reaso nably

believed t.o be loc2.ted outside of t.'1e United States. (TS//S!iiOC,l\7)
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The Government believes this provision is consistent ~ith statutory requiJemenrs
because, as noted above, the Government will adhere to the st.at'Jiol)' limitation in the
Protect America Act of 2.00 7 (P .A...A..) in any case in which 1t departs from the
procedures to prorec.t against an immediate threat. Furtber, Pa.r t IV of the p rocedures
requires that action under this provision only b~ uken in the event that' obtaining a
timeiy modification of the procedures from the Director of National Intelligence
(D~1) and the Attorney General (AG) is not feasible. In additioll, Pa.rr IV

?f the

proceci:ures requires prompt notification ofNSA 's cieparture from the pro:::edu.--es to
the representatives of the Dl'-112Ild AG. Accordingly, to tbe extent NSA bas ~n
delegated the authority to decide if a depar"t:ll:re from the procedures is necessary, there
'Will be an opportanity ior the DN1 and AG to review any such decision by NSA.

(TS'/Jl£J"&ir'OC)>IL- :\I
Q u estion l (b) Footnote 1, page 1, ofthe 07-01 procedures appears to exempt from. those
procedllres facilities "properly tasked for collection'' ur:uier certam prior authorities from
the 07-01 procedures. To what extent did that prior taslcing involve a detem:ri:nation. of
the user' s location under procedures comparable to those now before the Cou..rt? Are
such facilities permanently ex.~pted from all requirements of the 07-01 procedures? Or,
for ex.ample, are chey exempted from requirements for the initiation of collection, but are
subject to pest-initiation procedures (~ subparagraph (c) below) designed· to verify that
the user of a facility is stiTI outside of the United S~s? t l ~/: 51'/0C,HF)
Answer l(b) NSA determined that the users of facilities tasked for collection under
reasonably believed to be located outside

docket uumbers- and

the United States based on the same categories of information (i.e.

as

" sel ecto~"

for coDection

tcl::ohO!le !lumbers :i.:ld :-mail accOl.:Uts asl::ed for collection were refe:red to
' FO! ~c of n:fen:oce , tcl~hcm: ou:mbers and ~-m.a.il a.ccount.s t!.Sked
r~fer.ed to herein as "facilities.'' ( I SJi5l170C,hY;
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determinati.o:u was made for each oi those facilities tasked for collection under docket

a n d - every database that is mentioned in the 07-01
procedures did not necessarily exist, or contain the same r-ypes of informanon.. The
fact fuat each of tbe facilities was presented to tbe Court iil docket numbers

that NSA reasonably believed that the facilities were bemg used
out:side the United States and that NSA had disco·vered no infor.::narion indicating th.!lt

the facilities were being used in the Unit=d Stares. However, NSA did not have in
place, prior to the P -~ the formalized and r::peatable pre-tasking procedures it has in
place now with r::sp~ct to such detern:una.tions. Most significantly, NSA had no
requirement that such determinations b e documented or that the iniormati.on whicb

formed me basis for the detetJ::i:!.inations be maintabed at NSA in a way that could be
r:trieved and provided to those conducting oversight. Nor cijd NSA have any
systematic post-tasking procedures to ensure that NSA became aware of any
discrepancies between NSA •s pre-tasldng fore! grness dctez."'!lli!!ation for a target a.!d
the tar-get's actual location. (TS/iSJHOC,NF)...
Facilities thai had been tasked for collection 11nder docket numbers
are now tasked under the P A.A are not pe~ntly exempted from all
requireGents of the 07-01 procedures. Speci...flcalJy, facilities initially tasked pursuz.nt
to footnote 1 oftbe 07-01 procedures are subjected to the same post-tasking

procedures d¢Signed to verifj that their location is outside of the United States and to
notify ~SA of any chmges to their location as ~-e other facilines. (TS/tS!I/ OC ,Nf)
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Question l(c) Tne procedures state that NSA \\ill "routinely" undertake certain
activities tb.a.t together will constitute an "analys1s &signed to detect those occasions
when a person who when. ~"~'"''"'T••A
since entered the United States."

Question )fc)ffi At what time intervals will each oftbe various steps be taken?
(TSfi SIIIOC,NF)

-'\nswer U c)(i) Electronic communications accounts/addresseslldentifiers tasked
pursuant to the procedures are all checked against

order to try to detect whether a tasked
electronic commun.lcations acco'll.ntladdress/identifier bas been. used from a location
inside the United States. Th~ results of these checks are

the results are
for the ptirpose of attempting to verify the user' s location.
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(TSHSIIIOC,1 n)

(TS
"'I''SF'OC
i
r
,.l.+F)
..
~~~to

regard a facility
being used by a person outs)de
of tba United States, even aibr it becomes aware of indications that it may be used by
someone in. the United States. To what extent do these procedures embody a
presumption that a .user who is initially assessed to be omside of the United States
remains ouiSide of the United Stares, even if tbere are )ater indicaoons to tbe conirary? Ji
there is such a preSU!Ilption. why is it reasonable? (TS,t.'gl//OC,}W)
,lulswer lfc)(ti) Once NSA determines that the user of a. facility is reasonably
beli~ved

to be outside the United States, it will presume that the user remains outside

the voited States, unless it becomes aware of indications w the contrc.ry. The post-

.asking procedu..Tes contained in ?art I of the procedures, and also described in
response to the Court' s qu,~stion l (c)(i), are designed to alert NSA to any indications

that the user is no longer outside the United States. However, there are cases in
wh:ich:oi.ufcrmarion NSA receives may indicate a user is in the United States, but NSA
may still ~asonably believe, based on analysis of additional information in NSA's
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Question 1(d) The procedures describe circumstances "where NS
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from the target "
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...
this acquisitio
interception of one or more types of "about communications," as described at pages 12~
14 of the Primary Order issued on May 31, 2007, in Docket N o - 'Wbo is the
"person
this
context?
May NSA
acquire such comm.unicatiOJJS, as long as it is reasonably believed that at ]east one party
(sender or recipient) to the communication. is outside of the United States? Or should the
location of the sender be determinative? (TS/.'S1'.'0C,l>l¥)

II oes

."-nswer·Hd)

Toe acquisition "where NSA seek~ to acquire comm.Uiricatioll.S abom

the target.," but "not tO or from the target" involves the interception of "about"
communications as descn"bed a.t pages 12·14 of the Primary Ord~ issued on May 31,
2007, in Docket ~o.

(TS 1'Sll/OC)'W)

The person from wbom NSA seeks to acquire communications in such cases is
the party to the communication who is re3SOnably believed to be located outside the

United States. ~SA may acquire such communications as long as it reasonably

..

believes at least one party (sender or recipient) is outside of the united States; and tb.e
location of tbe sender of the communication should not be determinativ e. As noted in
rbe procedures, in those cases wbe~ NSA seeks to ac.quire communications about the
t&~et

that are not to or from the target, NSA will

in order to ensure that
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person from whom it seeks to obtzin foreign inrelligenG: inibrmation is located

outside of the United State~. (TS/lS!h'OC ,NF)
Question 1(e) rne procedures state that " information acquired ·oy directing surveillance
at a person not reasonably belleved to be ou!Side of the United Sta.r.es in .a~
·
databases." this mean that all
records or copies of such information, in 2IlY form., shall be des_troyed.? (T::.;.'/~1 /0C ,NF)
1

-~swer

(l)(e) In the event NSA detem:rined tbat 1t bad "information acquired b y

directing surveillance at a perwn u.ot reasonably believed to be outside of the United
States in a manner that consti!l.ltes electronic surveillance," NSA would purge the
iniormation :from its databases_and take ste?s d~igned to en..-ure that all other n~~ords
or copjes of such information., in any fon::l, were destroyed. Data. collected by

~SA

1.1Ilder P A..t... authority is precisely labeled and controlled. and it is stored in a li!illted
number ofk:nown, established electrunic r-epositories. if required to purge the data,
NSA analysts would provide the system administrators of these repositories with the
precise identifyi_ug information for the data to be purged in order to pinpoint the
specific data that resulted from !he inappropriate collection., and would coutmue to
follow up U.Tltil the purge was completed. (TS/131/t'OC;NF)
hl addition, NSA would determine whether anything from this collectiou b3.d been
disseminated and would ta.lce steps to delete intelligence reports from NSA databases,
.subseq.uently issuing .a report cancellation notice to all customers who would have
received tbe original report, requesting that they d!let.e it from their own boldings.
~SA

anal ysts ar~ trained and tested on the handling requirements for data collected

pursua:nt to the PAA., i?cluding the conditi.o:J.S under which tbe data must be purged,
and the requirY~Dent to destroy any bard copies that they have retained. NSA relie& on
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1oca.l managers, intelligence oversight officers, and the analysts who discover tbe
problem selecton; to ensure, to the extent possible: that these h.a.r.l copies are
destroyed. {TSHSJHOC)'f.F)

are

m

of which is uncerta:in. To the extent that these diiferenc~s in wording
are intended to reflect a substantive difference m how the procedures are implemented,
the government is directed to explain in its submission. the differ~ces in implementation
and reasons therefor. To the extent that these differe:1:::es in wording are not interl9ed to
reflect a substantive difference, but rather, ~. g., reflect drafting refinements that took
place after the submission of the 07-01 procedures, tbe government's submission shall so
state, and shan include revised versions of the procedures to the extent necessary to make
eacb set ofprocedlln!s fully accurate and current (T~//SYlOC.'~tF)
A.n swer 2 No substantive differences were intended among the procedures. The

differences tdentified by the Court reflect subtle refinements that took pJace as the
proc.edm~s

for each cerJ.fication were drafted ;md finalized.
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As explained abcve, uone of the differences in wording identi.:fied by the Court

resulted from changes that were made to co!Tf"....ct

8.!1

inaccuracy or to make current
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infonnation that bad become outdated. Therefore, the Government has not pro,.i.cied
revised ve!'Sions of the procedures because the procedures presented to the Court"' as

approved by the DN1 and the AG, are ac::urate and Cl.h-reOt, notv.•ithstanding these
minor differences. '"(FS/IS!l/OG,;N:f).

Respectfully submitted,

Deputy Assi~..ant Attorney General

.A...ssociate Counsel

National Security Di•isjoo
U.S. Department of Justice
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