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E:X..';U3!T A 
FO?..!lGN I}.~Z..I~G SVR~!!.LANCE COUR7 

WASE!NG70N, D.C. 

OF A NON·ON!TEO ST~TES P~RSON AG~~ 

0? A FO~E!GN l?OWi'.R. ~ 

.?ursuan.:: t:o § lO:J. (ll) c= the Fo:"eisn ln:::elligeilce 

Su=v~illance Act oi l9iS, the :ollowiilg p:oced~:'es have been 

adcpc~d by the Actorney General, anc sball be followed by the 

Federal Eursau of Investigation {?3!), in conducting t~is 

Section 1 - Aonlic~bili~v an~ Scons 

These procedures apply to ~he ac~isition, recentio~. and 

dissemination of nonpublicly available ccmmunicacions a~d other 

in!c=ma~ion concernin~ unconsenting u~~~ec States persons tha~ 

is collected in the c~urse of telephone, microphone, closed 

circui>: l!·elevision lCC'!"ll , modern, facsimile, leased line ani:! 

other electronic surveillance of a ncn~Oni~eci States pe~son who 

tinit:ed St:at:es t::o o.bt:ain, produce, and C:i.osem.fn.;n:.e foreign 

intelligence in.tormat:l.on . ~ 
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(a ) 
.:: ____ "" --- ~~. i!l s lOl 

in:elligence informa:icn, • •oci:ec S~a:es pe:so~.· and c:he:s 

wbch may be used i.r. these procec".l::-es , sl:a.ll <lF?lY to these 

(b) As used he=ein •cor.m~~ica:ions o~ a United States 

·_9erso:;:., • ir..cludes all com::mnica::.ions to '"'hich a .U~ited Sta.:e$ 

pe=son is a party. '' Com~u.nica::.icns cor.cerning a O::.ited s::ates 

pe=son• incl~des all com~ur.ica:: ions in whic~ a Ur.i~ed States 

p~rson is discussed or men:ionec, except ~hat comrn~nic~tions 

they reveal only publicly avai la~le in!o=mation about the 

person. (U) 

(c} When the citizenship s::.at:us of a pa:::.y to a 

c~mmunication ~ei~g surveil led is ur.knc~~. a~d no reasQr.able 

basis exi sts for concluding that :he party is no: a United 

St ates pe=son, it is pre~~~ed ~h~~ such .~ar~v is a U~ited 

S~aces p~rson. (Ul 

·(d) As used herein, •nonverbal i.n:Eo:ma;ion • shall 

ir.clude, b~t not be l i mited to , CCTV ?ic~~=es ~s well ~s 

tY?ewriter and mac~ine noises . !U) 

Sec~!on 3 - Ac~i? i tio~ 

The F3I may intercepc all ccmmunicacions ~d nonverbal 

information of or concerning Onitec St~ces persons which are 

car=ied over w:=e ecmmunications lines or a:e ac~ired by 

alec~rcr.ic , mecbanie~l, or o~her ~urveil!ance cie~~ce auchorized 

by Court order . Ths :ar ;.ay also intercept all oral 

cornmunicacions anc ncnve~~al infcrmacicn of or conFe~ing 

authorized by Court order . 
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powe~ mty eith&r be menito~~ci ccr.c~mpcra~eously , recor~ed 

(Ul 

au~oma~ic~lly acquired tap• vill employ ~~ sa~e ~rlncipl~s of 

loggL~;. io.dex!ng. and usL~s ~he in!o~ati~n as if ic h~d be~n 

02'1i nimi::ed . ('!i) 

~~in~&in~d by per~onnel wno ccntempc=~r.e~~~ly moni~or 

co~munica~ions baing su:ve~lled cr vhc monitor auto~~tically 
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c~r.=.i:~~c m.y no: ~e lo;ge~ or s~~=i:e~. Jo~ei~ 

i~:~llig~nce in!o~~io~ ae~~ire~ i~ ot~er fo~ . s~ch &3 

facsicil~ mes•~;e~ . co=y~:e~ moc~m ~a:a, o: o:her 

ele=~~~~ieally generat~~ ~~=~~t . cay be indexac L~~ filed 

w~~ho~t a sepa:a:e log bei~g pre?are~. ~ 

{{) w~e~ the id~~:ity cf ~~e O~~tec Sia:~s pe:~~n 

ccul~ no~ be fore!;., ~n~elligence inforrn4tion, even :h:u~~ the 

cor.:ent o! the co~~nicaeion could be foreign in:ellig~nce 

~~=~~ation, the mQni:or s~all not log the full name o: ~e 
Or.it2d ~:~:es pers~ bu~ may use a partial name o~ 

c~a~cteriza:io~ of the ?~=son. ~ 
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per:itten: eQ ehe ~uchc~i=ea P~?~~~ of :he s~~~ill~~ce. [Ul 

(2) These ea~ego~ies s~c~ld be es~~lishe~ a!te~ a 

.. 

logged o~ ~~~a~ized meec~· ~he :e~~i:ernen:s ef these proeec~:es 

and the Fo~eign !~~elli;en~ .Su:v~ill4Dce Act.. ~ 

- s .. 
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{a) !nd•xinc 

Loqg~d id~~~i~ ies pf U~~e~d S~aees pe~ocs ~~d 

c~nieatior.s of o~ conc~~i~g Uni~ed S:a~es p~:so~s m~y ee 

i~daxed i~to :he ~e~e=al F3! ineices c~l¥ ~:~e: the s~pe~is~g 

cas~ ~sen~ h~s d~~e=-n~~eo ehae bo:h t~e i~en~ity ano che 

c~~~i=~cion :e~scnably ~ppe~r to be i~r~i~ i~eelligenee 

i~fo~at~o~ c: ~e e?idence of a =rime which haa ~een, is 

:being, or i~ a:bc<Jt: ::o ~e ccrnctitted. Tlle !der.::ity of t~e Onitec 

Stat:es person as ~ecor~ed in ~e log may be minimized by 

striking the name or s~s~itu~ing a ch&r~cceri:~cion for that 

person. Logged i~entities of any persons, i~cludins ~ited 

States p~=s~;s, will b~ :ec~=~ed i~ the ~lec:=oqic Sur;eill~~c: 

Index pursuL~C to Ti:~~ le, Unit:d Staca~ Co~~ . § 3504, ii :he 

s~rvisins case agen~ ~s'dec~~inea c~at t~e iden~ities 

r~aaon~bly a~pear to bs foreign intelligence inio~ation &nd if 

they ~eet oche= L~dexing crite:iA as;abliahed cy the Feeer~l 

3ure~u of !~yestigati~. {U1 

"· 
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Communi~ations c: nonver~al in!o~tion of or co~c~:~i~S 

U~ited St~~es persons may be tra~sc=ihed or duplicateQ, anc 

re?o=~s made o! ~eir conte~~s only fer aQ~h~=i~ed !o~eiin 

intellige~ce, foreisn co~nte~incell igence, co~~tersabotage anc 

intelligence info~ation as defined in § 2 {a) may be ~se~ only 

i n forei;n counts=intalligence investigation~ or tor otber 

authc::i oz:ed fo::-eign _cOU..Tl.terinc.elligence, counte.r.!labotage o:: 

inta~a~ional terrorism pu=?os es . Fcreig~ i~telligence 

information ~bleb is also evidence of a c~im~ which has been , 

is being, or i~ about co be commi~ted, may also be used as 

provided in§ { (d ) below . ~ 

(d ) Evide~ce of C~im~ No~ othe~ise ~o~ei~ !ntelli~e~~e 
!~forma~icn 

!nc~rce~~ ed. communicati ons or nonverbal in!ormation c! o: 

~cncerni~g United sta~~s person, ~ha~ is ~c~~irad incide~cal to 

~he collection of for~ign in~elligene~ in!c~a~ion and contains 

in!orma~ion tha~ is evidence ot a crime which has been , is 

being , o~ is about to be eommitted, bu~ whicn is noc. oth~~Hise 

~oreisn intelligence information , m~y be ~etained or used o~ly 

for the ~u_-pose of pr.eventing the c~ime o~ enforcing the 

criminal law . 

(a) Contrplled Ac~ass 

~ec.:ie~al Qf in~eroe~e~o comm~nicacions of o~ conce~ing united 
- l 

States persons . Use 3hall be restricc~d to those ~I 

supervise~/. investig~tive, and clerical personnel who have a 

ns:d to know sucb i~f~rmation to fulfill !oreign intelligenee 

o~ law eniorcemene ra$ponsi~ilities. (U) 
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nonve:-bi.l iclor.~~a:io."l c! o:- conc:e::r.ing C'c i tec s:ate.s pe:scr.s 

shall be ~es~royed wi:hl~ a reasonable pe~ioc c! ci~ !ollowi:~ 

tha:: ; 't$1 

Il l tapes con~aining evid~ce of a c:-i~~n~l otfe~e 

retained ~~:il the e~d of the prose:~ion process; (U) 

(2) ta~es containir.g ~o~i~a~io~s tha: reasoZ'~ly 

&?Pear :o ~ ex.::ulpa c.ory (·•;;:-ady•} ll'.at~rial ab.lll be r~-:..ai:lec 

as i! c.hey cor.c.ained evidence o! a cri me ; (UI 

(31 tapes cpncaininq ~:ivileged c:or.~~icacior.s will 

be :re-;a.inac! u:-.::.il o:;-de:-ea to be das..:roy,d by :he ije?artl:'.er.:: o! 

.Justice ; a.nd OJ) 

{41 taP'• re~~i:ed c.o be retained by • ~la oi la.w 

<gJ n,s;;uc:tion ot 1n~o~2ci~n ~squired 3v Mgans och6 -

Than cudio Rwcoretnc: 

in:l uc!ing but net limited to fa.csi~ile or c~~~te: mocem 

Sec;ion,s - Dis~~mination 

(a) ~ne•i1 &as;ric;ions 

(l i Subjec~ to ~he ~~~:ements cf ~r~s Seccion. 

nonpubli~y -vailable info~~~ion concerning United Stat~s 

pers~ octained from ~he ~lect:cni~ aurveillanee of ~he tar9et 

- a -
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consent o: ~he United Scates p~rson involved unless ~r.e 

i~farmation is, or reasonably app~ars to be, foreign 

in:elligence iniormatioq as defi~ecl in §§ lOl (e) (l l anc (21 o: 

the Foreisn lntellige~ce s~=veill~~ce ~cc cr is evicie~ce o: a 

crime which has bee~. is being or is about to be 

commitc.ed . (UJ 

(2 ) Nonpu~licly available inio=rna~ion . concer~ing· 

United States persons obtained from electronic surveilla~ce o: 

the carget agent of a foreign power which is foreisn 

intelligence information may be disseminatec within the !~ceral 

Government and only to officials, agen·=ie.s, or c:cr.~ponents with 

rezponsibili~ies ~i=~ctly· relat~d to the info~ation p=oposeC 

to be dissam.i·nat:ec, and, upon a9?roval of the .l,:: to=:tey General, 
• ~ • .J,.. may be aissaminated to .ore~s~ gove=nmen~, I~ exigenc 

circumst~nces, ~her~ Attorney ~eneral app~oval car~ot be 

obtained in a~van~~. dissemina~ion to a· foreign goveinment may 

be rnade without such prio~ Atcorney General approval in order 

to protecc life or ?roperty from chreacened fo~ce or viole~ce ; 

however, no~ification to ~he Atcorney Gene~al shall be made as 

soon as possible after that dissemination, and shall include a 

description of the exisent circums~ances requi:ing su=h 

dis$emination. Inforillation which is evidence o! a crime may be 

disseminated to F~deral, scate, local, o: fo~eig.n officials or 

agencies with law enforcement responsibility for t~e 

crime . (U) 

(b) S~ction lOl (e l (1 \ for:ic= Int.elliaence Informacion 

Nonpublicly available in!ormation concerning United States 

persons obtained f:om the el ectronic sur~eillance of the targec 

ag~nt of a foreign powl!!r which is or :-.easonably appears t:o be 

for~ig~ intelligence information as defined in 5 lOl(e ) (l ) of 

t:he Foreign In~elligence sur~eill~~ce Act may be disseminac=d 

in a manner that id~nt:ifies United States persons only for 

autho~ized foreign intelligence, fo=eign counte~intelliqence , 

.. 
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purpos~s.. ltJ) 

(c ) Sec~ ion , Gl l el 12 ' F'o:-ei=-. !r:.::elliae~c!!! !r:fo~a; i o:; 

Non?ublicly avzilable infcr.na.t:io:'l co~ce:.:.ing tlnite:;! ·states 

p~rsons obtained from ~he elec~=~nic su:ve!lla~ce o: t.he target 

agent o! a for.ei<;:l :powe:::- which .is o::o reasonably .appears ;::o be 

forei~ i:1t.elligence info~at:ion as defined in§ lOl{e J (2) c: 

rii.sser..inat:.ed in a miU'u'"'l.er that: irient:iiies any Unit:ed St.a::es 

person , ,except. by general charact:.erizat:.ion, U:!':.less s1.lc~ 

pe::.-son' s ident:it:y is necessary to ~nde::-s::and the in!or;:-.a:ion or 

assess its im?cr~ance and may be disse~inat.ed only for 

authorize~ forei~ intelligence , foreign counterintelligence, 

countersabotage a.nd int.e:mational ::e:rrorism, o::- l.aw e!".f·orcement: 

purt:~oses , (U) 

No~?ublicly availabl~ ~n!or~~~icn conce~ing Oni~;d States 

agent of a ~oreign powe= which is evidence of . a c::-i~e w~ich has 

been, is being, or is &bout ~o be commi~ted , but which is not 

or do~s not. reasonably appear to be foreign intellige~ce 

in!o~ation as definsd by § lOl(e ) of the Fo::-ei~ !ntellige~ce 

surveillance Act may be -disseminated only for law enforcement 

purposes. Any info~ation acquired from electronic 

surveillance of ~he target agent cf a foreign power which is 

disseminated for law enforcement purposes shall be accompanied 

by ·a statement. that such in!ormation cr any information de:ived 

therefrom, may only be used in a criminal pr:ceedi ng with the 

advance authorization of the Attc~ey General . (U) 

Date 
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