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TRECRET—

EXHIBIT A
FOREIGN IRTELLIGEZINCI SURVEILLANCT COURT
WASHINGTON, D.C.

e

IN THS MATTIR OF T2 APPLICATION
OF THZ UNITED STATES FOR AN ORDER

ADTHORTZING ELECTRONIC SURVEILLANCE : Dockst Numbax:
OF A NON-UNITED STATES PERSON AGENT :

Lt

OF A FORZIGH POWZR. 1% -

-

STANDARD MINIMIZATICN 2ROCIDURES
Pursyans to § 101{h) of the Foreign Incelligence

Surveillance Act of 1578, the following procsdures havs besn

H

adoptad by the Actornsy Generzl, and shall be followed by the
rederal Bursau of Invastigation (F3I), in conducting this L
elecsronie suzvaillange as orderad by the Court:

Sagrion 1 plicabilirv and Scoo

These procaduras apply to the acguisicisn, rstention, and
diss=mination of nonpublicly available communications znd ocher
informacisn concerning unconsenting Unized States persons thac
is collected in the cgurse of telepheone, microphons, closed
circuis television (CTIV), medsm, facsimile, lgased line and
cthar 2l=acrronie survzillance of 2 nom-United States parson who
is an agent of a foreign powar consistenrt with the nsed of the

United States to obtain, produce, and disseminate forsign

intelligence informaticn. 5]
)
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(a) Definicions set fozth ia § 101 of the Foreign
Incalligence Surveillancs Act, imcluding the terms "foreicn
intelligence informazien,"” "United States persoa.” and cthexs
which may be used in chese proeednfas, skall arcly to thass
_Q:ceéu:es. (J) ' -

(o) As used herein "commuaicacziens of a United States
gezso:.; ircludes all) communicatiens to which a U;iﬁed Staces L
person is a parry. ‘Comminicaticns econcerming a Uait=d States
person® includas all communicaticns in which a Unizad Szates
parson is discussed or maaticned, exXcept that communications
are not 'communicajions soncerliag a United States person' if
they revezl only publicly available information abou:z tha
persen, () ‘

(e} Whan the citizanship status of a pasiy to a
::mmunicﬁ:imn being surveillad is unknown, and na rszassnable
hasis axiscs for comecluding that the paroy i5 mot & United
States pezson, it is presumed that such -party is a United
8taces pgrsonm. (a)

(d) As used herein, "ncnvarbal iaformazion® shail
inelude, but not be limited to, CCTV pictures 23 well as
Typewsiter sad machine noises. (U)

Sectipn 3 - BAcguisition

{a) Intarception

The FBI may intercept all ccmmunicatisns and nenverbal
informaticn of or concerning Unitesd States persons which are
carrisd over wiss <cmmunications lines or are actuirad by
electraonic, mechamical, or other surveillance device aucherized

— 4 ]

by Couzt ordezr. Tha FBI may also iatercept all cral
communications and nenverbal infsrmaticn of or concerning

United Statss persons which ocgur within the target premises as

authorized by Couxrt ordexr. TS
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(b) Vewificariaon
A: the initiacion of elacisomic surveilllsnce, tha F3I 3

shall varify tha: tha telephone communicazions lines being
intercepzed are the telepchone lines & the parget agent cof a
foraign power autherizad by Court order. (M)

{e) Misrerhon= and COTV

Eleccronic surveillance of the targe: agsnc of a foreign

power may either be meonitored sontemporaneocusly, racorded

"

auzematiczlly or condusted by 2 combinatien o both mezns. (U)
(2] Mgnito—ing loegine
{1} ZIn the avent shac all communiczsions ar=
acguirad by autemasic racording, tha monibter o the
automatically acguirsd tape will emplaoy the same principles of

locging, indexing, and using the infaormation &g if it nzd be=

=]

acguired by a liva moniter. (U)

{2} F3I parsomnel who monizer.the elsguroni
surveillance contsmperanacusly or who moniner zutsmatigally
zcquirsd informacicn shall exercise reascnable judgment in

eterminiag whecher parsicular infocrmation intercepted must be
minimized. (T ‘

r {3} A paiwmenent written record cor "log* shall be
maiatzined by perscopnel who contemperanscusly monizor
communicarions being surveillsd cr whe menitsr auromatically
aczuired informaticn; provided thau identiziszs or
gommunigations of or ¢oncerning Unitad Stazss perzens thac
could mot be foreign intelligence inicrmation of are =et

ayidence of 2 crime which Ras Lbesn, ig being, o7 iz about to be

Y
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committed may not be logzed or summarized, TFozeicn

inzelligsnce informacion acguired inm otker forms, such as
facsinmile messages, compuier modam data, or other
elasztronizally generatad praduct, may be indexad and filed
wizhout 2 separate log being prepared. (&)

{4) Whea the idsaziry of the Daited Szates persan
cculd not be foreign inrelligance informatisn, even thouch the
=zn=ant of che comtreunizarign cquld te foraign in:elligencg
infsxmatisn, the monictor shall not log the full name of the

==

United Stages perscn but may use a partial name er

charactexrization of tha pszsan. 5k

© {#) Privilaged Communicerions

CR 1223
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(§) Nonpe=ginans Communid

ek iyis

caziss

[1) Commuzizations of Unized Statas pe
in chis survaillamcs will be the subjezr of csatinuing analysis

tc establish catzagories of coemmunications that izs not

pertinens to the zucherized pursesse of the suzrvaillangs. (W)

(2] Thes= cazegories should pe established alfter a

-

rezsanable period of monitering the communicatioans of the

targaz, (W)

(7} Thke Attorney Gansxal, or a desigaee, shall

periodically determine that infsrmation concerning

communicatisns of ¢r cozcerning Unitad States persons thar is-
legged or summarized msecs' the reguirements of these proceduras

and the Poreign Intslligenea Surveillange Act., (S
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{a) Indaxing

Logged identizizs pf Uniced Stzoes perzons and
communications of o concarniag nizad Stazas parsons may be
indaxed intc the genaral FEI indices caly alzer the supervising
casa agent has daterminad that both the idantity and the
communicacion :sas:nibly appezr to be foreign intalligencs
infarmacion or aze evidence of a crime which hag hean, is
being, Or is abcut o be committad. The Idenzity of tie Unitaed
States perscnl #s recordsd in the log may be minimized by
striking the name or substituzing a characcerization for that
person. Logged identicies of any perseons, including United
Scates persens, will bs recorded in the Elect-onic Surveillance
Index pursuanc to Tizle 18, United Stacas Coda, § 2504, if the
suparvising case zgent has’decermined that the idenzities
r=ascnaibly appear to ba foresign intelligence infarmation and if
they mest othe: indexing criteriz sstablishad Cy the Federal

Bursay of Iavastigatiomn. (W)
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(b) Trapecriprion, Duolieacien. and Other Raccrds

Communicaticons cr noaverbal information cof or concgraing

ll]

United Stztes persons may be transczibed or duplicated, and

repoczs made of their contsats only fer autherized forsign
intalligenczs, foreign csunterin:ellicence, countarsabstags and

inteznacional terroriam or law enfozsement purposes. (04

! Iacercepted communi ications or nonverbal information of or 3 o
concarning United States persens which contain fore
intelligence informaticn as definad in § 2(2) may be used only
in forsign countsrintalligence 1nves;-gaticna or ior ocher
authorized forsign counterintelligencs, countersabotage o=

Fa

intarnational terrzorism purposes. Forsiga incell icanCE

infsrmacticn which is also svidence of a crime which has besn,

" is deing, er is about to be commiztad, may also be used as

(d) Zviden

Intercepted communications or menvardal informaticn cf or
goncarning United Statss person, that is acguired iacidental to
the ccila:cion of fcraign intelligence infozmation and ceontains
information thar is svidence of 2 crime which has besn, is
kbeing, o7 is about o be committed, but which is not ezherwise
foreign intelligence information, way be retained or used oaly
for the nuspose of rrevanting the cyime or anforcing the
criminal law. (B ‘

. {s) Controllad Acosss

Strict’'conwtrols shall be placed on the storags and
interceoted c?mmun' cations of or cohcgrning United
Statss persons. Use 3hall be rescricczd %o those FBI
supérvisc:y, invescigative, and clasxizal persconel who have 2

nesd to know such infzrmation to fuliill forkign intelligencs

or law esnforcsment responsibilicies., (T
—SECRET—
"
- 7 -
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£y astuccion of Tans

Tzpe r=corﬁing§ and duplicate tapes of communizatiens oo
nenverbal informazisn cf ox concg:ni.g Upited States perssens
shall be destroysd within a reascnable pericd of tima following
thair authezized retention and use as provided absve, excest
thaz: _ -

{1) tapes coztaining evidence of a crimizal offense

will be retaized untll a dacision is rendered by prosecutive s

decided te prosacuta, tapes will be

(11

auzhoricies. IZ.it i
racained uncil zhe end of the prosecution process; (U)

{2) tapes containing communications thas reascnably
atrear tc be axculpatory ("Srady") macterial shall be ratained
as i2 they contained evidence of z crime; (U)

{(3) ctapes cencazining privileged communicacions will
be retainsd until ordezed to ke destroypd by the Department cof
Justice; and (U)

{4) tapes requizad to be rerained by 2 sule cof law
or judicial g-der will be rataized in accorsdance with tha

raquiremants of that rule or crésr. (0)

Information acguired py means other than audis rscerding,
including but net limived te facsimile or computer modem
iatarcepticn, shall be reviswed in accordanca with tha

standards Internal Use and Ratention sat fo2th in these

{a) nezal sricsions

{1} Subject to the resguirements ci this Sectien,
nonpublizly available informacicn concerning United Statas
perscns optained from the slectroniz suxveillanze of the carget

agant of 2 Zcreign power may not be disseminatad witheus the
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consent o¢f the Unitsd Stataes person involved unless the

information is, or reasonably eppears tec be, fozeign

inzelligence informacion as defined in §§ 101 (e) (1) aad (2] oFf

the Foreiga Intelligense Surveillance Act cr is svidence of a

s about ta bhe

™

crima which has been, 1is being or
commitced. (U)

(2) Nenpublicly available infarmation comcerzing
United States persens obtained from slectronic surveillanes of
the rarger agent of a foreign power which is fozeign
intelligence information may be disseminated within the Fedaral
Governmernt and only to oificials, agencies, or components wiéh
responsibilizies directly related to the infemmation proposed
to be disssminaced, and, upon approval of the Aztosaey General,
may be dissazminated to foreign gove:nmen%? Ia sxigenc
circumstances, whers Atierney General approval cannot be
obtained in advancs, disseminaticn to a forsign governmeat may
be made witheout such prior Attorney Gsnsral approval in ordex

to protact life or

U]

roperty from threatened fozce or violence;
nowever, natification te the Attorney Gsneral shall be made as
socn as possible after that dissemination, znd shzll include =
description of the exigsnt circumsctances requirincg such
dissemination. Informaticnm which is evidence ¢ 2 crime may be
disseminated to Fedaral, scate, local, or foreign cfficials or
agencies with law enfcrcement respensibility for ths

crime. ()

(8} Section 10i(e) (1) Forsicm Inrelligsnge Information

Nonpublicly available informaticon conserning United States
persons obtained from cha electronic surweillance of the targst

agent of a foreigm pcéer wnich is or resasonably appears to be
forsign intelligence information as defined im § 201{e) (1) of
tha Foreign Intelligence Surveillance Act may be disseminatad
in a mazner that idantifies United States persons cnly for

authorized forsign intalligence, foreign counterintelligence,
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countersabotzge and iaternatisnal terTorism, or law ends=came-
purposas, () c

(e) Section 103 (e} {3 Fowaicow Trralligence Trfa—matnisn

Nonpublicly awvzilable infermacicn cencernming Unitzd Stacas
persons ohtained from the elesctronic survelllance of the target
agsnt of a foreigna power which is or rzasonably appears te be
foreign intelligence informaticn as dafined in § 102(e) (2} e2
the Forsign Intslligencs Survsillance Act may not be ' Y

-

disseminated in a manner that idencifies any United Sta:tes

aneral characterization, unmless sugh

D

person, exsept by
person's identity is necessary co understand the informazien or

assess its impertance and may be disseminated only for

pere

autherized foreign intelligenge, Ioreaign countsrincellizence,
countersabotage and internatiomal terryorism, or law enforcement
purposes., (U)

nisrmacion
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Nompublicly available infermatien concerniag Uniza
persons obtained f-om the elactzonic surveillance o thas target

agant of a forsign powexz which is evidsnce of a czrime which has

'besa, Ls being, or is about To be commizted, but which is not

or does not reascnably 2ppear to ba foreign intelligencs
infermaction as definzd by § 129i(e) of the Porzign Intaslljigence
Surveillances Act may be disseminatad conly for law enforcement
purposes. Any infermation acguired {rom slactrenic
surveillance of the targe: =geant cof a foreign powez which iz
dizseminated for law snforcesment purposes shall be accompanied
by 'a statemant that such informztion or any infcxrmaticn derivad

therzfrom, may eoaly be used in a criminal procesdiag with the

advance authorizaticn of the Astormey General. (W)
. )
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Janat Rence
Atctorney General of the United Scatss

Date "
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