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EAHIBLY A
FOREIGH INTELLIGENCE SURVE)LLAMCE COURT
WASHINGTOM, D.C.

IN THE MATTER OF THE APPLICATION

OF THE UNITED STATES FOR AN ORDER

AUTHORIZING PHYSICAL SEARCH : Docket Humber:
OF A NON-UNITED STATES PERSON AGENT .

OF A FOREIGH POWER. 15k ) t

¢

STRNDARD PHYSICAL SEARCH MINIMIZATION PROCED;JKES

Pursuant to Section 301{4) of the Foreign Intelligence
Surveillance Act of 1978, Public Law 95-511, as amcnded by
Public Law 103-355, the following procedures have been adopted
by the Attorney General, and shall be followed by the Federal
Bureau of Investigation (FBI}, in conducting a-physical search
as ordered by the Court:

- _ 1 i L) n

These procedures apply to the acguisition, retention, and
dissemination of nonpublicly available informarion concerning
unconsenting United States persons that is collected in the.
course of a phy;ical search of the real or personal property of
a non-United.States person who is an agent of a foreign power
consistent with the need of the United States to obtain,
produc;, and disseminate foreign intelligence information. (5}

Minimization shall be practiced during acgulsition as well
an retentign and dissemination. 1n light of efforts by foreign
powers and their agents to conceal foreign intelligence
information, and the necesgarily brief time frame in which a

physical search is conducted, it may not be possible to
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immediately recognize the foreign intelligence information
sought. Thus, FBI personnel who cenduct the physical search or
examine the information, material, or property so acquired
shall exercis; reasonable judgment in determining whether
parcticular information, ‘material, or property should be
minimized. TSk

Secyion 1I - DPefinitions (W)

(a) Definitions set forth in Section 101 of the Foreign
Intelligence Surveillance Act, as amended, lncluding the terms
"foreign power", "agent of a foreign power", “foreign
intelligence information,* “Uni;pd States person,” and others
which may be used in these procedures, shall apply to these
procedures as well, (U]

' {b) Definitions set forth in Section 301 of the Foreign
Intelligence Surveillance Act, as amended, including the terms
"aggrieved persop™ and “physical search®, shall apply to these
procedures. As defined, *physical search” does not include &
search conducted consensually [ o @ scarch
conducted under :ircumstances.iﬁ which a person does not have a

reasonable expectation of privacy. &8l

(c) As used herein, "seizure® means the permanent

physical removal of information, material, or property. (U]

erein, “information ol Or concerning a

(e} As used

United states person" does not include only publicly available

{information about the pasrson. (U}
(£) When the citizenship status of an “aggrieved person”
ig unknown, and no reasonable basis exists for concluding that

the person is not & United States person, it is presumed that

such person is 2 United States person. (U)
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Section 111 - Acoulsition (U}
(a) Physical Iptyusion (U)

(1) Within the United States the FBI may conduct
] unconsented Pﬁynical intrusion into the target premises or

property (ipcluding the examination of the interior of property
by technical means) to acguire informatipn, material, or
property of or concerning non-United States persons through
phyeical search as auvthorited by Court order. ~t5L

{2) A physical search shall be conducted with the
minimum physical intrusion necessary to acquire the foreign

i) ) )

intelligence information sought.
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tb) Yerification of the Premises or Properry (U}

Prior to the initiation of a physical search, the FBI

shall vefify that the premises or property being searched is

owned, used, possessed by, or 15 in transit to or from the

targeted non-United States person agent of a forsign power

rized to be searched by the Court order.
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(d) Methods of Search (U}

{1) Physical search of the premises or property of
. the targeted non+United States person agent of 3 foreign power

may be condiicted by the method(s) most suitable for acguiring

P U PUps— =

the foreign intelligence information sought in light of the

particular circumstances of the search. &6~

s oAby T e

(e}

(1) Physical sgaxchcs of mail within Unired States

postal channels shall be conducted in accordance with Federal
statutes and United States Postal Service regulations

particularly governing such eearches. (U}

—5ECRET

516



CR 1200

517



: CR 1201

iyt e

Section IV - Betention apd YUse (U)
(a}  Recording of Information (Ul

e Sy 5

1) A permanent written record, or "log", of frems

eized -during a physical search shall

be maintaine y personnel who conduct the physical search,
Information, material, or property of United States persons,
}nc]udiﬁg identities of United States persons, that is not or
could not be foreign intelligence informarion, or that is not
evidence of a crﬁme which has been, is being, or is about to be 3
committed, shall not be logged, reproduced
[ S -+ T

intelligence informaticn acguireﬁ in origiﬁal document form, or

ag rcprodunad; including facsimile messages, letters, computer

.‘kk.{'
data, or other electronically generated product, may be indexed %i?,” )
P S

and filed without a separate log being prepared for each item.

b
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{2) When the identity of a United States person

EEN il

could not be foreign intelligence information, even though the 3
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information, material, or property could be foreign
intelligence information, FB1 personnel shall not log the full .
name of the United States person but may use a partial name or
characterization of the person. {15+
(3) The Attorney General, or the Attorney General's

designee, shall regularly review information, material, or

iy s 8.y TP et e e A bl St Fran s,

property of or concerning United States persons that is logged,
reproduced,

-seized to assess compliance with these procedures and the
Foreign Intelligence Surveillance Act. (S~

(b) ivi d
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ey Jundexiug (V) .!
Logged adentities of United Stalep persons atquired |
through physical search ol infoymation, material, or property
. of the non-United States person target may be indexed into the
general FBI @ndices only after the supervicsing case agent has
determined that both the identiLy and the infcrq‘ation.
material, or property from which it was acquired reascnably
appear to be [oreign jntelligence information or are evidence .

of a crime which has been, is being. or is about to be

committed. The identity of a United States person as recorded

PR TN

in the log may be minimized by striking Lhe name or

gubstituting a charactexization for that person, (V)

(d} Reportina (Ul ]

Jrinise

{1) Informatjon, material, or property of or

NS FUR

concerning a Unlted States person discovered during a physleal

gearch may” be inspected, examined, reproduced.— i
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’ *
made of the conlLents, only for authorized foreign intelligence
or law enlorcement purposes as provided herein. (&

{2) Pursuant to Section 304 (b} (2) (E) of the Act, tha
FBI shall promptly report the circumstances and results of the
physical search to the 0ffice of Intelligence Policy and
Review, Department of Justice, which will incorporate ghat
information into an application to the Foreign Intelligence
Survelllance Court for an extension of physical search
authority against that non-United States person agent of &
foreign power target, when necessary, Jf no renewal
application is required, the Office of Intelligence Policy ané
Review, Department of Justice will file a return with the Court
notifying it ol the circumstances aﬁﬂ.rCSUILS ol the physlical
T ;
de) Eoreiap Intellisence Infevwaticn iUP

Informaticn, material, or properiy of or comcerfing United

search.

States persons which contains foreiyn intelligence infurmacion
as defined in Section Il{a) may be used enly in.foreign
counterintelligence investigations or for other authorized
foreign inteliigence, counterintelligence, countersaburage or
counterterrorism purposes. Foreign intelligence information 5
which is also evidence of a crime which has been, is being, or
is about ro be committed, wmay also be uvwsed as provided in
Section IV (L) below. “ft&h.

(L wi

Information, material, or property of or concerning a
United States person that le acquired through a physical

gearch, that is incidental to the collection of foreign

intelligence information, and that contains information that is

evidence of a crime which has been, is being, or is about Lo be

rEe

committed, but which is not otherwise foreign intelligence
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information, may be used only for the purpose of preventing the
crime or enforcing the criminal law. T&

(g) Controlled Access (U)

Strict contrpls shall be placed on the storage and
retrieval of information acquired through the physical search
of information, material, ot property of or concerning a United
States person. Use of such information shall be restricted to
those FBI supervikdry. {nvestigative, and clericsl personnal
who have a need to know such information to ;ulfill Ioreign
intelligence, counterintelligence, counterterrorism, or law
enforcement respénsibilitics. f0)

" th}  Destruction of Fecroductions (U)
Reproductions or oiLher coples of Information, material, or

property of or comcerning a United States person acquired

through physical gearch wmay be destroyed at any time if

Otheywise,
reproductions or other copies sha estroyed within 8
reasonable period of time following their authorized retention
and use as provided above, except that: T&L

{1} reproductions or other copies which may contain
evidence of a criminal offense will be retained until a
decision is rendered by prnsecutgvc authorivies. I[ a decision
is made to prosecute, those reproductions or other copies shall
be retained until the end of the pfusecution process; (U)

(2) rhproﬂuctions or other copies containing
information that reasonably appears to belexculpatury {*Brady"l
material shall be retained as If they contained evidence of a
crime; (U}

{3) reproductions or other copies containing
privileged communications shall be retained until ordered to be
destroyed by the Dffice of Intelligence Policy and Review,
pepartment of Justice; and (U)
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(4) reproductions or other copies required to be
retained by a rule of law or judicial order shall be retained
in accordance with the reguirements of that rule or order. ()

' V_- Di ipati {v)
(a) General Restrictions (V)

(1) subject to the reguirements of Secktion V(b) of
these procedures, nonpubliély available information concerning
United States persons acquired'through a physical search of the
premises or property of the targeted non-United States person
agent of a foreign power may not be disseminated without the
consent of the United States person involved unless the
information is, or reasonably appears to be, foreign
intelligence information as defined in Section ]01{e)(i) or {2)
of the Foreign Intelligence Surveillance Act or is evidence of
a crime which has been, is being or is about to be
committed., (U}

{2} Honpublicly available information concerning a’
United States person acguired through a physical search of the
premises Or property of a targeted non-United States person
egent of a foreign power which is foreign intelligence
information fbay be disseminated within the Federal Government,
but only to officials, agencies, or components with
responsibilities directly related Lo the information proposed
to be disseminated. Such information may also be disseminated,
with the prior approval of the Attorney General, to foreign
governments. Information which is evidence of a crime may be
digseminated to Federal, state, local, or foreign officials or
agencies with law enforcement responsibility for the crime as

provided in Section V(d). (U]
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(b} Dissemination of Section 102(e) {1} Foreiup
Intelliaenge Information (U)

Honpublicly available ipformation concerning a United

:, States pertop acquired through a physical search of the
premisen or property of the targeted non-United States PEISON
&gent of a [orelgn power which lg or reaspcnably Bppears 1o be.

foreign intelligence information as defined in

P —

Section 101 (e} {1) of the Forelgn Inge]ligence Surveillance Act
may be disseminated in a mapnper that identifies a United States
person only for ‘autliorized foreign intelligence, foreign l
counterintelligence, countersabotage and international

terrorism, or law enforcement purposes. (U]

e}  Dipsemination of Seciion 101(e) {2} Forzaan
Intellingence Information (W)

Nonpublicly -available information concerning a United

States person acquired through a physical search of premises or

e P e o e s R = e B e g e N by P TN et i e ey

property of the targeted non-United States perscn agent of a
foreign power which 1s or i1easonably appears Lo le forcign

intelligence information as deliped in Section 1C)i{e} (21 of the

e L womm b P At e
®

Foreign Intelligence Surveillance Act may not be disseminated
in a manner that identifies a United States person, except by

general characrerization, unless such person‘s identity is

1

S Tt

necessary to understand the information or asgess jts
importance. Such information may be disseminated only for
authorized foreign intelligence, foreign counlezintelligence,
countersabotage and international terrorism, or law enforcement
purposes, {(U) ‘

1d) Criminal Information (W)

Nonpublicly available information concerning any United n
SFateB persopn incidentally acquired thirough a phyeical eearch ?fi:gi;“

of the premiges or property of the targeted non-United States o

person agent of a foreign pover which is evidence of a crime ) 4 L

which has been, is being, or is about to be committed, but

]

which is not or does not reasonably appear to be foreign
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intelligence information as defined by Section 101(e} of the
Foreign Intelligence Surveillance Act may be disseminated only
for law enforcement purposea, Any information acquired through
a physical search of the targeted non-United States person
aéent of a foreign power which is disseminated for law
enforcement purposes shall be accompanied by a statement that
such information or any information derived therafrom, may Bnly

be vsed in a criminal proceeding with the advance authorization

_-of the Attorney General. {U)
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# Janet Reno
Attprney General of the United States
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