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FOiiElGil lJIHLLlGENCE SlJRVEJLLAJ-lCE COURT 

\-1/\SH I flGTOU I D. c. 

1N TilE 11J\TTER OF THE APPLICATION 

OF TilE UHITED STATES FOR 1\ll ORDE.R 

AtrriiORlZlNG PHYSlCAL SEAACII 

0.1'" A NOH·UlHTED STATES PERSOII AGEHT 

OF A FOREIGll POWER. t-S-1-

Dccket llur.tber: 

STA!IDA.RD PHYSICAL SEARCll HHIIHIZATIOU l'ROCEUU.RI:S 

Pursuant to Section )01{4) of the foreign Intelligence 

Surveillance Act o! 1978, Public Law 95·511, as ~mended by 

Public Law 10)·)59, the following procedures have been adopted 

by the Attorney General, and shall be fo llowed by the redcral 

Bureau of Investigation (fBJ), in conducting a · physic~l 6earch 

as ordered by the Court: 

Section I - bpolicabilitv and Scope (U) 

These procedures apply to the acquisition, retention, and 

d issemination of nonpublicly available informa~ion concerning 

unconsenting United States person$ that is col lected in the 

course of a physical search o! the real or pe rsonal p~operty of 

a non-United States person ~ho is an agent of a foreign power 

consistent ~ith the need of the United States to obtain, 

produce, and dissemina te f oreign intelligence information . (5) 

Minimization shall be practiced during acquisition a s well 

as retenti~n and dissemination . In light of eCCorts by foreign 

powers and the ir ageots to conceal !oreign intelligence 

information, and the necessarily brief time frame in ~hicb a 

physical search is conducted, it may not be poss ible to 
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i~mcdlDtely recognize the foreign intelligence information 

sou9ht. Thus, FBl personnel who conduct the physical search or 

examine the information, material, or property liD acquired 

shall exercisp reaaonabl~ judgment in determining whether 

particular in[ormation, ' ma~erial, or property &hould be 

minimized. ~ 

SectiQD )I • perinitions (U) 

(a) Definitions set forth in Section 101 of the ForeJgn 

lntell!gence ,surveillance Act, a5 amended, including the terms 

"foreign power", "agent of a foreign power", "foreign 

intelligence in!ormation, • ftUnit•d States person,w and others 

which may be used in these procedures, shall apply t~ these 

procedures a~ well . CUI 

(b) Definitions se~ forth in Section JOl of the Foreign 

Intelligence Surveillance Act, as amended, including the terms 

~aggrieved person• and ~physical searchM, shall apply to these 

procedures. As de(ined, •physical search• does not include a 

search conduct.ed ccm;em;ually or a search 

conducted under circum~tances in which a person does not have a 

reasonable expectation or priva cy . ~ 

lc) As used herein, •seizure• means the permanent 

phrsical removal of lnfonnation, material, or propert}·. (Ul 

United St~tes person• does not include only publicly available 

information about the per5on. (U) 

(!) When the citi~enship status of an •aggrieved person• 

is unkno~~. and no reasonable basi~ exiGtB for concluding that 

the person is not a United States person, it is presumed that 

such perecn is a United States person. (U) 
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Section 111 - Acoul s itipn 

(al Physical Intrurdpn (U) 

(U~ 

ll) Within the United States ~he fBI way conduct 

unconsantcd physical intru•ion into the tar9et premises or 
I 

prope~ty (including the examination of the interior of property 

by technicQl means) to acquire information, material, or 

property of or conce~ning non-United States persons through 

physical &e&rch ~6 authorited by Court order. ~ 

(2) 1\ physical seax_-ch shall. be· conducted ~ith t he 

minimum physical intrusion necessary to acquire the foreign 

Prior to the initiation of a physical search, the FBI 

shall verify that the premises or property being sear~hed is 

owned, used, pos~~ssed by, or is in transit to or fro~ the 

targeted non-United States per5on agent of a foreign power 
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(d) Methods of Sebrcb (U) 

. . .. 

(~t Physical search of the premises or proper t y of 

, the targeted non•Uni~ed State5 person a~ent of a foreign power 

may be conducted by the methodlnl most suitable for ~cquiring 

the fore.ign intelligence in(onnati"on sou9ht in light of r.he 

(1) Physical &earches ol mail within United States 

po$tal channel~ 5hall be conducted in accordance with Federal 

atatut~& and United States Postal Service ~egulations 

particularly governing 6Uch &earches . (U) 
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(I) )3s:cording o( ln!or.!!lAtism (Ul 

(l) . ,. perm~nent written reconl, or "lt>g" , o£ item5 

1 nsp~:cu~d. ex ami ned. .reproduced. 

eized ·during a ph)•sical sl!arch shall 

. . : y R onnel who conduct the physical search. 

Informat:lon, mated~l. o:r property of United State~ persons, 

including identJtJe-s of UnJted St.a t ~!J per.tons, chat Js not or . 

could not be foreign intelligence infor~ation, or that is not 

evidence of a crime which has been, i& bei 

committed. shall not bn loggad, 

&e.hcd. roreign 

intelligence information acguired in original document form, or 

as reproduced, including f~csimllc messages, letters, computer 

d a ta, o:r other electronically genet·at<!d product, rnay Le iodexed 

and filed ~ithout a separate log being prepared for each item . 

(2) When the identity of a United States P,erson 

could not be fo4eign intelligence information, even thoush tbe 
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jnCorm.nion, 1natcrlal, or property c ould be foreign 

inLclligence inlor~ation, FDl per~onnel shall not log the full . 

name of the United State~ person but may us e a par tial name or 

chil rll c,tcrizat,.ioo or the person . tsi-

(3) The Attorney General, or the Attorney General's 

designee, shall reguljrly review information, •aterial, or 

property 

ized to assess compliance with these proGedures 

Foreign Intelligence Surveillance Act . ~ 
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Logge d l.dcntlli c s o( United StatcG persons at.:qutrud 

through physical search or infol·maticm. mntedal , or pz·operty 

• of the non-Unl~ed States person tS~rget may be indexed int'o the 

general fBl indices only after the supervising case agent has 

determined that both the fdenti ly and the information, 

material . Qr property from which it w~s acquired reasonably 

.appear to be fot·e i91) i nt.ell i gence in(orsnat ion or arc ev ide nee 

of a crime which has been, is b~ing, or is about to be 

committed . The identity of a United States person as recorded 

.in the log may be minimized by striking· Lhc namt: or 

&ubstituting a char;1c:t.e~i7-ation for Lhat person. (IJ) 

(dl B~t~orting lUI 

U) lntormat$on , mat.edal, or property of or 

concerning a United State:~ person discovered dut:ing a phys.ical 

search may'be i nspected, examined, reproduced 

seized, and reports 

\ 
I 
j 

\ 
I 

i 

l 

1 
i ; 
t 

i 
l 
I 
t 

~ 
j 

\ 
i 

1 

1 
:~ 

:·-: . 

.... ~ .... 

~ . · 

CR 1203 



521 

: \ 

wad~ ot the ~oolcnts, only for authorized foreign intelligence 

or law etl!orccmcnt purposes as provided herein. ~ 

(2} Pursuant to Section J04 (b) (.2) (El of the Act, t.he 

FlU shall prc.rnptly report t:he circumst.ance·a and resu~t s of the 

phy10ical $eard1 t:o the Office of Intelligence Policy and 

Review, Department o! Justice, \.lhich \./ill incorporate that 

information into an application to the Foreign Intelligence 

Su4Vcilla~ce Court fot an extension oE physical search 

authority against that non-United State& pe•son a9ent. or a 

foreign po-wer · targ~t, -when necessary, J! no rene-wal 

application is required, the OLfice of Intallig~nce Policy and 

Review, Department of Justice \./ill file a return ~ith the ~ourt 

not 1 tying it o! the ci rcumstcH1ces an:.l resulls c..>[ the ph}'.s:l cal 

search. '{-(;.).. 

.le) foreign Intclligenc': Infcnri'ticn (U) 

lnformation, material, or pt·operty o( or CGUCt!J"tting Un1ted 

States persons widen conta1ns foreiyn intelligen c e informauon 

as defined in .Section Illal .may be \J!ied only in . toreign 

counterintelligence fnves l igations or .for other authorized 

foreign intelligence, counterintelligence, counlersabotage or 

counterterrorism purposes . Foreign intelligence information 

which i& also evidence ot: a crime which ha.s been, is being, or 

is about to be comlnittccl , tnily ~lso be used as provided in 

Section IV(!) belo\.1. ~ 

(!1 Evidence ol Crime llot Nhcr~o.·Hc rou:J<.m lnlclligcpce 
I.nfQXmj.ltioo (Ul 

Jn[or~ation, matcriill, or prop~rty of or concerning a 

united StateP perpon that la acquired through a physlcal 

search, that is incidental to the collection of foreign 

intelligence information, and that contains in!ot~ation that is 

evidence of a crime which has been, is being, or is about to be 

committed, but which is not otherwise foreign intelligcnc~ 
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inform,a,tion, may be used only for the purpose of prevent.ing the 

critue or enforc:.l.ng the criminal ~a.w. ~ 

(g) t:ontrolled lHiceu IU) 

Strict controls shall be placed on the atornge and 

retrieval of infonnation acquired th1·ough the phydcal search 

o! information, mbterlal, ot prop~rty of or concerning a United 

StateB porson. U~e of ~uch information shall be restricted to 

t:holie f'Bt BUperv{6ory, lnvestigative, and .cleric•l personnel 

who have a ne:ed to kn01.1 such infortllation to .fulfill toreign 

intelligence, counterintelligence, counterterrorism, or law 

en!orcernent respol'ls i b.il it i cs. _{U) 

(hJ Destruction of fevroductiQO~ (UJ 

.~eproduc:tionc or other coplciJ o! information, material, or 

property of or co~cerning a United States person acquired 

reasonable pe.rlod of time Collowing their authori:red x·etention 

and use ;u provide-d above, except that: 1'St 

(l} ~eproductlons or other copies which may contain 

evidence of a criminal o[Cense will be retained until a 

decision is rendered by pros~cutive authorities. li a decision 

is made to .prosecute, those reproductions or other copies 5h~ll 

be r~t.aine.d until t.he end of the prosecution process; (U) 

(l) reproductions or oLher copies cont•ining 

information that reason~bly appears to be exculp•tory (~arady~l 

an•terial shall be retained as H they contllined evidence of a 

(U) 

(3) reproductions or other copie.ro containing 

privileg~d communicatlons shall be retained until ordered to be 

destroyed by th~ Office of Intelligence Policy and Review, 

Department of Justice; and (U) 
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• I .. 
(4) ieproductions or other copies :requir.ed to be 

retained by a rule of law or judicial orper chall be retained 

in accordance with the requirements of that rule or order. (U) 

Section V ~ Dissemination (Ul 

(a) Generpl EestricUona (Ul 

(1) Subject to the requirements of Section V(b) of 

these procedure9, nonpublicly available information concerning 

United States persons acquired. through a physical s 'earch of the 

premises or property of the targeted non·United States person 

agent of a foreign power may ·not be disseminated without the 

consent of the United St ates person involved unless the 

information is, or reasonably appears to be, foreign 

intelligence information as defined in Sec_tion 101 (e) (1) or 12) 

of the Foreign Intelligence Surveillance Act or is evidence of 

a crime which has been, is being or is about to be 

commit ted. ( U) 

{2) llonpublicly available information concerning a 

United States person acquired through a physical search of the 

premises or property of a targeted non-United States person 

agent of a foreign power which is foreign intelljgence 

information fuay be disseminated ~!thin the Federal Government, 

but only t.o o!ficials. agencies, or components ~ith 

responsibilities directly related to the information proposed 

to be disseminated . Such information may also be disseminated, 

with the prior approval of the Attorney General, to foreign 

governments . Informatjon which is evidence of a crime may be 

disseminated to Federal, state, local, or foreign officials or 

agencies with law enforcement responsibility for the crime as 

provided in Section VCd). iUl 
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(u) l2i..r.i.:i'-"minatloa of Sectipa lQl (elll! Eonism 
l~lligcoce Information (U) 

UonpuhlJcly av<Jilable Jnforrnat1on conce.rnin9 a tJn{ted 

Slat.es perGon a,cquir~d through ll physical £earch of the 

pre~ists or property of the ~argeted non~United S~ates person 

•gent of a foreign power which is or reasonably ~ppears to be . 

foreign intelligence information as de[ined in 

Section 101 (el (ll of the Forcl.9n lntelligence Surveillance J>.ct 

~ay be di6sem1nated in a manner that identifies a United States 

per~&on only !or'.-.uthorjz:ed (oreign intelligence, foreign 

counterintelligence, countersabotage and international 

~errorifim, or law cn[orc~mcnt purposes. (UJ 

(c::) t!.illtlllnUiQD c•{ So;<:.t..i~L.Hl!d (21 fs.l..'.:llO 
l..nl..t.ll .l!ltm:. e 1 n f t.• rrn H itul Ill I 

Nonpublicly ·ava1lable iutormation conceUIIrlJ a Unncd 

States person acquit·ed through a J.>hyliical &earcit ol premises or 

property of the targeted non·UnilcrJ States l•etiicll !lSJent of a 

foreign power >Which lS or Jeason.ovly al>.l-'cars to lc l~:~xci'.JO 

intelligenc~ in{ormation as Ul!tined ~~~Section ltl(el121 oC the 

Foreign lntelllgence surveillance Act may not be dissem1nat~d 

.in a manner that identltles <r · united States person, except by 

general characterization, uuless such person's identity is 

necessary to understand the information or asuess its 

;importance. Such information rnay l>e disseminated only !or 

authorized foreign intelligence, foreign counlcuntelligertct, 

caunter&abotage and jnLcrnaliorlid t-errorism, or law enforcement 

purposes. (U) 

ld) Criminal lnformati2n IU) 

Nonpublicly avai hble infonnat iol\ concerning any Unileu 

.!ltates pe.r~ion im:identally acquired through a pll;·~:;icitl search 

of the premi~es or property o! the targeted non-United States 

per6 on agent of a foreign pO'-Ier M>hich is evidence of a crime 

which has been, is being, or io about to be committed, but 

which ie not or does noL reasonably appear to be foreign 
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-intelligence info~mation as defined by Section 101 (e l o! the 

Foreign Jntelligence Surveillance Act may be disseminated only 

for laiJ enforcement purposes, Any information acquired through 

a physical &earch of the targeted non-Uni.~ed States person 

agent of a foreign power which is disseminated tor law 

enforcement purposes shall be accompanied by a stat~ment that 

such in!ormation or any information derived therefrom, may ~nly 

be used in a criminal proceeding with the advance authorization 

of the Attorney General. IU) 

, Janet Reno 
~tsarney General of the United States 
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