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EXHIBIT A :
FORZIGR INTELLIGENCE SURVEILLANCE COURT
WASEIRGTON, D.C.

"IN TEE MATTER OF THE APPLICATION ‘

OF THE UNITED STATES FOR AN ORDER :
AUTHORIZING PHYSICAL SEZARCH : Docket Number:
OF A UNITED STATES PERSON AGENT

STAXDARD PEYSICAL SEARCE MINIMIZATION PROCEDURES
Pursuant to Section 301 (4) of the Fereign Intelligencs
Burveillance Act of 1978, .Public law 25-311, as émended by
Public Law 103-359, the following procedures have been adepred
by the Attormey General, and shall be followed by the Fedexal
Bureau of Investigation (F3I), in conducting a physical search
as ordered by the Court: V

Beecrion 7 - Avplicabilirv apd Scepe ()

These procedures apply to the acguisitien, rertention, and
dissemination of nonpublicly available information concerning
unconsenting United States persons that is cqllécted in the *
course of a physical search of the real or personal property of
a United States person who i§ an agent of 2 foreign power
consistenﬁ with the need of the United States to obtain,
produce, and disseminate foreign intelligence information. =53

Minimization shall be practiced during acguisition as well
as retention and dissemiﬁation. In light of efforts by foreign
powers and thelr agents to conceal foreipn intelligence
information, and the necessarily brief time frame in which a

,
physical search is conducted, it may not be possible to
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Section J77 - 2cquisition (V)
(a} Phesical Intruweion (Ul
(1} Within the United States the FBI may conguee i

‘uncansented physisal intrusion into the target premises or

property (insluding the examination of the interiow of Froperty

by technical means) to asquire i{nformation, material, or

 property of or concerning Uniked States pe:soxﬁ through

physical search as authorized by Court order. t8)

M (2) A physical seazch shall be conducted with the P g
minimum physical intrusicn necessary to acquire the forsiga

intelligence informaticn epwght. Y€l

VRS LAt DU CHE PURIRAE OF Prosse
Prié:: te ‘the initiation of a physical search, the EBI
shall verify that the premises oz praperty being semrched is
owned, tised, possessed by, or is in transit r'.a ar from the

targeted Unised Stater parsen sgent of a foreign power

authorized to be searched by the Court ozder.
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(1) Physical seszch of the premises’or prdpesty of
the targeted Uaited Spates persen agent of a foreign power way o
J.be conducted by the methed(s) most suitable for meguiring the
foreiga intelligence information sought in light of the

particular circumstances of the pearch, T8k

503



504

—SECRET—
- .

{e} Seerches Involvine Mail or Couriers T8)
(1) Physiza) searthses of mail within United Stares
postal channels shall be conducted in accordance with Federa)
Etatutes and United States Postal Szrvice regulations
(U}

articylazly governing such searches.
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(1) A permanent written recerd, or *log*, of items

inspected, examined, repreduced,

mized during a physical search shall
T nel who cenduct the physieal search.

Informaticn, material, cor property of United States persons,

including identities of United States persons, that is not or
could not be foreigm intelligencé information, or that i= not
evidence of a crime which has been, is being, or is about to be

eized., Fereign

intelligence information acguired in original document form, ©F
as reproduced, including facsimile messages, letters, computer
data, or other electronically generated product, may be indexed

. h
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.

and filed withoutr a'separi:e 1oz being prepaved fox

T8l
{2)

could not be foreign intelligence infomar.ibn, even
infermaticn, matevial, or propesty could be fereign
intelligence information, FBI personnel shall not log the ful)

neme of the United Siztes person buc may use 3 parcial name or

When the ideatity of a United States

characterization of the persen.

{3} The Attorney Gezeral, or the Atterney Genesal's

sl

gach ites,

Pessen

though the

deiigne:. shall regulazly review informasden, material, or

property of or cenceTning

reprodueed,

{b)

seized TO assess compl

ivitege

ot

United States persong that is logged,

ance w

iz

th these procedures and the

Foreign Intelligence Surveillaace Act.

{0}
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Logged ié!eatil:ies of United sr.al:e; persons accuired *
through physical search of information, material, or property
of the United States ;;arson target may be indexed into the
general FBI indices only afver the supervising case agent hag
dlitﬁmintd that both the identity and the information,
material, or property from which it was acquired reascnably
appear to be foreign intelligence information or are evidence
of a crime which has been, is being, or is about to be
wmmi:teci. The fdentity of a United States person as recorded
in the log may be m_‘.j.nimized by striking the nams or
substituting a charactefizaticn for that perscn. ()
(d) Reporting (O '

(1) Information, material, or property of or

concerning a United States person disccvered during = physical

—SECRET—
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search may be insperted, exanined, reprodused

eized, and reporrs

T e

made ol the contents, only for authorized foreign intelligense
or law enforoement purposes as provided hersin. ek

{2) Pursuant to Sexztion 204 (b) {2} {E} of the Act, the
F8I shall promprly raﬁcrt the cizcumstances and resultes of the
.ph}rsical search to the Cffice of Intelligence Policy and

Review, Department of Justice, which will incorporate that

“r

"information into &h application to the Foreign Intelligence -
S';;:veillam:e Court for an extension pf physical search
authority against that Uaited States Ferson agent of a foreign
pwa‘: tayrecer, whan necessary. I1f no rerawal applicaticn is
required, the Office’of Intelligence Policy and Review,
Deparzment of Justice will file a verurn with the Coure
notifying it of the circumstances and results of the physical
search, <&~ . .
(e) Foxelcn Iptelliosace Informesjen (U)
Infermazion, mwatsrial, or property of or concsrning United ;
i ’ States persons which contains fersign intelligence information " .a
as defined in Section II(a) ray be used only in foreign 7.__ _
counterintelligence investigations or for a';her suthorized
foreign intelligence, counterintelligence, chn:arsa}:onga or
counterterrorism purposes. Foreign intelligence ‘information
which is also evidence of a crime which has been, is being, or
is zbout to be committed, way also be used as provided in
g 'Section IV{f} below. (&)

(£) i i & Wi

i ()

Information, marerial, or property of or concerning a
United States person that is acquired through 2 phyeical
search, that is inc:‘.dga:at te the ccllection of foreign
intelligence information, and :h;: contains informaticn that is

evidence of a crime which has been, is being, or ie a;hcut to be

—EECRET )
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committed, but which is not otherwise foreign intelligesce
information, may bes used only for the purpsss of Preventing the
crime or enforeing the criminal law, 1€
(g) Controlled Azcess (U)
_ Strict controls shall be placed cn the stecrage and
retrieval of information 1=qniréd through the physical search
.of information, matesriml, or property of or concerning a Unitea
States person. Use of such information shall be restricted tp
-those FBI supervisory, investigative, and clerical perscanel 5
who have 2 need to know such information to fulfill foreign
intelligence, counterintelligence, counterterrorism, or law
enforcement responsibilicies. (U}
 (h) Destruction of Reoroductions (D)
Reproductions or other copies of information, material, or

p-operty of or concerning 2 United States person mcquired

through physical search may be destroyed at any time if

therwise,

reproductions or other coples s stroyed within a
reascnable period of time following thelr .:uthcrizee Tetention
znd use as provided above, :xcept: that: &L

(1) reproductions or other 'r:cpies which may contain
evidence of a ::ri.uir;a.l offense will be retained until a .
decision is rendered by prosecu:ivg avthorities. If a decision
is made to prosecute,'thnsﬁ reproductions or other c:pieg shall
be retained until the end of the prosecuticn prosess; (U)

(2) reproductions or other copies containing
information that reascnably appeirs to be exculpatory ("Brady")
material shall be retained as if they contalind Evidance BE ¥
crime; (U) ’ 7

{3} =eproducticns or other copies centaining

privileged communications skall be retained until ordered to be
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deﬁtruyed by the Office of Intelligenmce Policy and Review,
Department of Justice; and (U}

(4) zeproductions or pther copies required to be
retained by a rule of law or judicial order shall be retaines
in accordance with the requirements of that rule or crder. (y)

. Segtion V - Diesaminavion (D)
{a) Genera) Restrictions (V) }

(1) Subject to the requirements of Section V(b) of

~these procedures, nonpublicly available information cencerning -

United States persens acguired through a physicezl search of the
premises or property of the targeted United States person agent

of a foreign power may not be cdisseminated without the consent

th

of thé United States person involved unless the information is,

or reasonably appears to be, foreign intelligence informatien

as defined in Section 101(e) (1) or (2} of the Foreigm
fntelligence Surveillaﬁce Act or is evidence of a crime which
has been, is being or is about to be committed. (U)

{2) Nonmpublicly available information concerning a
United States person acquired_through a physiEaI search of the
prenises Dr=;rcparty of the targeted United States person agent i
of a foreign power which is foreign intelligence information
may be gdisseminated within the Federal Govarﬁment, but only to
officials, agencies, or components with respensibilities
directly related to the infprmation proposed to be
disseminated. Such information may alsc be disseminated, with
the prior approval of the Attorney Genaral, te foreign
governments. Information which is evidence of a crime may be
disseminated to Federal, state, local, or foreign officials or
agencies with law enforcement responsibility fo; the crime as

provided in Section V(d}. (D)
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(b) Dissemination of Section 101 (e) (3} Foreien

i o)
Intelligence Information (U)
Nenpublicly available infnrﬁaticn concerning a2 Unitegd
tates person acguired through a physical search of the
premises or prépe:t} of the targeted United States perssn aégnt
of a foreign power which is o:.reasopably appears to be foreign
intzlligence information as defined in Section 101(e) (1} cf the
Forelgn Intelligence Surveillance Act may be disseminated in a
mapner that identifies a United States person only for ’
“authorized fofeign intelligence, foreign couvntesintellicence,
countersabctage anfl international terrorism, or law enforcement
purposés. (o) .

{c) Dissemipation of Sectien 101(e) (2} Soreicn
intellicence Information (U)

Noppublicly available information concerning a United

' States person acquired through a physical search of premises or
propexty of the targeted United States persen sgen: of a
foreign power which is or reasonably appears éo be foreign
{ntelligence information as defined in Sectinn-lblle)[z) of the
Foreign Intelligence Surveillance Act may not be disseminated
in a manner that identifies a United States person, exceph by
general characterization, unless such person‘s identity is
necesgary to understand thg information or assess its
impcréance. Such infurﬁation may be disseminated only for
authorized féreién intelligence, foreign counterintelligence,
countersabotage and international terrorism, or law enforcement
purposes. (O}

{d) gCximipal Information (O)

Nonpublicly available informaticn concerning any United
States persen incidentally acquired through a physical search
of the premises or prupe;ty of ‘the targeted United States
person agent of a forsign power which iz evidence of a tzime
vhiech has been, is being, or is about éo be committed, but
which iz mot or do=E not reasonébly gﬁpbar to be foreign

- —SEERET—
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intelligence infermaticn as defined by Section 101 (e) of the
Foreign i:m:e.lligence Surveillance Act, may be disseminateg oaly

for law enforcement purposes. Any informaticn acquired thrgyew
=&agn

8 physical search of the targeted United Stites person ages: of

a foreign power which is disseminated for law enforcement

purposes shall be accempanied by a statement that such

"informatien, or any informaticn derived therefrom, may only ke
L) -
"used in a criminal proceeding with the advance muthorizaticy or

“the Attorney General, (U)

K
S L

g Janet Reno
::amey General of the Uhited States
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