
500 

S!!ell:%'r 

EXH!E!'I' A 
F'OP..!:!GN INtti..LIG~ct .St.."Rvr!ll.l.ANC::€ COURT 

WASH'IN.G"''ON, D.C. 

. . 
IN 'IliE ~'IT!:a OF 'I'HZ .A.PPLICA'r!ON 

OF T".63 tlN!TE:tl .S'!'AU:S FOR 1>:N OP.DER 

~t..7HORIZING PHYSICAL S~~CH 

OF A UNI'I:cD S'l'A'l'E:S ?:::RSON P.GE:I-7 

OF A FOiU:lGN PO'Ii'EiL ~ . 

Doc~et Nut:'.ber: 

Pursuant to Section 30l{4) of the Foreig~ Intelligence 

Surveillance Act of l97B, .Public Law ~S-Sll, as ame:'lded by 

Public La~ l03-3SS, the follo~ing procedures have been adcpte~ 
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·~ 
by the Attorney General, and shall be follo~ed by the Federal 

Eu:eau of Investigation ~F3I), in conducting a physical s~arch 

as ord·ered by the Cou::t: 

See;io~ ! - ;~plicabilitv and Seo~e CU\ 

These p~ocedures apply to the acquisition, retention, and 

disseminat~on of nonpublicly available information concerning 

unconsenting united St~tes persons that ~s cqllected in the · 

course of a physical search of the real or personal property of 

a United States person who is an agent of a foreign power 

consistent with the need of the United States to obtain, 

produce, and disserr~nate foreign intelligence information. ~ 

Minind~ation shall be pra~~iced during acquisition as well 

as retention and di~semination. In light .of efforts by foreign 

powers and their agents to conceal foreign ~ntelligence 

information, and the necessarily brief time fram~ in which a ,. 
physical 5ea~eh is cond~cted, it may not be possible to 
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$t£tio~ !II- ;e~Jiiition (U) . 

(a) pbys~eal lntrp&ion CU! 

(l} Within th~ tbit.ed Stat~i the F&I may c:on~\Jet 

·uneonsented pby~ic:al intrusion into tb~ tarset p~e~i£es o~ 

property (in~luding the examination o! the intetio~ of prope~~Y 

~ ~eehni~l mean•l to ae~4ire in!c==ation, Dateri&l, o: 

,Property of cr concerning Vni~e4 Statea pe~sons chrousn 

pbysioal search •• autho~izec Qy Cou~t o=d~t. 1&l 

(21 A physieal ~aarch shall be c~c~c:te4 with the 

mit.icum physical int~ion ~a~e•~a~ to acquire the fo~eis~ 

~ricr ~o the i~itiation of a physical aea=c:h, the ~81 

~h~ll ·verify that the premisef o= prope~ty be!ns •••=ched is 
. . 

OWlled, used, po!tscscel2 by, or ic J.n tran.Ht to or f=om t.he 

targete~ Uni;ed Statea person agent of a fcrei 
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t~) Physical ~~~:~h of ~- pr~r~ets'o~ p:~e:ty o! 

the. targeted U:.ited States penQn ag•nt o! a f'oreis:'l p=>..,e:- -::-.ay 

be ccnduc;e~ by the m•~boa{t) ~O$t •~itable :or a=~~i~ir.; th~ 

fcreig~ intellig&ne~ info~ticn sou;ht in light of the 

pardeular t:ircum5ts.nces of th=. sea~ch~ "\G.). 
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(e) SMreb;a tnvolyine- Miil or ceydcr• ts.l 

(l} ?hysi~al •ea~ehes of ~il within Ur4ted St&tes 

po•t•l chaiL~el& £hall be eoncuete~ in &cccrd&nct with Fe6e:al 

s~atu~es and United Sta~ea Pos~al Serv~ce regulations 

. ' 
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(a) Bc7o;dino of ~cfotm~;iqn IU) 

(l) A ~rmanent writt~ record, or "log•, o: i~ems 

inspec~ed, examined, rep~o~uc~d, 

.. ' . . . ·" - . -~el who ccnduct the physical se~rch • 

Information, ~aterial, cr ~ropcrty of United States persons, 

including identities of ~ited States percons, that is not or . 
could not be foreign intelligence informAtion, or that ia not 

tvidence'cf a crime which bas been, i• bain;, or ia about to be 

• H ttl • - r :: ' • • _ •- .. • 

i al document fo~. o~ 

as reproduced, including facsimile ~essages, letters, eomp~ter 

data, or other electron~cally g~crat~ product, ~ay be indexed 

. .. 
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and !ll~d witho~t a separa~e lo; being prepa~ed fo~ e•ch itt~ . 

~ 

(2) ~en the i~e~tity of a United Statts pe~sc~ 

could not be for~i;n intellige~ce in~o~.ation, e~tn thous~ the 

information, mate:ial , c:= prt:~ptrtY Cb'Uld be foreigrJ 

ir.telligan~a inf~ation, FBI Personnel &hall~no: log the full 

na~e of the Unite~ S~aces pe:~on bu~ may use a partial r.a~e o: 

~~aracte:i~ation of the person . t5t 
(3} ~be A~to~•Y Ga~~~al, or the Attorney Gene=al'l 

ae&i~ee, ahall :e~~l•~ly review in!o~~ti~•. ~terial, o~ 

proY'!nY of 

........... A. ~ed, 

Foreign Intelligen~e Su_~eillance A~. ~ 
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Logged identi~ies of Uoited St•tee P'~•ons ~c~uired 

tbrous~ physical aear:n o! in!o~a~ion, ~cerial, or ~~op~rty 

of ~he 'Onited Statu p~son target 111&)' be indexed into the 

seneral Fai indices onlr ~f~er the ~p~!sing case a;en: hat 

determined tna~ ~th the identity and tbe info;matio~, 

~aterial, cr property from which it wac aequi~ed reasonably 

appea: to be foreign intellig~~=e inform~tion or are evid~net 

of a crime vhich baa be~, is being, o~ is about to be 

committed. The ide~tity of a United States perooo as reco~ded 

in tbe log may be ~tmi~ed by striking the name or 

sub$tituting a characteiization for that person. (U) 

(d) Eepprting (0) 

(1) Information, material, or property of or 

concerning a Onited State& person diaccvered during a pbyaical 

CR 1190 
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in~ellige~::a 

or law enfcrc:e111ent p1.1.-posu a.s p:-gvide:! here:i.n. '{'e.).. 

(2) Pursuant to Se:tion lO•Cbl (2)ttl c! the .Act , the 

FBI shall promptly report the ~i=cuMstRn~es a.~d result& of the 

phycical search to the O!fiee of.Intellieen~e-Poliey. and 

~ev1ew, Pepart111ent of Justice, which will incorporate that 

··information into !l:i applicatic:: to the !o::eign IntelHse.."''ee 

s~rveilla.~ce Cou~e to~ a."'' exte~ion of phys!eal search . 
authority against that United States person agent of a foreign 

power target, when ~ecessa~. I! no renewal ap~lica~i~~ is 

required, the Offiee ' of lntelli;ence ~oli;y and Review, 

Department of ~u•tice will file a ret~rn with the court 

notifying it of the circumstances and results o! the physical 

search. ~ 

(e) Foreism In;•llio~~e: Ipfo:m~~ion (U) 

!n!o:::mao:ion, m'llte.rial, o:r prope~y of o:- eo.'leuning 'United 

Stat~s pe~sons which eo~tains foreisn i~:elli;ence i~!ormation 

as defined in Se:tion II(a) may be used only in toreign 

eount•rintelligenee inv~stigatio~ or for other autho:i%ed 

foreisn intell.ige.nee, eOl!llterint·elligenc:e, c:~untersabotage g;­

eoun~erte:rorism purposes. Forei~ ir.telligenee ·info~ation 

which is also 'evidence of a crime which has· been, is being, or 

is a.bout t.o ~ comnitted, 111ay also be used as provided in 

Se.c:ti~:~n IV (f) below. ts). 

(f) Ev!dcmse pf erime Npt ptheNill!! Foreign lDttlHqcnse 
. !nfgpn§tipn (U) 

In!o:maticn, llla'terial, or property of or t:o:lcerr.ing a 

'Dnited Statu per£on that i& acquired through a phyaic:a.l .. 
aearc:b, that is incidental to the ccllecticn of foreign 

int.e.ll.ige.-,c:e info:wauon, IU'ld ~hat ccntai:is· info'rl'llation that i~ 

evidenee of 11. c:rilae lo-!Uc:h has beent is; being, oi; h a.bQut to be 

CR 1191 
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c~itted, but whi~ is not otherwise forei;n i:telli;e~ce 

i~fo:"'lllltio:t, ~~~ay ~ used only for tb~ pu..--poae of p::-eve~:.ins; th~· 

cri~ Qr tnforeing the criminal la~. ~ 

(g) controlled ;;sp•• (0) 

Strict controls ahall be plac~d e~ the stora;e •nd 

retrieval of informatio~ ac~irea th~ou•h the phyaic&l sea:ch 

. of information, tla~erial, or ;::-opR::ty of o:- coneeruini a Ur.!.::e~ 

States person. O~e o! r~ch i~fo~ti~ shall De ~estri~ted to 

·· thost Fii! supervisory, invastigi.tive, and clerical pe:so!l:\el 

who have ·a nee~ to ~ow such infcrt\ation to f\l.ifill foreign 

intelligence, counte~intelligence, co~~terterro~ism, or law 

enfo~c:ament :esponsi~ilities. {0) 

(h) Destruction of Reprodyctiona (0) 

Reproductions or oth~r copies of information. matt=ial, or 

proper~y of or conce:nir.g a United S~~tes peraon acqu.it&d 

through physical aea~eh may be ~es~royed a~ ~~y ~1me if 

r~asonabla ~riod of ~ime following their &uthori%ea r~tention 

and use as provided above, axcept that: ~ 

(l) rep~oductions or other copies whieh may contain 

evidence of a criminal offe~~ ~ill be retained until a 

decisio~ i• rendered by prosecutive a~tho~itia•. lf a decision 

is ~~e to proae~te, those reproduction• or othar ccpies shall 

~ retained until the end of the prosecution proeass~ {01 

(21 reproauctio~ or other copies containing 

information that reu=&bly ap;>ee.ra to be ex;ulpa':ory (•_Brady•) 

material shall be retaine4 as · if they contained evidence of a .. 
CriMI (0) 

(31 r~producticns or oth:~ copies co~taining 

privileged communications shall be retained until ordered to be 

... 
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destroyed by the Office of In~elligence Policy an~ Rev~ e~ . 

Depart~ent of Justice; and (U) 

(4) reproductions or othe= copi es required to be 

retai~ed by ~ r-ule of law or judicial order shall be re~ai~e~ 

in accordance with the requirements o~ that rule or erder . (U) 

Seedon v - Pissel'!\inao: ion {U) 

{a } G~nerpl Restrictions . {Ul 

(l) Subjec~ to the requirements of Section V{bl c! 

.. these p:rocecures, nonpubliclr available inforr..ation ccr. r::e::-ni:-:g 

U~ited S~ates persons ac~irec through a physical search o! the 

premises. o.r property of the targeted Oaited States pe:::-s on ·a~;~nt 

of a fo:reisn power ~ay not be disseminated without the consent 

o! the Unite~ States pers~n . involved ~nless the info~ation is, 

or reasonably appears to be, toreign ~ntelligence info~tic; 

as defined in Section lOl(el Ill or (2) of t he Forei~ 

lntelli gence Surveillance Act or is evidence of a cr'ime ... :h.i ch 

has been, is beins or is abo~t to be committed . (0} 

(2) Nonpublic~y availa~le info=mation conce~ing a 

United States person aequired. through a physical s earch of t he 

precises or· property of the targ~ted united States person agent 

of a foreign power which is foreign intelligence information 

may be disseminated within the Federal Government, but only to 

officials , agencies, or components with responsibi l ities 

dire~tly related to the information proposed to be 

disse.minated.. such 'infornation may also be dissemina."ted, with 

the. prior approval of the Attorney General, tQ foreign 

governments. Information which is evidence o! a crime roay be 

disseminated to Federal, state, local, or foreisn officials or 

agencies with law enforcement responsibility for the crime as 

provided in Section V(dl. (U) 

CR 1193 

. -· 
' ~· 

. . · 



511 

Si!~""'f 

- l2 -

CR 1194 

(b) Dissemination of Section 101 <e> !'l 1, Eo;;eien 
!ptellig~nee Information (U) 

Nonpublicly available information conce=nins a U~ite: 

S~ates persoo acquired through a physical search o! the 

premises or property of the targeted United States perso~ age~t 

of a foreign power ~hich is or reasonably Appears to be foreign . . . 
intelligence information as defined in Sectio~ lOl(e) (l) c! the 

foreign lntelligence Su~eillance Act may be disseminated in a 

manner that identifies· a United States person only for 

a~thori:ed foreign intelligence, foreign co~~terintellise~ce, 

countersabotage and international terrorism, or law enforcement 

pu~oses. {U) 

(cJ Dissemination of Section 101 (e\ Pl Fo:;-eicn 
!ntellioence Information (U) 

Nonpublicly available informatioD concerning a United 

Stat.es person acquired through a physical search of pi'emises or 

property of the targeted United States person agen: o! a 

foreign power which is or reasonably appea~s to be foreig~ 

int.elligence information as defined in Section lOl {~) (2) of the 

Foreign Intel~igence Surveillance Act may not be disser.~nated 

in a manner that identifies a United States ~erson, ex~ept by 

;eneral characterization, unless such pe:son's identity is 

necessary to understand the information or assess its 

importance. Such information may be disseminated only for 

authorized foreiSn intelligence, fo~eign counterintelligence, 

countersabotage and international terrorism, or law enforcement 

purposes. {0) 

(d) Criminal Information (O) 

Nonpublicly available information concerning !Uly Unit.ed 

States person inc~dentally acquired through a physical search .. 
of the premises or property of ·the .targeted Ollited States 

person agent of a foreign power which is evidence o£ a crime 

which has been, is being, or is about to be committed, but 

~hich is not or does not reason~ly appear to be foreign 
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intelligence info~tion as defined by Se~ti~n l Ol{e ) of t he 

:Foreign lntelligence Su:-veilla.:-H:e Act, may be di su::~ir.ated ~~l .. . .... .• y 

£or la~ enforcement pu~oses . A.~y information ac~ired th=c~-~ 
:0•• 

a physical ~earch of the ta~geted United States persQ~ ase~t o! 

a fQreign powe:r whic:h is clis'seminated for la., en!o:-eeme!'lt 

purposes shall be accompanied hy a &t~teme!'lt that ~ueh 

· information, or any info=maticn derive~ therelro::~, ~ay o~ly be 
' . 

· used in a c~icinal proceedins with the a:vance au: ho:ri~atio~ o! 

:the Attorney Gene~al. {U) 
,• 

. ., 

,. 

.... . ,.- Ja:1et Reno 
A~to~ey General of the United States , 
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