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AMEND1v1ENT 1 TO D141/AG CB&TIItlEA · 
A:fiid.i.vft nflt~bert S..·Muenetrm . 
AffidaVit qflEe.l'th B. Alt:~iJll!ktt 
B)thlbit A== NS'A. fuooe1iuWs•J! 
E'liliibit B := 'NSA .M~~b!). PJ;G~edl:ttes 
ExbB>it B:::: C!A Millimi~au.Pt:o.ce'tlu:e&. 

E).!lumt F = F13I. ~ti~s 

r& tl..S~C. § ~Sll cBRmtCA"tiONS EXECUW IN .FED.'RUAR¥ ~oa 
}?~O.Am !O.)lN"11Ad CE.f{.tntlCA'riDN- . 

• = Illclud~d 'ii1 Classified. Appet~dix filed.ll December· 2W?. 
~:it= Tli~ l{SA I\ti>ced.u~ attao~ to eaclt e-e~fiO!ft,ion: amendment~ cq,pl~ ~rfu, NSA 
pro¢edlll-e$-~prov.¢. rot use und~ tlw ·on'gi:oa.l ccritfiCJ.tio~. these ropies ~Afj ~i;he.d to '4J.e 
ce:rtif.l~~n.linlendi:nanls fur refetent; p\ifposes only. 

't'O:P 5ECIU~lf//CoMilf.f/IORCOft,ftOForui 

Classified by: Matthew G. Oisl!n; De.nutv Assis!Mt. 
NttOn:l.ey G.eMral .. NSJ:J. .DOJ 

Reason; 1 ~4Cc) · 
Declas5ifY ott; '20 Pe~ruacy 2035 

CR 0684 



2 

TOP ·ggcRET/i'COMI:'N'FIJOlleONjNOil'fiftN 

CLAS'$.IF1ED A.!:PENDt~ tN $l1PP.O!!~ O}f ntE ao~'S .M.O'T!ON TO 
~OMPE1 (:n:M;PLT~CE ~II nm.EcttVlt$· (}tr ~J)~Jt OF. 

NA •t:tON,AL OOELLlGEN:clr. AND Nl'TOHNEY GENElfAL 

I :P~LARATION 

• • Itl~Uded .in Clasm.5t.d AP.Pendj~ ~ 11 DeoembCJ: 20Q7,. 
*'!;..,The NgAptQC-edures atfach~d to ~ch.c~rtifics.t1dn aniendruenta..-re tQl)i'eS Qf~NSA.· 
pro~1lurtA a~f'Qved..fot use under ~e orlginal ~ficatfons. .Th~6 ~es-~ -s.£1:a.t'.C.ecl.~l) the 
cetti:fi.c:a.tWP am~ndm~nt3.fut.re~ren~ p~tpo~!f only. . . 

'l'QP SECIIE'J'IJCoMJN't!lOR:CON,NOFORN 
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- sEeut -

rr~ D\teetor t>fN~onal liit~lllg~oe and.tnl5.;l\.~tQ6,Y q~~e~ based Ol)·th~ 

rep~enfi1ttons!ofl:.ieuten!l.11t Generar N:~ft_b Bi Ale~. 'United Si:ti~ Att/:i'J, :O~r.-ofthe. 

~atiQp!U Seallrit}" ,A~ey (NM.), iA bis affi.da'vi.f e.-tee~fad 

h,cr~y.c~ ~aft~ 

(l) "t"Mttt! art ~s~ ~oedw;es in pls.~ fQ.t det~·g ·thattbt~·,.~¢.quif!fioti -ot 

iPt~ ~~ii~IH~e ~fonnatitm.lmdt!t:s~~n 10~: of tl}-e Fo~~!nt~ru~~ Slll'VJ'liib'Qtl .. 

at 197'2, JtS · amem!~d- (.l\fue,~9t"~ ~~ncents persons rr:asonahly ~~Vtd tl) l»'I~~'d ouW~ t 
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...... ·- 'f .: ...... .... ..tWJ.ted.S.ta~, ~d.snch.P.mctau~'-·!Will ~.subJeyjt.,te,rc~~JJ.tih~·.f.~m.ml.U:&~r;t~ -t 
Sutvwililtlaa Courl ptitQ~~ to secti~t ~ (}5C ofth~ ~c~ ~ 

(2.) ~~ a.oqul~ftiet) d\lts fi.b~ CQi'!&tJ.1trt~ eletfi'9lll~' SUT.il'eJ:1J.til)C~ -~ defin¢<1 it\ 'S~tlit\~ lOt. til . . 

of't:he~rw 

{1}-tlw act~i~tio~ tnvc!VeS_ eb~g tha !a~l@'.l blt~Uigen~,fufo~oo ii'Pm nrwith 

the: . .aSsiSbm~.e !)I corniQ~~fJUS ,sesv1t;t pro\lidet'S{ 'CUS;tGdf~" Of otl:lerp~tms: 

.(iD,QluQ.ing any oVi'cet.,.eA11pley.e':"..,;, ~geri~ or. Otbeti s~fi~~ersQl.i of. such. s~e~; l'(O~dett, · 

cU:>-<todi5t!S~ -or ~:>\lie=' p.C~racm5) Wh() have ~cesl1 to CCI$Dm~'Oati.ons~ ~!flleraj t!lq at¥·1T!!l'1Strii~ 

or-wbl1e thay axe stor~ Qr cqu!pmeut fua.t·is ~ingot ma~ b~ used to ~~ort~rrch 

oommtmi~cns; ~ 

C1s.ssi-~~ b¥!. 
~~n.; 
DeoJ'assjfy ".On: 

SECltE'=f 

oo.O.oo:a oa-r 
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S+tdlSi 

. ~ t!Ja~~Glt pz:~c;edur.es ~o bllf.used wit:ll rcsp8Ct 'to ~ch !eqlrl~ilcn· ac1.i:vitrmeet 
. . 

. 
Oti' th~ ~s-Gftht. furegdi.ng: til~ ·acqi,ri~itl;on qffore.fgt,llnteU1'$~P~ .. i;n.-fq~t{OIO. 

r;On.tern!n~ Jil·eisws re!U!ollali!y. M{i~ved ta:be..outsid~ ~ Uniteil. sm.t~~ 48 do~ed. lth<:rve~ is 

'heufuY, 3.1ltllolfu3d. Any.ifuip NSA·-see~:tfJ a~ fu~igo:Jnfell~n~~~~\tf4on.a~®t1?i 

tl',S. p.~tln. abroad in t,b.() a_b~ve-t~~nc~ maffeq NSA..m.,~t nnr:. Dotam ~ey cr~~.l 

~u.tflpri:4ati~~ \lSln!i ~~pwcect~<!S.\!I?.d~r B~~t\Ye otder-12333, ~~<?n2..$.. tl'll't· 

autborlzation ~.e$ on~ocnt w 
•" 

"• • • -. ·• ··'t .;. •• ·~ ... . . . ' • • . .. • • 
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· lOSS Certi~tf~ at~ tr1.1~ -an'4.e~JJ:$t to 

!be besf·QtmY knowleiig~ .atd l.(eliet ~~p~,;uanttJ}2S.tJ~S.e § l"Mti 

i{3r)1.~ 

' • • • • "' "" ' · · • • I ... ..... . ~ .... 'l '\; rl · ..:• .. ..:;,..... . • .. .. , .. .. •t • \; .. .................. '· 
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.. - SJtt~T -. . . 

~~llA,TlON 

~ 1 d~lara under ~altr a~ pe$ll1 tll~ the f.i~t~ .set !111.""~~ tlle .fo~~.t~~·et~CEtion 

Btfti:ue 8i\.d: eo.~~ ta 

the be.e;~ of my ~owL~~ $:l.cl b~et E.x~t~ pur.:n.iant.tp .. :m U.S. C.§ 114:6 u~ 

t007. 
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~Avrt'~li' LT ~10t:fJafB. AUU!ffiEn, tlln'F.E» ·S'l'A~ 
~. D~c;J'<O.R.;:NAWJ'!TAL. Sli~ AGENCY 

' ' 

;1. (U/{F(;YQ). Th~ NSk:'4 acq,!l.unli\Jh 9'fa>.~ iat~gen¢~ mQID1iUion ~tlo. 
~ ~Ul$6ted Beati~ l.OiS.~catlQ~ win JJ.qt.tlGils'tit'ute-s~~o 
!lUi\laifl~. as·tfiaf ~ . .iS d~tmed.m lb:d ~J.SA., ·be~nsethe>~Aba~ d~~~~· 
that tba lil/l:'V<:ill~~N(ijl ~ dtrcc~eli a,~ p~ ~on®lr.\1~ev~ ~ pe: ~q~· 
outside the llm'tcd· .States., A$nt>te~ ~v~ the p-ro~~~ .tti sab lhl~fi. 
4Ciftn:n.inatlul11t-are .at:ra:ahed to ~ afflda~t. as .IWYbit A. · · 

~. 1'fa/:1..S~.lf) ·J'he.NSA~s- bc_quisntqJi i3ffl®&rt lnt&lJJ~a~-itttQ~t{anp~t 
. · tQ t\1e ·~ested Soatiprt 1 Q$B ~C!lti"tlDJPvo)ye.s ~~~~ l:~kn 
lptc~q~ in:t~tion from ar with -~ I!'Scristanoo ~~tlllicaliAAS 
stnrt.ee pttivldera and/ot otbct~rsGntwbohav.~ a®tm to.lh~ ~t:~Il'll:lti.ln~ona 
that uopstnute th~ f~i!l intcUfgettCG, .a.ru! tb~s~ .~""m'~'l.'!' 1\j;+:f.r..,.,):r .I!;.MI'l,,.,.. 

1 
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. 
'fQ!'SillCR;Eti!OOMINt!INaFOltN 

~®~l f'l!lt:t\gll .~U~g~~ blfo'i'Ili~ti(m in·~~ f{)l1Ij.t1f,c.orom..~~tlo,r.$t~llli,a/Q~ 
ffem ,p~qos ~a~c;tna~Uy bd.ie.v~d?ta. be ~~de-tli(f Un.Bet( SW.~, g,s deteL'IXlh.le..ci 
ln ·Fit:ICO,nian¢e Witli Biflibtl A. · 

CtA~-s· IF I ED A'NN.tX ·O·~.OO··Q.d.O.QS· 
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Patr:d: i'OQ?,b-l.Q.S 
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~DUT.IONP!t·· .- .'. . ·va®DYNSAll'{~.~~NWfraNaA 
'D"a''/"!i.-tm:nt~n. . : it.AUTt!on·.~·.:'TtOlo.t 'R-lWl\1·~ i;yi\~lil,.-,; • .... ~~. .. . . ..,~ •"lJ .. . ~a ... ~,_,~,ll>li 
0$~ ,A.NJ)·T · · DR OFN.I\:~$)VJlli~LLrG~Ott TO 
AC~Ull+.E.FO.lJEIGN ~~NC&tt\'~ORMAUPN ~'QRSVAW.r "rQ 

SEC'('tON 105:Q ·Olf. tHE FQ~M nrr,rn·tJ.,~·CE· 
Slm,VEliiLANCE A.c:f QnBA' 

L Wlth ztsp~ot.to ttie.~ th~fNS~·M~s p.ttr.sl~Bll~'t& k~oat.Wn of · 
~e AtllQtij~f<len~ offh~ tf'.q:!:ted:S~s ~Q..tlie Dit~Qtl1(df.Natfua& · 
W.4lltg~o.e, the 'N'GA 'Wllt fdliow; · 

· {a) ill~ StEUtdarGi Mh,tito.izatiQ)P. PJ;oo~tfui:eg for ·nl~n!c S:ort~!Ql~ 
C'Ql\~Uctl:tf&y mo'Ntdi~al S~ty Af;en.ef (~SQ tmo-vm e.skl:i'l~ A t.a tf~ 
·S~ SigllalB ln'tellig~pce nrr~v~ 18), W,b!i;ib ~'aves~ !fd~pted .byl11,~ 
Attcsm~y Oeti~ a~ ~.tl'll $c Wil!l t4~ Fpret~mtellfgett~~llll.\o~:e~~ •. 

(h~ Ce.i:ta~. ~!the. m~tionitQ t!l~ ~c\~ NSA FiSia.l'iituimi~n. 
1 r •- t . ... • 1 • .. u r ! 

J'lt.&:_ - ~I ., ~· 1{ I 
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, .. ' 1 .. ,..,.., . ~, .. ~ .. ,.~1 •• 

·b~loW: 

l I 0 1)1;1 ffi • 

1. Th~ rollowingshe,U b~ a·~d~dio th~·~n.d. of"8~tf0Il ~·W oftf:tese 
standlu:d NSA FlSf.,procetlures: 

(7) The N~onal ~~fr Pivisilllfl of$e v~p~nf of' 1~«~~· ; 
sbaU perl'Gdl~y oeterou~·l:hat ~afiM l)!~tni.ng 
comm .. ti~P,t:!!J o('Or: oo~~rn.f.y)g Uni~d. ~ p~Qp! tJ:lat> I~· 
r~tabled ~~ts the requite~en't& of :ttl~~ pmc.~tri:es a:ndili.6 
ForbiJtt fute!U~~;e S\ltV~ano.~A:lit. 

2. Tho-folloWing tMill:ie11dded to fueteild of~ectt~-n ~) o!.fh~~e 
~~anda.td NSA FISA pj:a~~; · 

Wi.tb. resp.eat to ony qthar bdn1l;numcation. where it' is ~parent ~ 
NSA p~itl$ i5~el ¢tat t1iq Odo:tm'Ub,i~n iB ~.ot.\1~ a 
fl~eii.and th~ persott~s.affont.e)t. (Qr !omeunt; ~ctb:lg ~heha!fot 
the aitbm-ey) eqncm:d.ng'leg!il adVit!e '15etng soug&N1y the'fQ~ 
front tq" latter, $ueh eoi3Ul!un.1.catiotls·telafi4~ ttJ iereigp 
i:nt~Jrugence ~otmllfiop may~ reregn~o and di~emlh;itad wi1l$ 

D.erivOO. Frotl1: NsNCSSM.l ,.~a 
Os;t~~ 2001~ J, Q~ 
Pn~ 103i?.Ol·OB 

. CLASS IF I a·n ANN.EX 00&11.0PQ17 



th\'!1 U.S, 1nt~U~.ge11~ CQ~ty.lit:bv ~p:un~.W.\fil~ are 
sp~~ticrulY, ~eled asl»mg·prl'!ille~~ :s:~w.twer-1.-a':Wh 
camtnl11J3c:adoos i:lilt¥ n,ot b~.-dls~miu~~ ouf$.i.de Qf1to tJ.'$.. 
l'ntelli~nc~ Cpmmum~ wtt,hQ1i.t tM ¢9! appl!!lva{J)f.11)e Ass~stij!t 

. AtfQtn.~Y Genw i9r \11-e 'NanaMl Scscurity D\visr~n;.GV his, 
desjgnei .. 

). ~ f~'UoWing s'b.aU replace·subseo.ti.ehs (a)s (b~. and!o) of:Se~ti~ S ef 
~r:, standat4 N~A F!SA ·proc.eckres: · 

. . 
1'-TSA.I.ila~. d.i$9®1i.,11.1ite.tlonp4Qlic!y~.q,".f.alle.hle k!enqtty t;~r. ~etscmaUy 
itl~tifi~bl~·i,n~atlou. QQilt:el)ilifg 'Q'Qited ~ea.~~Ot\$: to~~ 
'6!?!~~ pmvid,edthat such tmonnation.~ .f\Jrei'~ mtt}Ui~ocij • 
ihlblmati<m 6,q_(;l·ettllet O)· ~.,?l~:~~~~·a.-n~v~ tbb 
ctto.s~ti~lll or{l,i} NSA·-rl1~s~m:i~ate:S fb.e inf~tl.~ um;w·p~sr 
appwv~ by th~ <\tOOmey 'Oall.eraf. lU adltificm" NSA may &ss~iint' 
¥.!em futeitn in'\4lli~c~· i~'if.tlPll. ~the w.ent~uthr.~ed:~¥lhl) 
Pit~ of National ~lli~oe .(P.Ml ~ct b1 acocrda\lee wfth.ON! 
dite~'ies1 s~ec! t9 tb.~ fullc~illgP.ro~ur~~ · 

(1) 
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· upbn tlitfapp~oYal oftiie.}!SA~ Offi~ tlfGen~tal ~ollp.s~l .. 
upcn -pot)$i4eta+i.ot~ qfJb~ foUClwfu.B fa~tam: th.e' n~~­
securlf;i l»Amt th~ u.ni~ States maytetfi~Pl:y IS;\;peci t~ 
abtaL'l uatli ~!Png· ~ di$1e~~~i th~. mtfcip~t~ ns.;s to: 
whish tht;fore1gugoy~ent-wUJ pu.tUlt~ in:tbnna:f1on; ~di 
any po(ent1al fur' ~onoraic injlli:f~ p~!!i4al berm, ct c!~t:~r 
restrletiorro( ro,ovell'l.ent td ~_rea.!JQUebiy·ex~t~ fu;J.ra 
pro:vi~&'tba lnfamz~ifqn ·tzy. tha fbr0ign gDYc~~ lf thp 
prop.O'IJ~~~ient(B) ef J:b,;. di~ei:Iilil~f.iti1l· have a ~oz:y of 
h~ru;l ngb~ I)Qlls~, t4a.~·m.,torY,· ~bould P.~. ~s.i~ ln 
assess~ 1he po~ti~ for eco'Jl()ntio ~MYJ .P~Y~cal:.!Wf!,l., CI 
other restrl:otio.o tit m9'VRIP.bPt, ax~d wb.etb,~r th~ ~ss~~tlott 
should -~~ matt~. In. .~as~ wb.e~ thfl~ ifr.tt:. ~QQ.~ble.beda:tQ· 
anti¢;pate that th~ Qissefilm~Qn Wi11.rest!Tt in ecq1'1Ql:fl1t: inJUry~ 
physical~ bf otbetresw.ctiaa· of roov;,men~ (i) $: 
spp'tbvaJ.r>f the N~s $ignal$ f.ntelllgen<>e Dir"...ttOt will Sl$1) 
ba req$.ed: and {:h) If clitt~~fuation ili aJ)provea,. NS~ wm. 
ml<lerla..~ tea$~e.b{c:-s~p~ tQ e~ ¢affu~ d'l~~~ti 
fu.futmai:ion will bo ased· {ii manner coliEi~r:i.t Vtith tfui~a; 

.2 
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Stat~ 1~. inal\idfu.g ~~ Gtlf~ N¢, t~~!3 ·mti 
appfi'a:al;rl!$ ~l mmanat ~tu~s. . 

{.3') 1)1'8A -witt ~~.wAtt~ 11ecord· of·~acli ~tnirulli:o~ .. 
approved puiSUatJt tel $.}~~ :~~< ~d b:db~atiqn. 
r~~·suoh d.iss~Dn$- anti approvals shall 'ba--e 
av.allabt~·fu.t j;ri~;,W_htih~ Na.~~ai Seatuity'Pfv1~~Ii!t u~ · 
'Stat~ ~i~:tf~ ot"Justl~J .ha at ~t .. an ~bfufiS, 

4t ~di.Ilg· di$1~ ·of'ISvi~c.e Qf.a c6.~ ~e~~ ~)f,!l) !xld 
·6Cb)(lt) M'\~e·~~.!} N$}; ~~·es·sb~ b.~ ~~~Oe.d P¥ tb~· 
followfugJ · 

w-~~®. ~t~ ~ot.ft?;r~m:t lDt~..Ugttl~~w~~~m. b\1), 
te~lt ~pears to~ e-vld~~cc ~;>fe...Ptime ib~ kt5 btle:Q,. }$. 
~-or.l!t~ttt:tb.~®~ftfed; mfl~ b.J:,.dis~~~d·~u~ 

. t1nit.ed ~~s petsOJi ~~~ti~ ~·}h.~ ~Bj(:a,n,~;O~r.~~~d~~ 
fad~ 14W enfoteem~"¢ authQ.Iiti~, ·in .atocr.dan~ ~ithse·.u.a.c .. 
-~ 1.8.0~1~ ~~ti,v~ Oniet ~Pi· 1.2~~31. fP.ld. wh~ 'WPnc:alile, ttl~ 
~~ ~v~ptl)cea~set a~ it\ tb~·A~~-~ 1.~9-5 
~Qra11¢run ~I'tJ.nderstM~: R:e¢!~gjaf!itfQr.mat{Gn. 
Omcemin~P'!SP~ ~~ Qr·®Y e.u~oli' !lto~ent~ 

.1;; Th~ r~~wing tihaJA ~.$ld~ w-~~¥i of s.~tfall. /5 J:inb~-~~d . .mt NSA. 
~iSA pt~lilUiiOli~ · 

· NSA ma,ydi~:a~ 611 ~flD$c:atlOM aottUf~ ~ tho..Cl~ 
Wbit.h. sha}l. p:u.;~s: $')"~cli. c~t;:)tiiooo.j~ ~~04 wl1:11 

·· .. ··· ..... , .... " ...... _ ........... ,._ ...... ... , .. ··-· .. ··~ffbi;.'"p~~ipj}rove1f'by1li~A:~ey'O~tal . ... -.,., · · ··· · 

22 

(~) the fo~wing ~44in~na!l!l~U'teltion.$ t:o th'C. ~atd NS'A ~ 
miDiml:lautm.proced!lltS· tOt eleetJ;o~o-sUl'Ve~m~: . 

1. lfo~~~ ~e~~ons 1.(~(;1.) antl ~)i sto},. ~anc} $(!)r.of'llie ~ta.ndatd' 
N~A. FISA »~m~s,. eammu.nieati~ ~?;eq~li tirtdtt t!Ua 'Cat1;i:flcati(it). 
may be·rolai®Q (Or ilV~· he ..-.... t::~'lnAl'i 

'l. S-e0tio~ 3{t:.X~ of di~ wmd!ll'd N$,A. ftSA min;fmiriition ,PU?~s 
is,del~~d etid replaeed with~ 

Tfi: the:.~ot teas~ill!bly possib1~ NS.A ~etsQnni!:l With acc-...sa to 
the data .!l~d pU!SUant to tl;ds ·!!.UihPclty, @IW q11~ f® $tam a 
I!U!P..neT d!!Sigiled to ~c tho.:review af colnmu.i:rl¢.e'd~· af or 
edD.ool1li¥~ u.s. p-etsorut iliat PD not t!'mbii11 mtd!?J.lllteUi!¢nd~ 
itdb+JUatihn ot ev1d¢ti~~ of ff orl,mo. 
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3~ S~Gll 3{g)(l) .OftUe-3~ ~~--d NSA fl~A.m.i!QT\ilza{i.on p~~ ·t~t~g 
ts ~.il~ ~ t!Orlew:$:t\t:CPl~" QY· ~g~'b lilf~ f~ p.Q,;.'tt~ 
sbeU .:oc~ eppl)' 1D ~ SlltV~pe. 
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~V'E e'F!at;DIUC'tQll: O.i tV.UON.l\L tNt~UlG&f.(C$ ~-:a· M 
A TJ'O.~t.Y GENER>\L 'ttms\l.Nitt tb Si!CffQN lfJS»· OF ta£.1Ql.tlel~ 

INT-Eii,.l~i!lii SU:kYEtLLA..~CE·ACT -QF 1'9~ A$ ~i)VJi 

{i) fu . . -tit ~ ___ .. Lte k . ed'l:fft:S ~ YaM .... '. d-...... t...:- . ~~;.; +l-1,; ~re -~ ~ HI'Qt: . . . :n·p . : -rt;n:.: ~ .. ,,u.w-lwlg ~t· ~ 

~q_~ritio~ of~~~~ ~¢on ~d.r ~ tltl.S ·~t~e 
Ac~ P9Wi.Ol'll~ .p~U$ r~asP.naP.!:r belf~W~.!i m 'l;l~ ~~:te~ tm~t.14 th~ Unlmd 
s~~ ~~~ ~e~ will he ~>ll.'bJ~u~ t~ew~tbe F-~G.retg;r 
~u:m~ene~ SlJrt~t~~~ e.~wt.lJursU!.l1t ~ ~~~n.lO-:Stl·t;Jftfl'e ~t;-

'{2.1 · Q1a a,c.qu_lsifi¥ ~.nor ~~titute-,~~~ ~.o.---vcU}~~ ~· d~-~ lo. 
~¢ut>A 1Ul[f),ll{fthc.Mt\ 

(~)' tb,~.-aQqni~~ ~vQ~"!'·es n~~·lh~ forei_gn.1mefngd'l,ce. J,;-,.fu~• 
ftmn. ot With ;tho ~lStmY!' of dG~~iiil!nS ~'{t;!:. "P:Wn-d~t~. 
-cu~cUans1 Qt ~~~r pt:t:sP~ Cin~l~-~r ~~m-, ~mp!Q~, ~g~t; 9r 
otiiet~p~~d pt:~n bf ..mcll.~i~ i:'~~~i ~-~~~-at «b.er 
~t30DS). w~ hav~ ~~e,.~ ~b ~rom'rurlca~, ~itb~ 8.$ rlley ;<k~ 
~ Qt ~bi~<th~:ty ~~;~~00, or:g_tii~~~tfu'il.t ls~~ o:c m.ai~~ 
us.eQ tt, ttab..~tu-star~ such ~tru.11unieanOI1S; · 

E4Y ·a .'S.igru,f.iCi.n~ ~UlPPS~\' -of {he a!!:~Si:din!1 il5 to lll~ta.U:t· ~br~fgn Jtt'~~ilb,e: 
bfO~tibm ~d · 

{-5): 

Cl~~fied' bl;:: Uti! ~ttQrney Gep.~ral 
R:easQn: ~ 
rkcl:assif)' 9'n:-P$.1 

TillS D.QCU~T 18 CL&SS1F1EJ?.~QID!i'J' lN'I'Pii-:E:e<.;rmEXX 

. • ·v"' 
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~ltu tnt::. . ~·~·. 
. ~tt·,.,~PJOYI!I~r~!:mt, «other r.p~iiled~~tfi~ · ·.M¢~-~ 

~1le:¢ti,vely iJS· Y. ~on.);$ h~~~Y ~~d. puts\l!nt w ~on \.O§~~l)·6.'f~ h~~ wr , 
lmm&i:tiately ptaVl~ tlre ·&p~·wifhall ~nneti~. !a,b)WJ~. ~i.ss~~e ».~~~· 
aQCQ41)~$ ~ ~ifi~A uHucJla m;mnet as w.ilt ~{)~the ~t: tW~~ititrtt ii16 
pro!$uec ~ J1111rlmtlfn afm~o~ :witb tne ~moes ~ :y:~po ~vit;tes-.. 

Y~ J~ 1\ln'.bp·rlk~~. pw.t~t .11t s~p~ lQ:Sg{·~~~ ~~ lt!e Ao,t, ~-m~"lt~ undi:J\ 
s.._-eutlfy ~~res·wr$ed b~ the Atmrn~f!~r;!~ miltb~ D~t QfNB11an-a!. mt~~1f~~~ 
~ ~~tds ¢.~~'the a~~~~'9t ·~ ai.cd ~~bl:d tb;et "\'ahno w~~ ~ 

th~ Gctte~ent .tlian ¢~at~ ?lab~ at. the Pttvatling-~ 'fJ:Ir ~o~ ·ijlfonna'ticm, 
ta!Wlt:ies, e~ a.Ris~~.p~·to ~ Dftet:t~~ 

· ~~~ 
P.~ p. ~'is.ler 
k~tbig ~Ct~y Gerwl_!l a{ tb~ ~led ~ 

ZOO/ 

OQOOQ'O.OS1 
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~'UnC..o.\.TIO.ti OF Ttm-~1'li'O~Y GE~~ OFT~ tli'UTED S'I'A't.!SS' 
.~blisu.~~~ to 1s u;;s..c. ·§ :zsu . . . 

W1th r~pee!. to·the. ne~$Ui~ll· offo~ei~.in~lUg~c~ mf<n;rnatit>Q. ~~ iu 0Nl7~G 
l.!~lB ~tzi:£;oe~qn ... J ~1' that no warrant t?t~·bnit:rls t~~d. l;ly,\e." l!ha't~ 
st.atu1ory~~r;~en~ -~r:: be~ ~~ •. @li $t'lh~ ~~f?.~!! Qir~cted w.Ith<r~·~ 'the .above­
~~t:e~a~d. c.~r!~f1¢~~6U, i.$ !eq%.~d' hrtb.r:: <ld'fewti~ili )nmd~ t¢ f.~6t:npl.!s-'li.:iMs flCJ!I,lis~ 
T~ ~~tat\~ 1a requ!Ied for 11. period of atlk: l)'~ ~ '4~ ·~~ 111~ C..erfi6.t4'licJ;t w~ -w~wt 

Y ltht!lo s.haJl nd;t d)S~&~It tb~,.e~ ~ i,Q.}i' lhtitt-t:cpt!Ol:l wE &u.--ve~~ ·or·~e. ~:e. 
U~«f tb- ac<~:c.~sh ~y ~ceptioi1: 011 sun•eill!inu 'l.lnOeitaJt~ p'llf.?~t~t.tl 'tht ao~V~·~~ed· 
<:::r::rtif~tiotA et.oeilt q.:s·p.tovlc1~ bl.seo\ii;ln 1.0513~) .a(th.~ Fo.."¢gn lat~llil~~ S~~ill~ !(qt 
o-f't 9.1&1 as am.~d'd~:t>t: u may oth.~$. b¢·'rtlqttireti 'b)lle~ prQeess .antftll~US .onty: !.&.'ttmi3r 
na~ti¢ari(>n to·.~t:t Atf.r}~ 0~1. , 

rn altQ.tb~ 1t}$pl~ ~e-.undersi~Qd ~pr~o~~ that:. '\he. D.\~tl¥¢ ln '¢e·at,..Q'for~fe~~ 
ma.ttet1s· CdntlsteRt w(dl,an.d. a~~'ed bj. th~ laW~ Of ~e .\J¢.ted States. 

:Pmr D. K.e;l.sl6t· 
a~~gAtwmey Gen~ of.tb,e. Ui1He4 S.~t!$ 

. ~ i 

·, . 
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'The.D~ otN~onai J'n~Ui;ge.n@ Jl.ll<i the. .~ttpm~ Oe~ ~ut.ed, m ~~,~~~ 

uti(.{~ oath, ~ oo a .suppar.ti:ilf ru:ti~\14. tlle .abeive~ r~~~ Cerrifi.t~ti:an ptm'fuant to 

S~Oil lOSS df th~ f\)re,ign mteill$Cll.~.S'Ul;"VaUU!n~ Act-of 1 ~78~ as ~~d~ ·~''the·.A,_ett\ 

.tbem'b,y auth~ tlle e;cqni_~ of fow&ilmtelli~~o~WOt:lllRtipn~n~g ~ 

~Opabl,y heli~v~ tQ- be q"ti~ rh,e.lJni;.ed,S.ta;o:s. 'The C~?.ti® -was.~~ 'Qy. fh.:, . 

A:ttlitirt;J 0~ on ... and$)' til~ D~tar;Qf'Nati6tlai hi~~~ O.Q. 

20(1] .. . Spceifi~, the D~or of Nati<:1Jilil Jn~d·~.the Attorney General ~1!:4 &!;f.. 

(1~ ~ are r-ea$i:n:t$lbpl.W~· h.J ,place fot ~~·rJ:1ai· ~~ ~~f 

iotetgrt· t~tetlig~ U¥Qnmit!Gn tlndei: -s~~ l D5l3 of tba A-ot'COilc~.-~·ta.SQnabty, 

believed to be 1~ qutsid_e· the-United Sta!es. ~d stL~ ~utM w.ill ~e subj~to -~of 

~~Foreign Ititelllgenoe S'iltV~ill~Utc-e ~ourt ptu::su~ ~Q ~®a l-OS~ of~ AGt~ 

(Z}.flle acq'!lisition {1~ !lOt ¢nsuti;l,tiH~l~¢ ~titve4ll;ulee_ ll$ d~i:l;aed ir.(.SI;:Cdo.ti 1Ql{h 

of th~ Act; -~ 

~; ~ a~tiQ(l fuvo[ves obta.iclag. the·f~~ .intelll~ce fufo~ou fi;qrrt. Qt. With 

th" ~sistance of~ommo:picatfons.sWi.Qe J!rovid~. ·~~e.; or-Qt'lJ..~·~tiS 

SECRET 

cJ~w~ ~Y~ The. .Antll:;Oey Gene.ra1 
.R~n~ . · . .J;4(c) 
Declassif\J OP.: '2? Jimuary 2{J.}) 

Cl]\SS l PI ED' A.tqNE'X 
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(JncJ~g 'mly 't.':ffic.et, t:mploye.eu ageDt.; or"'m·cr ~~«! ~pD 0f. st.leb :.S.erviq ~~~ .. 

-eusttXU~~- ~r olter ~Sl wh\1.1:\a"f.t ~~ Ul ~ni'Catio~~ ~~ ~ they are~~­

orr while tbq. f);~ stOI\.'d, or equ.ipttM:nt Ulat iS b~g 1$ liJ.a.t r~ O$¢d~l!J· ~tfllt bt $.1Qv.e snch 

a,omn:u,m:icatio~ ~~ 

{14J ~ s~~ca.l'lt p~s~ of the ~4~o~ is 1:<> .o~ ~~ in.tttlll~e Inf~M3t!&~a~ 

($}.lhi!I.·,Ihfnitn~bo pro~ures t6 b~ ~ti ~fh.~~P~· tP suc;h aeq~iJJ.'a!1 .!¢liit.ity,m~ 

tl;te det:bition. of min!rljlh~ticn.;p~oqedm:es un~er s~tion: t,O l{bJ-~.f.thc ar:.t ~ 

As.e~pl~ in the uifl~t tif-~~s. Mueller, :m.. ~t;t!lt>}\ F.eci.etat ~~*I;)( 

. IQv$tigstio-!l (FBTJ ~j~e.t" 11l'r{uellt:~t afflda\1t'1), th~'FBI seet>..s ~r#o~~t?.n tQ'·aottu.fr4 

L>bt~<la.lit ta·the- 9boV.e~td.e.t~pc~ .c;el1:!fiGati.on f~ttn:intelllg:ence- ilif<;)im;mOJ~ . 

o.ob~g.~?P~· re'!SDtiably ~~~.;o-b;:, omi~-ll:l~ Urui4¥t ~; 

.~ ~t~W.ith·BS· ~ott~ ar~ .rh;e t).rn~m th~ as ap.Wn~·.~·cf!~ .U'tlcller aftt<tavft •. ~-. 

'FBr wUl~.t~ ~ ... in t:tilldu~ !he 

ilia th~ .reti\iested ~quisition oti~ ~OP$•. 

~Ql)a:ljly beli~ea to oo.-t~ '9'.1t$~t;ic;: ~e United s~ 1".o~M\1.Cll~ affidavit aiso·~:fo(th 

the -roL~ction: ~ures that rh* FBt will app)J tb jt: adq*es 

ptn:suant to the t~e~?t.ed ~thQ~n. ~ 

· SECUT 
'l 

CtASS-1 FlED ANNEX 
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~t).rdjj]gly .. bas~d·~ 'the ~tesentillic:m,s made in, the ltfi;ldaVi.ts: ~C!ibed ~'the 

Dited9r tif NarlcjnaLj'mcl~~n~ a.nc;l the. Attotlley ~ herabf c~<y ~ )t 

(l..) tb.eJ:e u.e rusonah~e ~c:du:res in pl.f!;ee·for ~t~ns_that tb:e ~i®n llt 

f'oreig;n {ntelligenc~ fuformatipn Ilil4U sectioJX105·B .of j;hi;> Act qoneetiU' pe:sooa W!Senal!ly 

GlAS.S) F I E<D A.NN'CX 
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~'4evM t<l ~ lQcat..erf., O!J~the.Uhit:ed.s~. and.such-:pr~m:e~ will be suhj~ te revi~ .r:;f 

t'ha .fote1~ bt~lli~~ Su.rtrelllance Cl)tm p~am ~ s~.i® \{);SC o{ th~ ~ 1BJ 

(1) t!Je.accp:Usiti:on do~ n~t oo:q¢tute; eteotronic:s'ili"itina1i~ as defined, in section lG1{f)­

ofthe·Act;: ~ 

(3) l:he a¢qil.WtiPn invo:tvcs t>h~·the for;(~ 1nlclJi~¢e ~~nna,Wm, 'fi~ or- with 
•' 

(bl,c,lll~~ !lilly ofllper-. eJ;qp!oyee, ~~t, or· ~?ther specl:fied per~ cf S.UCb serv.i~ providel:st 

c.ll$~atts'. Qr Qtb.~r~~Q.t:IS}; whq flav~:ac~ t9 ~q§f;iP.n$1 '¢Wiet ~ ~ aro· traas:t.ni~ 

Ot; :whlle :they ar~ St~tbd;. or eg_Uj.pille'}l~ ·\hat ~ being Q~ t.¥.aY, b·e ~-W tran'stnl~ Q~ star~ 5\lOb. 

~uni~~~ ~ 

(4) a ;Sl:gblf.i~~t~tlljJ~e ~ftile acq~~ ls tp Db~ fDJ.'1>iSI1 ~Cle Wf~~lli 

and {s:) . 

($) the. urlm roizatian proC:el!tl:re$.· t~ ~ \i&ed -witli; r.e.SpeG.t ro su~h .aC.qil{s~'t,i~ ~vity ~ 

the d'etpll~Qn. Q~ ·'nli.nittritatioa, pt~4~ ~der si::cti,on m ltil) of the 1\A;t:. "(Sj. 

On 1h~ bal:i) (jf th~ fqreg~¥· the. acquisitl<~,R .oi; fo~;ci~ mto~ge+l~ W.>~t.rmalloll 

oo.ace~ pe.."SPJ,iS l'lW>Pn~bly heli~Ne4 io bs w..s.lde the Utlited &tatl!l!. IU ~P.ttQed ahQVt; ~ 

het¢b1 nuthorl..u!ci Ally time the acquisirlon ~ffu~izn,1ntelli-gen.ce ipf~on a¢n,stai{J.'S. ~ . 
?~4J:! s.btoad 1s ~ou.g!lt pl,l!Sn<mt t0 the. ~OI;jll.ecr~encl!l~ certific:atioo, A:t.romev C-et~erill 

authorization, p:ctrsuant to~~ p~{lutes unqe.-r E..~et..u~-ve .Order· 1133:Jr.st;.e$n 2.5. must firs't.J>.o· 

CR 0722 
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VElUF!CAllON 

l.~l.a:r!) UJ:l~:t p~~ ~f'~rjucy. tln1i ~~set f~ljth .in. the Ibr$goi,n~ ~ tp 

iliC G~on 1a ditM.sttet 

Mk~1 ~. ~~~Y. - -
~y Oen~ of the l.fnfr.ed St:im!S' 

~ steRET 
.5 

CR 0723 
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v~CA'itON . . . 
,, 

r ~ectaro·u:o,det ~aaJ~ pf ?"'4'£~ th~t.dto ~set l¢rth ip. tM f~~~ ~enno . 

.a+etruo ~ t~t m fue.bes1.ofmy.kmdwle(lg~ an4~li'd, Eteouted~"SU.aa.t-t~>2a~.s ,c. 

~ 17 46 on J.a.n1.1acy ~ 1tQ.o·s. ~ 

Q4*~ iii.iZAf1neU · 
.. . . 

~tot ofN~on~ lfiic~lli~e 

•' 

CR 0724 
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· ~1 

2. ~~- t:hed ~ EXJ;iili.it A to·~ Uec~t?,l:l that~~~~~~ -Qn 
~,.wmthe.~.b:ywtnc'&-NBA.dettnmnes~attb.e . 

· s_1 an tif.fpretgn ~n~~ in.lb:mlat.lQ'n ~ t9 ~ lh~~fef~ren® 

3. 

C~~~ P.dflc~s·~~p:S t~®abJy ~v~q. tb,:~:loqfM l:lUtq(&-bJ tho' 
~d~. These ptPcednres are·-attached ~w-ith as 'EXhibit A. Ill th~ 
alxlv~ .. r~n¢«! ~catiQn. ~ b~ttar of'NatiQDii.Jn~lllg~n~ :anct A.~ 
Ge~eru ~-~ed ili \Yliihl.g .Bl1~ under oath~ tb~ ~ were 
~3SGJ'Qable. 

D~rived E'rp~ Multiple &.:>urces 
Dec~· On; J'an1i8fy !S, 20:35 

SEC,ItM/1~¥ 15~ 2009 
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4. ~Th~FB-rs-·~~itil).>lof is 
~or.sisten~ w~tb ~et:.ti~ ~~ ~CJ.l . ~ .. ~~ 
~I.W~ ~~,.as. ~m FlSA:;·tha aaquisitlo~ will.iq.vcl~-~~it#Itt1f: 
f$lt<i~Uitolli~en.c~.ilifouqation fu.>m. oat with tM ~~e ~! ~ -~.o~ 
d~bed,~~~ . 'de 4/qtO,~~~.~h.~Ve;~· 
t~ $!3cll Cl:!.tnrmmi'CatiOO$ and a s~¢a,1it~ of i;fm 
acquiSition is· tO: b.btairi ~ ~~o ~)li®, · 

•. --1: ~ .. ' 

~- ~fu..IJOnduotillg ~-~iti~ii o 
tb.I}·'IKI3i -will use the ·i:llVCednt~ atta I• I I ~I I • I 

Q, 

1 •. 

~~~~~ acqu\si~n qo~ p~Q.l$ t.aaSQp,a.bl:y-Qetl.e,~~ ~ 1Q~ 
Ol.]tsi,dti fue U:irit#d.Stat4 

prpee$1.~ tP3t the ~I wU1 use wim·.resp.ec,t to ~1-
acq~e$ FlJIStlllltt to~ .sb!!i'ia·re~nt~d~~o.n.~ 
. ill tb,e 'Gove.mm~IU·~ Motioo fur ~e.ucled Orde-m Re).1lrlrtfdg 

Mo.~ .«fimmization Pttx:cdut~ flleP.:U:t DQoll:~«~· .0'2-431. as: ~mt1MA $,d 
ln~~ ~~ Qtders· of~.For~In~.~·.~~~atl~e ~utt tncistr.ecently 
Qn Dec~:mber (5, ~007\ ~th the .. ol,tomng madifj~ncn.s: . . . . . 
a:. AR-ufrUI pd..rs:lll[!.t\~ to tl:i:~ ~fic::a,tiQ~ 1)f·the 

Att;omey Getl~;Qf the Uaitt!d S tatep.nd. th~ D~~ of N~tional 
· ili J.llieS in the -sru;oe ~er ~ I~ 1.. ' C « " 

~E~ J~~'"'UA:R;Y 25., ~93 
Z· 

CR 0726 
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b. ~be~ to "'Umt-dd .Stt¢es ~ll. ~~t. oi a.£9~ ~wer"' ~~~· ~ 
~~~to ~tiQ Vnf'~ S.tatts ~m.~.!otl3bly ~~~v~ to~ t~~ 
ollfside tl\e :tt~ S\'iijcs~ll.t~ ~m ~~~ f-.;tJ11tn.~ Otnetal has ~11rlai 
~~~~(if ro~gn intel'U~@ itlfo~tiJm ~t tos~~1.$ of: 
t::~ii.~ ~ tm~·. . 

o. 'R~~p<;,~~·lQ 'li-n,c;u..tJnited'&~~ ~lS agent ofa,fO.r=i~pQwe(-1 ~~ 0!'>· 
uncietstood tO re'&.t ta1l011-tfn.ned $'1!~ ~ reason:tb'ty ~1hrl~ te;s ~ 
~··~~~ 0~~ States. 

c!. 

X dec.l~""li undtt .~~ty .Q(~uzy. th.attbef~cillfa:i ~·~ 15Gn~ 

$igne4 this26!h ~Y of ]J21'!nacy 2tlOa • 

. · .~ 

CR 0727 
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.· 
I.L.FFn>~v.tr~Jt t.·l' G&~ ~~a, Af,iFnrro~.'ttmt~:~A:tt.s 

.WMY, DIREC1:0~MNJ;10NAL SEdf~ AU!NcY· 
• • I 

Ji: .t to .el 

. 
~~ w.set!J'.Qll l'{J;?."'.Q .arme.1?~~ lat!'Jll~ f?llr..'el!l~ii~ .A.~ 
(flS.~)~~ in~ ()fthef.OO.~l BUr~.ofln~o,n imU ~esHo the 
AU~ G~~ (!(ilia trm.ted ~t P3~~~1>rN~ ~~ee ~n~tql 
~~mi:p1-ll/AO lf>§S . B~·~f · 
fu.W::$tl~c;tq '~Il to r~~~~ 
qel~ed (0 ~ ~i.S~~f~ . ~~ ~U$1 . 
~~~~ a~~n~o-·~~(Ormgp ~q~~I¢~.OS 
tellS\i'U~lr ~ &r. ~~utsi®.lh~.~tti'~,s~~P.WiS"J.tnt:rd·~ ~~~~ 
~~OPt.J s:fi1un tll~:~Udw.fu~.l~u:tte·mtd~tl: tq·th~;b,estail!!XbmW~~ U@ 
beUlfe· · 

' 
Dethed Fr-\\!.9\ N8A!~S:t?f l ?,~ 

!lsi~; l®'TO.:t;O,$< 
Ue!!l!.\!iS~.~·~f ~03z6lG8. 

CR 0728 
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dtr®t surveillaQ.da .at a: PIU'tY :tp ~ ti:O\tJitWJlicat\ot'Hea&>\lSb1y believed ttl ~~ 
o~4e ~ ~t~ sw.~. . 

~~ . . :.xn .i' . • . • . tt:. . . . 
' ' I . J 

- .'\""J 
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Datem ~007crl00. 
ou: ::aauaz1:.a 

· .· ovooo4.s: 
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• .. •~• :a 

Ml811rUZAT.10N Pt{oo,Ym~.~ll·t!l' N$A rM ~~N'E~t-G.{'f \~tlt !SlSA 
P-ltQOOS!fl'tm!B~~~~ t 

S.G~G .AlJ't1t011tZATiO.!{Fl\l},M~~trORNE)( ~t AM'B.Ta,E 
l>lRECl'.QB. ~Ji'.'tf~'f.lQNAJ'.,.Ifn~'LLIG~~ A,CQ:unut i'~GN 

fNTJ!:tUGENCE·ooo~t-I~Nm:J~D:Am'TO-.S.EC'flQN (05il ·Qi.'t$!· 
PQUlaN llfi'!l.U.I'GE:N~E.S~VE~LANCE Act" 

i. W"Jta~tQ.~!in~onlh6Nsfi·~~~.to ·'th~·~~~~tt ·~ 
tlwA.tt~~ ~Qi"~c{.!.IJited 5.~ ~-lhe b~T ofN.atl~na.f 
ll':tWJlg~ . .tn~MSl\ ~. fciUq~ · 

(a)· ~ 3laP.d~;td~erl9'n.$'to~-a ~m~~s~u~ 
Cwrlll.cot¢. fey tketwe:fioa.al.~ty, Ag~~ (~~!lwn:tt:s A~· -tt.4!.1tt.¢i~d 
S~·~~j;. I~i~'Qe:l}~Y.e, ti).,~_wht¢lili~ b~ ~~ h;t;~~ 
Atll>T.PdY ~ l!P.d'~ 6t\ ffl~ Wi~ ~ ~~tt1J!J;t.1n.i2JlJ&t":Jllaa ~~T!~~ ~~ 

P,) ~ of~·\'46dint$.~QM ~-~ ~ii Nt4 FJ.'St\-m.iiijta.f~(>-1.1. 
• t ,. " • :.\ .. , ~ • • t:J~i .. ! 

• C..'a h :n . ._•: .• t l • 

r ., . ~ 

'PI'!, I I t t) t ~ I 

L Th-e t'olJ()~tJ.B sha11 be added to tl\~;eild m~OD:.P(f). ot t:h:es~ 
.&lmlda:td NSA ·Fis.~ pecM'es; 

fi)· "(.n.~~c)na1:StcUlitytn\liSi~.o'ttnet>~u~of.tusfiotJ 
sM11~114¢t~~ thttt.in.inrna.fian ~~8 
c~ons afur. c6~~.U'tll~~Sta~ personatb#~i! 
ttWnett ~~,~et<:q\Qrements .~fthesopr~Tts·~~ ~ 
~Brdgn ~ugmCi1 SuMil~~ A.ct. 

2. Tbl) (Wlo~~ ~J ~~-~~!!d w ~ .r!nd ot S¢c.tion 4(R).M thc.sp 
~-d NSA P(&A.proo.edurrJs: 

W~ t~ t£) ~ ~e( ~(m'R'Ip'l1t:afWI1, ~~f ~ ap~t~t tG 
tfSA.-~ ~~F! lliw. -tbe GOtQmuniG4U·oo.,is ~~a 
p¢$W ~'tft.e ~tts. a~¢11a.e~ (or,.,tl,m~ne ~~."01'1 ~ialf of 
the E.tt~Y) eon~~-1~ ad·~ being :SOU.$llt tiy tbl)of!3ttoEr 
fr~m ~ Tai:t.er, ~ t)Oroinlllilcgtlons ~a~g. t.Q.fore{gn · 

Derived Fmrn; .NS:'VOSl:SM·t ... ,S1 
P.a~~ .. ~~W8 

,.,......,. ...... ..o.o:::. 0tc 2D3:1{)f{).8. 
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itile:llig~¢e-~rorJnatiG!l ma'y b~ ~ned t.'ld.-~s~ 't-ttlim. 
the u.s. mt~lll~.~y..-ltt:tl¢ ~~cati.<il.liti-~ 
tJ?O:f~caJ,l.y labllll~ .u 'heln,g,fciY:i}e:ged. Ho~'re<t~ ~ • 
~uni~Qns·Jl)ay:'t.lbt· l»&~~J.~ 01.!.t$i~ of the;" 'U.S~ 
~a~Ui~en~ COtM;tttll."fi'~.JhQ14 ~P.rior. ~t'PJ'trli.l of. the ~tam 
.A.u-omey ~Ctill far~ ~atiOlial ~fr lZl.lvis~.a at his 
d~. 

3. nefol~~wfug~naH·~ :~vb.~ojlS ($). Mt ~<~ t~f~~~tttf~· 1Jf 
tni!se~dliSA.FiSA~u~r · · · 

~s;,. may dlssemisaie·~~l:1H~¥ .. R~\~~1o id.."11tity t>t ~t 
identifu:6~ ~00 eQn~n~ O.nrt«l.$~eJ ~~ :te.foreign 
.$i).'lelfil'ne.nt9 provided that:~ '.ilif.~atiQD. i) f~~~ iltteiJlg®ce 
inf'Ol:nladqn~ ~{l) tor; Atto!lieyt)~or<?il ap~-vea tile· 
<llssemitulti()t~,; or (filNBA dt.~m~·the itt'f~{i'On. ~~ pr!)"~~ 
~tO~~·l:lf'fl\e Attorney ~eraf, ·tn a.drliT;t~ f.ISA~~Y ~i~ 
~soop . .ftmeitn ~tdJi&~ in:f.~llll~C1~ ro the~~ iltl!U~~ 1Jy tb..~ 
'Pi.rect¢r ti!i.'l~®allhtc,Ul~ee·(J)Ntl awl in oocordan~iHith. DNt 
di~h~,:mb-j~ to·~ f.o1klwing.pro~~ 

(i ~fib~ . . ..... .,. . . .. . . ·"'·· ...... 
'f.fJ!:t\>~~ tl.i~ ~~ 

~trrov.a! Qfaa)!· ptt.s6~ de&~ai~ for~eb ~~ b.Y tte . 
!}jteq~~l:' ~fNSA,.. . 

(1) Di~lns1ion:J to~th~·fa.t~~ go)'~ may be mti&;!· 
llpQ~th~qppf9-¥dqf.fb~~"SA!s, q~~ Qfo~~~ 09~c'i't 
~·consMez:s11'on.~af'llie M4,?wiz1gi·faotors: th~!li~ · 
s.eCi:nl\¥~~\tijo.tfui~ S~;~Y.~~ey·e.~ct:to 
O'bailtt frQt.l. ~l~ ~~ &~~nation; .fh~ ~td·~ to 
\Wu"ttl'iile fdreiga go~etttwtll p,\li ~~ iyfu{mafiQot -~ 
any . .po~enrliU for ~nomic fnj~,P1Wsi~ ~. &: Qfu.er. 
~trl,ct.loo. QFmoV.~~t to l?e~'llQ!iblY. ~~ fuim 
p.ro3ddioglh~ irJhcmm~n .to the tbt~~ $0V~~~ lfthe. 
proposed ~pi"~t(~) Qf V1e ~~nation. M'v~ i!ltiS'tocy of 
·~ rl~~ abuses_ tbn'~ff. sh~d b~:~XlSfp~ Jn 
ass.e.ssing the putenfii\1- ~1w~noroic ifiitii:y.~ ~~ ~.:Qt' 
other re'Strill£kiU of rtl<L~·~ent, !llld wtae,tl).er th.o diB..~~Jl" 
.sb.a4ld ~made, 1a ~ '>1-ffi~ th~ is a ~db!~ b~ \0 
antit1pate that. the ~tion.·w.Ui rosuit in:eronolnic·irtjUr}':; 
ub.~'h,arm, .orother~ctiOo, ofUJ,ov~en~ ~)-.the 
ap,pto'\o'al ~fth~N$A'~ ~]gnal$ Intell~ce P.irecltf:"\\illai.w 
~ r.equired~·GD.d ~lQ 'ifdiMe:~X~tiw is-appro..,.~ NSA w.iU 
und,.enak~· t.~$Qo.~f~ {)'teps bl ~ Uidt !h~ ~s~~t~ 
.iufumtation Will be tlsed in ~ QO{lsistent wttn tJt,ill;ed 
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ststes·lffwl ;~clll~$ ~~~-!Qf.d(!t. N~ .. t2,3~ ~ 
~~~~ ~.qi~i;Ml ~~~. . 

(3~· NSA ~It 1\"lti:.~e ~ Wlitt·f~tH"ee®i (1( ~.d~t-J.Il 
~pv~ putSlRant tO ~.~"CS. ~tl illic~~ 
t o' .. ,.,.H .. t:! $ ... ~ ci_sb~"'at!Dn$Si)d""'"'~;.;,1..;· "!..,;.1tpe·--~ ... 1'/6"¥'-*'~P P.l..il~ .. . ~,..,. ....,..$f.lol>'~ ~ ~ 

ilY~formview ~·~ Natitin:al ~ ~ivt- Vrnua 
. ste.t~ t:iep~t -Dt .tmln~~ bn.'-'t J~t:flil :mtruaJ baa~ 

4. ~ di~~a!Wa o,f.e<Jt~en¢ Qf'~ cr~,~ ~f!!-~~ 
6ct!')(&).t:tfth,ese ~atd '&SA: ~~Apr~~ ~ ~ ~ede!!l \3.~ tM 
tf>}\Q~i; 

~rm~9ti ths.t i4 ~.~sn ~Ui~~~ ~~ .. ~ 
~~11 ~~to 1;1e··~v.ilj~~r~ ~~'thl¢ h'l$ l>em. ~ 
J;iei~QJ;~ ~~ilt~·~·~~~-~~.~t~~, 
United St\tes ~<m j~t;Ies). to.ihtlllil' ami otbet-~t~ 
~ ~ ~~ent.aQfliQn~~atootd~·~.~ U.Si¢~ · 
§. ! ;~(b}, l!:t~IW'e Qft1.f!t1fo. l2)n'f.tmli, "#h.e.i'e ~iiesbt~~ ~ 
ttitl\cUepprting-~o.cd~S>s~.~fu the A~ l~· 
'M'~~i~t\a\lttl ~t'v~~fm.4m~r·~~~~~~o~~l 
~ncemmttf.'edenU Ci:ln)~/.Q.r ~Y ~r.dQ~ent. . 

5. The (o'JJp~ing :Jbzi!· b~·~ tJ:i. ~.of'S~on 6-{J1(~~~dai:d NSA 
FlSA~! . 

NSA ~<U~~ #ll ep~o~~.;;~~tQ ~"¢!.~ 
~q'h ·~l'p.rocc:se&~y·~~ ~tl~OQt·lD.?~ ~16,. 
mil;!~!?~ F~·~ro"'¢·by~~ A!rtl~ o~~ 

(fll .'"Ole f'OU~ a:d~oooal tQQd!~911.S"'Q) 'tJie ~·~M, ~A 
;nin.i.TPitat100Q. ~ctei!~ w ~.eettQn{¢. ~~ 

\. Nbo/6tnstaflJi\:b.!>MrACQ~ ~·{~(~) ~· {.e) •• $M;. and·~) ~i lho ~. . 
NSA,FlSA·.pt~ut~ ~lli'li¢1~ . . . . ~ U!'-(1, ~!.tieln 
may b.netain~~~le'Ye2I3.. 

l. ·~eo~ l{o~!.}.@): ofth~ :~~~ard ~A FlBArntPi~rl0\1 ~ures. 
is. def~ and rep~eii whl:· · 

T,o: ~ e~i.ertt.reasnwbly tiQS4ili1~ J:'fs~ ~~~·~·to. 
1h~ data a,cquited ~u.ant to thi,; a\tlbdriq liudl.ql;leicy'~ d4ta f:n :,e; 
tnB411let·designed' ro mlnilnh:t: .~ rM~w of C;OtDmiltltc;l1!o$ qf or 
(Xlne..~n~ t:J:~ ... ~~ ·difl!,(iid f!.O( ~~ tQ~~ifatet·~ 
i:nfQrtnat(~ 0t. bvi~.e ma erlme. 
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:4, AU . ~:tSf:th~. 
~noatltin ofth~· ·th~·Dh:e¢ot Qf 
,'ftatiorml1iteU,i'g.r.DP...'"'Sblill . ·lUldet .rheso i=l"~~·.ftJ th~ ;¢h~.'!l m~~ 
-~ .tJJfonneJ,ibn ~iecffl4 'thro~ ~~~Ci/i~~'l!~tet 

5. ~ t'hlli1wi~ t~~ ~ ~~~ !« 4.\~·'I!M. o,US~On:-~ 9"'f'U\l!.S~ 
stander<lNSA FlSA.~~l»l pro~d~ t'.oli-~l~:~~n Sl'ml~~~,. 
~f.lil~ 11Wi'~'flq ~00.<)1; 11A:p.-y .. ~~tro~.~~ ~+.~ li\Q 
W'tetill~. Q£'a :per6Qll w:B,o s:t the time of\argclirig i~ ~nal)~y ~idr.ted ·to. b.~· 
~ "PuiSl& ih~ ~ a~~·hJ.lti~ :\1\,~\ ~~$~~i:il~-U.~ ~ ~,· 
thil titn.e $lib CQF~:c¢~ ... are~~ ~h~l b; d~y# 11~71~Wd~­
ap~.er. ~:ElirettortOf~SA ~y;~!}li;zr: ratemi~tn. ~~ mld:·~~~tl t?.f 
~~»n.unliiii~$iitn~.de~1~ mwtitmg ~·~ C($~ .9£~~· 
fe.re.i~ 1nte!Ji~~ca lh~~on. 'fl 

• 
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EXJiffir.PE .. 

~~'nON P~tl'IU?8 USJm B.:Y: 'l'I!m CIA Thl CQ~C'nON. WIIR 
A.~QUAan'IQNS·~ ~~oo·JrttEU.i~CElN11Q~'U01"l·~Aif,f·tO 
~crroN. ti)SD .OF1'HEF.OREiCN lN'l'E"".t1JGEN($.SIJRv.illl.&.1t~~e1 Olf 197$'~ 

,'\.S~J{P . 

~'I'/f$39100$ 

CL B"f l ~.2.Q.3.l.9;S 
~ ~0~1.: ·l.~ 4 <~1. 
DEle!; ON~ ~·OJ2l!10!i 
DRtr' L*R.01!ll t COfl s Al\5 

C~AS.S IF 1 5.0 ANN1!X. eoiJOOOOO$ 

CR 0741 



CR 0742 

.SE€RE'!'l~~" 
59 CLA$'$ IF .1.~ ·0 AN'NEX Q~q·tl.SO ·boG' 



CR 0743 

• 

• -:r-

SEC'it2'l/lltf9~6Q~ 

60 CLASS.l F l ·~i) J\Nf;lfi.~ iJ0.00QQD57 



61 

~ n.~~~~drt:ss {!) th¢ ·J1i'QC(:SS 

In: l:lCquiliog '9r~~~fi ii;;~elii~~rm- in;f(l!~llq,n, 

a~~. 

1 (!JJ. D-~TION P.F ~l.fi.l;!~ . .A ~ERS®f IS P~~ABt.'¥ li.BLJE'Vel)=to 
B.E <)lllmJilfJ.im tlNrFSD ~TATES. . . ' 

L 

ClassiA~$j.• PSCC 
~~ $.0. 129~ ~ttQ.'l l-4(.(e~) 
De¢.~fy on.~ QCTOtffiR l, ~Ji 
S~JI.J'M.fll*M! l:5; ~ 
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&. -~~ to. "UDlt~ ~taJl;~ ~l"SQP .ngeontd a,,£bttj~ f)QW~« 'St,qi).l ~ ~~.~ 
t<'fr~F~f9 Vnit\)d ?ta~-~ ~12~r. p-eite.v--....d io be J~ P~dp 1Wbai~ 
S~l!3?i~ Whotll·tll~ AttG!tney Q~ h.aS ~\btsr!Z~~-acq~t3Wl J:?ff~i~. 
int~g~ inf~i<>n pll.l-sU!:."lt1tO ~on 2.5 of~®ti\>~~ 1.25'5~-. 

c. Ref~ ·to "n.~~D.Pil=d Sta.J~~ ~tSQt1 ag~f Qt 11. t9'(tl~ ~~~h.~ be 
~~cod to·refer tO.·ru:;n•UoHed States pi!!!SODS reas.onal>ly ~U~ed In be lQCS.ttd 
tn~tsirk t!J" V~ S~es. · 

CR 0746 
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u. 

ts·.~ ~fBl rn~Pl~'WiU4QJl~l~~~lB11~~~gof"~ . 
~~ Thi.s~~~~ wilititd~ ~Q<lic.re~~·lly au l~Q~ D.i\':~ 
~ .... ~ t ~,,_.., .d.1o • ·1c~.....;.:: ..... . ~f':tli¢mr.-~·--. ~ ~ ttar'.. .,.;. •~ 9-~·-......,.w 0 , ~m,.,Dll(iiJ . ·~"'1 • . • ·r-~~ . ~"'!l':a••~ 

r~lelv~ perso~. The tmt ~t;tc.b. Tevie>W;<S~ "Wtit.·iila:~ Wi:th,!.n ~ .$yS. q{~ 
impl~fil;)ll.cf.fuese p~ut.~, ~ suh.1equelil ~rl~~~1.·"0<teUt ~·~ ~~r 
basi~ ... 

16.~ th~: O~~n~ <>f.JusU~<!>:Il and..tb! .O~te oft~~ o't:Nst~nat . . 

CR 0747 

(n~1t\g.ence {OO.N{). wiJl cOoouqt bVbr~~t o!fB{':s ~~~:i$ t)i~ ~utltorit1 ~~ 
~tl~ lJJ.SB. of'lb.e FJSA. wbli.m wm. in£?1~ p';rlodlt?. ~~ b.t JX1J ~ QI:IN1. 
~~ ~ ~uat~ ~·hnp]em~nf.atioJI. a:f~'}?t"~~ ~~ ~i~l1.~~fflslW1 
take place within~ d4Ys ~ th~ 'ittlplem~ilfati~ o't1his~Cl~si~ri, .~d '~bseqtl~ :...~, 
visfti;, Sba!l .~ at least·.o.nc~i F!VtfY si7~'ty-·days.. 

t 7.'®. 'RBt"Will ~ t& DOJ. ~ldj-e; D~ ~isfant.Attptrui~ ~(!nJ( i:n: ~ 
1\tittional. S~U.n't1 ;Div\s1~. \yjtl:f r~~1bil.i.ty fo:r l~~Ui~ D~91)$ and ~g:!l:t1 

. to theQONl Office of~:CO~ and.to;the OP.N{ Chi) Li9ertfcs~et:tj.Ort · 
Officer ·~yJn.c~nt~ otn~mpli~ Witb ~ p~&w$~~ ;F:B.i ~om1e! ~ 
11. hours .of~& qf~ illt::.{dent 

SEClfflTif.JAlfV'A~'!l ~; ~ 
.· .'f" 4 . 

Ct!.<SB l.f I ED ANN.EX .OOOlJ.€l·O.QB1 
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GER'TJl?iC\TION 0~ 'fE01J l\T'l;.O~¥ G~~RU, OF 1;'BE tJ~.StAn~ 
tm~.Alir(Y.TO' ~s u.s.c. § 2511 

P.'l!c:il:tve b:J· ~~~ I.pt-..l 
~M1 ~d e·lJi~cr 

e : I 

~~. ' :t1 

s'bsv-.e...r.ef~~- A true, 
~~ ..... ~ attauh~d', h~¢lXl and meoi:J?~mteti ~~taf.~mnca: 

W~r~sp,ect to 
~~Wg~e~~W(~aP~~~~~~fuo·~~~~ 
·s~ti® of th~ Amen~ Acto! 200~, ~ iti:®.ilddd.r l ~~·'tfut.t.t~a: Winr1.mf o.t· 
.9~url ~;r:!ietis t.~¢ed-.oy4\w.1hat~ ~~w t~Q,~ttts lWI.C:~~metamd Mt ~ 
~rs~ce ~l:}fed\'Vl~ ~~-W. thl}.abo.v~efet:.el\lciert.~fi.~a1l[Q.n ~ !~ ~11lte· . 
QO'I;~~ in tttaer to aocomj:ilisli 'this a.c'Ci,maiti:on,, 'l'ht> ati~'tl.ae 3~ requiied!et .a; peribd. ~f. 
tnt~ yeaf :fron::dbtodaie ~ Oi}O;i'fi,aaf;i,qtl wa~ ~X.et\l'f;!!d.. . 

"(rump s~allnot .disclPB~ fh_e exfsteftce Qf ~~~an Ol: s~i1!At1ce 'Oi ff» .. vi.ce 
~sed ro .a,cP~lis4 f!P.Y ih~~~f;!Qn. .o~ ~~)U'iil!Pe UJ;~,dE!~e!f.pm~~to the. 'abf,tl~~~re*~~ 
C~cnt\~tl~ ·~t ~.& r.>;ravided 1\1 seotjatr ) 05B(11) n{ tbt:t·F~gn t~],alligence Sntve.Ula.no~ M 
Q{ t-978, a$ iUiicnd~;d~ at' liS. ma1 ~thcr:wise.'lp~ -reql.(#ett ·b.y-!~~ pr~ ~d' tbe;t ~W.1.¢4"~r 
·?.ottfi~<:atiQp. ~o \ho Attomey Ge.~:(ii.L 

ul a116Uier :respe.~:f& thli} u.~i~~q rel'ttt~ that. the D.i~~ti\rtl in tb.e. ab.o~-r:e~O'f}d 
matier.i~ w.ps.istet:~t wit.b ~~ af1tbp~ea by th~ fum Qi tho t1trite& s~~. 

P:atltD. Ctem~ 
A(ftjng Attlml~y Gentrs.l.o£ the t.Jnit~ S~(J 

Signed-: F.ebruat,f·l6.~ .'f()O$ 

. · SliiCRE'l' 
l 

: .. 
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TO~ Ythob Inc.. . 
.RJll.; .D~f.IAG iib"'B C!!rllfioati 

~·~ ot~ti~ ~~);e~ a:Q;d~ At:amay~eneral e~~iu·wn~end 
~ .. ee.th. ~a.&rid Q!i a s4pp~. aflt~wylt,1P.;r:.t$Sl;Yt..~~ed..~eati<lu ~an~ to . 
~r;~ti9,~ l 05-B of '!he: Forai~ Int;elligenco~:S1mt~;~~~ Atit'd,( U'iJ.s-4 ~'e.Qrleqt ~~~A¢) .. 
~~by ~9~g tli~ ~~quisi~o'll· offarc.igtl.m~Cll w~ Mn~i~p.erat~P.i 
.r~blybelli;vt~cl.-·utsi thdtl;ii~s~ •. ~t:'etfiiea'tioa w,as· ~COL.W.bytbc- · 
Attom~y G~a.""al on ?.007; ~rutb1 th!i! O'l,rectm: ~"l!\tlo~ l+t!l-..UJ~~ rm.-.. 
:Zr)01. $-p¢cliic;&J;y • . e D. . · · r of :National lfW>..Ufgen~ .• and tfu: .Af.tl)t¥.~i Q~lll,l, ~ 

(4) 

tbw; are r~onablQ JllC?~~ Ul. p.t!!Dt:fQr ~~ th~tb.~ 
acq1:lisi;ti~11 e~fofureip 1nW!l~ce1QI'Orrn1ti..®· u:u.&r ~an •1 0$~ of~ 
~t~Q~ ~ ~~\y b~li~"re<f.fo .pe loE:ated omsrdt: 1M~ 
S't!.~s, ~d..ot¢'P..~~~s wUl b~: ~etzf t(f review of'~.'~ign 
~lli~~ S~l:lllC$ ec.u,n ~~~ 1P,':~e.c::ti~ l.O~C t)f ~8.~. 

th~ !,cm.)li~~~ 0GeS·J1l.Of ·Ctl~t!m..,el~f:ronie ~.~ ~$ ~ tn 
S«:.tioii.l Ol(f) .Qf~~ .Ar;;f; 

~aoq~l:l izr.v'clve! ~gflw.fod:iS!t Welftg~li;J,~p 
f\'~~ Ot Witl\·~ B.S't$.'Ej:~ Qr ~'t:llllous Ser.tl~ J.rofii~ 
c~todians; or~otllcr Ii~®~ {~ql»d.fu.~·~Y. Qffr;:!!T;; etn.!PlO.}~~ .. ag~ .... :>r 
G~Speeified p.~SOil of OO~b.~~ prq"il~1. ~:tl)~~.-Dr .ofp~r 
p~~~) w~·~a·~ ~~~ t\'). e!~1ll!!lutlo~.e;iothet ~ th~}f ~ 
fi'mB.initl:e.!i Cit W.'hli~ 'lh¢-y·;arP. ~fQte!i, ~· ~P.l.ilt:nt' ~at is befu:g or .may."be­
~echo.tnmsmit er s'c.o.rn S\1~ ~llll'!lJUUQallatiS.; 

a a~~t·pUip6se. ofther ~lqui3it!~ is to obtain folcl2;n in~Ff::~= 
~n!i~n;.ana 

1.1:!.~ ~tioo.;procedm=s fo'be usecfwim ~~ttl $tic1:l~c~~i~c!).· 
activity ~f~e d~~til'Jrt. af' ~}zati\mprocecrur~ mde!! section. 
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