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CLASSIFIED APPENDIX IX SURPORT OF THE GOVERNMENT'S MOTION T(
COMPEL COMPLIANCE WITH DIRECTIVES OF THEDIRECTOR OK
NATIONAL INTELLIGENCE AND ATTORNEY GENERAL
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# = Included in Clessified Appendix fled 11 Denember 2607,

#% = The NS A procedures atfached to éach certification amendment are capi%s of thy NSA:
proaéﬁuraﬁ approved for uss imder the origina] certifications. Thesé copies were attachied i the
cextificition amandm&mior reféréncs pﬂIPBSHS otly.
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TSECRET

GERTIFICATION OF THE DIRECTAR OF NATIONAL INTALLIGENCE AND THE
ATTORNEY GEINERAL PURSUANT'TO. SECTION 1058 OF THE FORRIGH
INTELLIGENCE SURVEILLANCY, ACT OF 1978, AS ANENDED

DNIAG 1058 mamimﬂeﬁ-

The Dlestor of Metional nfelligence and the Attarey Ganerel, based op the
reprageitfutions-of Lieutensmt Gegeral Keith B: Alexdnder, ’ﬁniiati States Anny, Dirsctarof the.
National Seonsity Azency (NEA), i& his aFidavit execytod mﬁ-- 2007, bifeg culy dwors,
hereby:certify t‘tsaff\(SQ

(1) theet are fedsonalils prooedures in place for detéainiyg that iy scquisitlen of
fortifen intelligtnes tformation under section 1038 of the Forelgd Intelligiings smgiﬁgm;qz@
of 1978, rs amended {"tire. Act"), edatems persorts reasonably belizved tp Be lopated oniside J?aa

Burvetilanos Court pursuant to sectibn 105G of ths Aty (5

(2 ﬂ;.ﬂ} asquisftion does not constituie electronle surveillance ag defined in s:aﬁ'mﬁ l('ﬂfg
of the: Aty X&)

{3) the sequisition involves obiataing the forelgn intelligence informaiion from orwith
the aseistanee of cormmunications service providers, custedizes, or otherpaysons
-(inslmjing"any offioer, atitployes, sgent, ot c&mﬁ spetified persei of sich seryice providers, -
cnstodians, or otlier parsons) Whe bive sccess to camtinications, dithérad they dte rensmiitsid
or- while they are stm'&'d, or equipineat that ia being or may be used to timmmit oft storganch
oﬁmmuniﬁaﬁcns;\(’sj‘-\

—EHRERET—
Classi.;ﬁ.{:d by: ____‘_::;mmeyﬁapém
G

Reason: "
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(4) & significant purposs of the requisiiion {x to.oblein forelzn meslligenve iefopmation:
end {8Y

\C“i) fhe nilmimtzation proceduiss to baused with respact 16 such begnlsitffon activity'mest

L

%

the definiton of minimizdtion prozedures under segtion 101H)-0f thy Ack. (8)

Ot the basisof the foregoing; the acejisitlon of foreign Intelligemsy infermation
coneerming persous reagonably belltved tobe outslde the United States, a8 deseribed ybove, i3
terehy anthodzed, Any time NSA sesles to aceite freign intalligencs informsiion gainste
U.8. persbr abroad in the above-vefbrenced mafter; NSA must fisst obtain Atiorney Gareral

mffiorization, psing e precedures vnder Exeuutive Order 12333, seatior 2.5, Thid

enthorization 2xpired on [ RRRO0E- XS)

T TRt vener w gyl bk abig o poapalenr e
_;;t
r
3
TEEEREE 2
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——BECRET—

VERIFICATION ’
' { declére wnder penalty Cffpﬁl'_’é\.:ll'? that the fhets st fopth in the foregning Ceriflcation in
- (052 Cortiication I ots trop end somect 10
the bestof my knowletige std belist, Hieoutad pursusnt 1928 USC. § 1746 ‘&n-
2007, TS '
NG o Dest ‘
All;éﬂw R, Queslésd
armmey G‘anﬁmlaf -Iae Vhlted Stafes
’ ' e ] e R T S el
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T8) 1 declare mader pegalty o pecjury thaf the fets st forth i the fhtegoing Cerificetion
| SRR C‘atttﬁcaﬁar- tivigue and eprraet to

the best of my lmowledge ind belief Exerited puspsctin 28 US.C. § 1746 o -

TN, MeComhell
Director ¢f Mational Intelligince

R R R N L LT T TR L B (R T

W
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AFFIDAVIT OF T GENERAL XEFTH . ALEXANDER, UNITRD STATES
ARMEY, B;BEGIO.R;N&TIQNAL. SE%C‘IERm AGENCY

M@EQ) Pursuest fo secﬂna mﬁigﬁao ?NS’ Titslligenes 5 bg Aot (FISA)
and insubport of Natiofal Seciirity ey (NSA) request i the Atteraey
wmffmmsmmm the Director of Nationsl Intelligaries o g
authorzation for the NEA to acguirs foreign Intelligynes Information goneerning persons
réasonably belisved to b putside of the Unitsd States, and Tartier roquesting that the

- Attorsey Goueri] and the Director ¢f National mhmgme dizett the porsbus spaciied
haraiu ty providy the assigtnce required to affoet stch acquisifion, I affm the follovding
i tros.eiid rocurie £ thebést of my knowledgs &od bfiedt

1. (UAFDYQ) Thers are redsonahle procediresin plees tat ths NEA will sado
determing that its asquisition of foreigd mtelligenes nfatmation presuant o dis
requaster seefion 1058 derffication concrms persons teasonabily belisved fo be
“locaied otitsids of'the Uhited Statey. Thesd procedures ate attaehied to this
affifayites Exhibit A. In addition, sy fime NSA seaks 10 sequint fopsipn

.+ 1. fptelligence information.against 2.1 5. pérson ebtoad inthe phovesrefrenced. .......,
thitier, N, wil] firet obtain Attamey General suthincizaton, using the procedures
voder Bxgcutive Ordar 12333, Sedtion 2.5, -

P embediga

1. (UHFEUD) The NEA'S acquisition of otsiga intelligence infomndtion pursyan lo
the reqhissted Seation 1038 certification Will not constitule slacitonic
mirveillance, ag Haf tertn is defined in the FISA, hetause the NE A hay detérmined:
that the sifrveiliatde will be directed af parsont tepsonahly befieved ¥ be looated-
outside the Uslted States, As abted above, the protedyrss tised 1t make such
détzniinatiops are sttached to fiis afﬂdav‘tas Exhii:it A -

3, CTSHSARE)The NSA'Y sequisition sf-Rreign intalligencs informatian pursuant

- o fhe requested Seotipn 1098 certificativn involves ng
{ntaligencs mormahan from or Wwith the sssistance & unications .
seivice providers and/or othei prreons who heve access to the chmﬁmjcaﬁms '

that vopstituts the ﬁ?ﬂlﬁﬂ. mtg gmcepﬂﬂd theee comtyualeationy seryic:
providers snd/or bther pexsons inciude the fHollowing?

CLASSIFIED ANNEY 00000v0gs



control foreign intelligance lnformation in ¢ ford ofoommbications by end/ar
{ront persgns réaganalily balievetito b mr,side +lig United Stdtes, a5 determined
inaticordancs with Exhibit A.

. 6. TTSASHATE) The NSA belisves that sach of the.persons. who will be ta:gemd or
muaaﬁm plrsuant fo. ﬂﬁa Fequast possessed arid §s likely to commnunieats

CLASSIFIED ANNEX
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T¥iw udy o aymiams

i determining whother sach af this pérsops fasgeted for polisetion

t possestes and 18 lkely to communipate- nfermation
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AUS. 35,2887 1B14EPH . | . MO iLs B

19, trsﬁﬁém}hwféingly; asigifigant ghrpived of the B,cquiamm ls: o ebieln
foredgn mﬁganmfam&c}n fhatreliea in, dnd iF con Bl
 to, the shility o s United Riztea

inéidenily soqtiraofher types of fersimm intslgence information.

1}, (UIFOTe) With tesmeet to the'information the NS4, acqittred pishant o-fa.
wﬁeswd ' Settlon LOSR certlfteation, the NSt will fllow the Minknfiation
?m@edures attedhied ot Bxhibit B.,

(171 deelare undsr penilyy of parfury thet the foregoing is tit and corpeet,

T IS O .07 LU TUOE SUPPIORNI 7

-

Dizuaz{u: National Secmtyégmy
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PROCEDURES USED BY NSA TN CONNECTION WITH NSA REOIEST
nenBrR JEOR AUTEORIZATION FROM THE ATTDRNEY GANERAL
AND THE DIREGTOR CF NATIONAL INTELLIGERCE TG ACQUIRE
FOREIGN INTELLIOENCE INPORNATION PURSUANT TO SECTION 1058
OF THR FOREIGN INTELLIGENCE SURVEILL ANCE ACT (FISA)

" CLASSIFIED ANMEX 080400011
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EXIBITB

RCEBIRES DEED BY NSA IN CONNECTION WITH Nga
REQIEST HIMBER O AUTHORIZATION TROM THE ATTORNEY
GENERAL AND THE DIRECTOR OF NATIONADLIMIELELIGENCE TO
ACOUIRE FOREIGN INTEELICENCE.INFORMATION PURSUANT T0
SECTION 1058 OF. THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT (FISA)

1. With respectio tiiednfttmation the NSA; sgttires pursisat to thy oérifihation of
the Atiomey Gensrd] of this Utitfed Stifes and the Direotor' of Nattonal .
Ingsiligence, the MEA will fullowes :

(a) the Standard Minimization Procediies for Blestronic Surveillanes

Conducted by the Tetiona] Security Ageney (also inown as Annex A to United,
States Bigoale Irtelligunce Diteetive 18), Whith have been gilopted by tie
Attpmey Genafal and are tn file mﬁi the Forefen intelirsnce Survelllanes Cou,,

(b} Cegtain of the mmmhom 1y the standard NSA RISA nifnimizetivn
Pmﬁcdurz&ﬁ)f Q}.,,‘,c f‘ll zealel E&Diﬂa& rthu oréien 3 H renes
¢ Clourt

< an byt ot g med o

belaw: )
1. The following shall be added to the snd of Section 3(f) of these

standard MSA, FISA, provetiures:

(7) The Mational Seeurity Dlman ofﬁm Bapartmesni of Iustiee:
shail peﬁadzsally determine that infbrmating gancetaing
commurications of'or conterning United States gersons thiat s
retdined mists the requiréfuents of these procedures and the
Foreign Infeliigencs Enrvaiflance Act,

2. Tho following shall be-added to the shd of Section 4(5) of fihese

staridard NEA FISA procsdutes: s "
With respect to eny gther boniunicdtion. wher it is spparént fp
NSA processing perspringl that tie odmmunication is befwgon a
perseft and thie persons-effrdey (or Someong scting oy behatf of
the alttmay) concerning legal advite baing sought by fhe former
from ths latter, Juch communicatipna: telating to fereigit

! mm&vmm informatjon may be retilned and disseminated wifhin

Derived From: NSA/CSSM 152
 Dated: 20070108
s 7y Cine 30420108

. | CLASSIFIED ANNEX 006000097
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the- 12.5, Intelljgencs Community If e comsmunications are
specifically labeled as being privilegad. However, such
comiiunications My not be disseminated outside of the U5,
[ateltigenes Comruntty without i prior spproval 5 the Assistapt

 Atorney Gensral fpr the Wetlona] Ssority Divisionop his,
designas.

3, The fqllowing shall replace subssotiehs (2), (), and {0) of Ssetion § of
thege standerd WO A FISA procederes:

NS4 may. disseminate nonpublicly-svailabls identity tr persanally
identifishle-information sonvernivg United States persana-tb foreizn
governments provided that such irformation is forsige intelligencd
infotmation end sither (3} the Attornsy Gendral Znproves the
dissemination; or (i) MSA divssminaies the nfarmation under pricgdres
approved by the tomey'Ganeral, I addifion, MBA may disseminzte
wich foreien infelligaucs infarmiaton, to the extent autherized by the
Diitector, of Mational Tteltigance (DNT) énd In accordatce with DNI
 direatives, subject (o the follovdug frocsdures .

(1) Disserminations o e Cover fs-ofmeq
18 be mads ypon the

Zpproval bF iny petstn Cesignated 10r such purpose by fie
Diréctor of NSA.

mpasepersagn o cBligays fersd Ayt AL Ay o »(E\} Dﬂﬁsm&mﬁ-t@u(?ﬂletfc@g‘.gﬂgﬁmﬁmnmﬁﬁm(iﬂ e Adyn b oawowats e ek 2

upon the eppravel of the NSAls Officd uf General Coitngel,.
upen pongideration of the following favtors: the nafienal
security benefit the Unit=d Stafed may teasonsbly sxpech td
abtain frout raking the dissemination; the antfcipated vses i
whish the forelgn govemnment will put ihe infbrmation; aod
eny pofential for economic injuzy, physical harm, or ather
restriction of movement to be reatutidbly expested from
providingthe information to-the foreign govermmenk If the
proposed recfpient(s) of the disseminatich have & higtory of
_ human fights abused, that history, should be considered in
. assessing the poteatial for economia infity, physieal hatm, of
bther restrictien uf mevemsht, and whether the issemination
should be made. In sases where there e teasanable baglata -
anticipate that thy disstmination will resitlt in ecqonomie injury,
pliysical har, &r otér sestriction'of movement: (f) the
sppitbyal bf the NSA's 3iguals Intelligence Diyestor wil] also
ba required; end (i) If dissemination i approved, NBA will
undertaka reasenable-stepy to ensurs that the m’%sgmims’mi
information will b used {ii tanuer codsistent with United,

SELRETHCOY SINTAREL TEUSA [P et .
JR .
5 ;
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States lam, inoluding Exeouttve Qrder No, 12,333 and
applivable focetal orfmingl statacs,

" {3) NSAwill mskta a sinietén weord 6f paoli dissamindtion
appraved pupsuant i Biese procederss, and informatian.
ragarding such disseminationg end epprovals shdll bemade
availsbld for 1eview by The National Bsaurity Dividen, United
States Deparinistif of Justice; on &t ieastan sanpal basis,

4, Regarding dfssemination of évidenes of e oritas; Secflons 5{23(2) &nd

nﬁ(,E}fEé of'these standerd NA: FISA procedurss shall be supsrseded by e

following: v
Inftrmation thatis nob foraign lotelligepee Iformatiop, big .
12asanably appears to be evidence of a-gtime that hey beep, is
bétng, or 5480 th beapthinited, may be.dissstnivated (infuding

. United States prtsan Ydentities) to the #Band nther approptiaie

federel law enforcement aittharitiss, in isaorduncs with.5S8-U.8,6.
4§ 1BO&(), Brgoutive Orrler Np: 12,333, and, whars applleable, the
ciities reparting procedures-set dut in the Algust 1895
Memorindur of Understalitiing: Repddngio? Iforiation
Concerning Federal Criimgs,) or aby guccessor taourpent,

5: The fellgwing shall bs added 1 £4d of Seotlon & ofihiese-siandesd NSA,
FISA progeduress ' ,
NS A may disteminate &1l conjrinnicatiots scquired & the TIA,
, whith shall pivcess anygpuch comisimications-ih sopordance with
. .‘..a.;....u.,..‘." o1 4m HEe s A ey e by 'HWHﬂE‘-ﬁmmﬁﬁmhiﬁ%{fga B?ﬁﬁﬁﬁﬁ‘tﬁ&?ﬁé’ﬁgﬁ. . gmipgs w s as

(¢) The foitowing ddditional medificationd to the standerd NSA FISA,
rninimlzation procedures for electronio surveillance:

i Hamﬁﬁsiaﬂd:ﬁg sections 5(6)(2) and (&), 5(b), =rid H{a)oiths standard’
NSA FISA propedines, sathmmicationg aoquired trder thig Cartification
thay be-retaingd for ﬁ‘ve. years. ‘The communications that may bs retalned

Kale(} erfificetian imeltde

2. Bection 3j66) of diess standard NFA FISA minimizifion procedures
8. delatud atd replaced wit: .
T6 the sxtent rasonably possible, NSA personne] with accetato

the data doquited pursuapt to this suthority shall query fha datain e

manner desienad td minfmize the teview of communicettng of or

conperning U.S, persons that do not sentein foreign intelligence

information or evident® of & arimie.

22 | . CLASBIFIED ANNEX 000000018
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3. Seciion HE)L) of these standard NSA FISA minjmizaton procedures, pelating
15 absatices. "fiom prepiisey mmdersiutveillance® by agents of g fersign powc:n
shel] not apply to s snrvaﬂhnne.

e R T e I L T e e T T P R L R P T P R PYR P SR TV PR S I RS SO ]
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DIRRETIVE OF YHE DISECTOR OF NATIONAL INTRLI IGENCE AND THE
ATTGRNEY GENERAL PURSUANT TO SECTION HISA OF THE FQREION
_ WTELLIGENEH SURVEILLANCE ACT OF 1'978, 48 AMZENI?ED

TO: Yaheo Inec,
RE: DNVAG 1038 {:xerﬁﬁcﬁﬂnn-

Tha Bitsotor of Natipal Int&‘lnsemﬁ apif thé Artorney Genera! stsoutad in Writlne axd
unidet vatk, based on & suppoping af affidivit, dheeabove-raferanced Certificition gursnantin
section, waB of the Forzign Intalligenise Surveilianca A;wf 1978, 45 a@eudserl (Piba A"},
theteby authorizng the acqms:ﬂk:m of farely (atalligenee nfbrmation epgestuling pesses.

reastinably helieved | o tha Unitdd States. Tha Cerlification was sfesuted by th
Arorpey General ba 607, end by thie Dirtctor of National intelligencs on *
2007, Spesifically; 'of Nattpned Taralligente add e Anomdy Geterslrenthed that;

Uy thersare reaponahle provediirss tn-pless fotdetermbluing thr the
acquisition of foreign intelligencs infomustion tader seetion WIEHE of the
ALl congerns pérsous reasohrbly believad 1o be Jovated outsids e Urittad
Stated, and sugh procetiires will be subjectap reviswr ofithe Farslps
' mtalhgeuca Suevelllancs Cotrt pursusni & seetion Y037 of the Azt

{2 e acgnisnan does not copstinte. .&ét:mfz surveiljants as defined I
seotion 101[D)off the Ay

@B)  thescimisitos involives pbtaining the fmim ineffigenios informerion
from oy With the essistangs of cormimieanons seivice providscs,
custodians, of pthet persons (nshuding ajry gffiesr, stnployse, agent, or
otherspacifizd pensun of such.deryics Qfmdmf, clatndisng, or oter
pe:suns) who have sceess tb communications, zither s Ihey 2z
transntitted o whilesthey ara ¢tored, ar.gmgmant tht Is hefully of may b
used to irkhsmivor stora such comnitaions;

(4  zsignificant purpsss of the acdlsidom s 1o obtain forelgn fallignos
iﬂfénaﬂﬁbm end’

(5) the Hn.mml‘&ﬁn@n proeedurs.ia bﬂ ased mth respect b such agguisition
setivity meet the definizion of mintmization proceduses under seeHon

101¢H) of the Act
Classified by The &ltorney Geawral
Resson: 1.4(2).

Declassify on: 032
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The axquisidon of such faformation pursusnt to theabstvasreféretiosd Eertification wrag
authprizéd for L oatiod of ane year fota the dats thay Cardfcation was exdeuted. This anthprity
will zzpire on 2008,

fatiog tns;, including ts affilistes, subsidizres, asdipnsiand Suceesspit, fnd
MGIIOE any offivet tmployes, agent, or offier spaaifled.persoh sétetf (hereinafet roferred 1
collectivaly as ¥ ahoo), is hereby dirgsted, pursudat to section 105BEHL) OFthe Ay wr N
{mmeiiately provids the-Govermment with all {nformatioh, facilitiss, mnd-assighinre Hécsstary it :
eedomplish this acquisifing i sheh.a manner es will provect the sscregyrof, the abquisition and
produiee & mininmum of intkrébnence it the services that Yoo provides.

Yahpo i3 fsther direesed, purgusior 1p segripn J0SE{EY(2) of the Act, wmainitziy unden
sacutlfy pracedures-approved by the Atmmay Beneral =08 fhe Dirgewr of Wational Intall{gvnds
any tesords épnoirning the scquisitiod’or the aid furnished et ¥ahoo wishes tp siaintsfh,

The Goyerment shiall porapetisatly ¥atoo Br the prevailing rate fer providipg informatien,
facilities, or assistarice pirsuant 1 this Difettive.

el

Pawzr D, Kelsler
Acting At:orney Genaral of the. Unlted Stafes

Signed:

e oes

M, McCopinel] ‘ 0
Dirsctorof Nations! Inta{ligence o~
" d i
T SECRET—
. 3
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CERTIFICATION OF THEATTURNEY GENERAL OF THE UNITED STATES
PURSUANT TO 18 Uis:C. § 2511

With respact & the acquisition of forsizn intall{gancs information anhorzad i DMYAG
1038 CatrifivedonfJi 1 o5y that no warrant ot court order Is féquired by law, that 40
stagutory %mcm have bean rEet, did SatTheassistancs dipsoted with respect to the sbove-
rpfererioed Cerdfidzion § reguirad by the Governmient i order t0 2osBmplish thfs poguisitin,
This as¥istanca 18 required for a period of ane year Fom the dus thet Certificatinn was wtstuidd,

Yahoo shall not dfsciese the sxipteros of dny lhteresption or survelllznea oy the devite
used (o accoseplish eny inferceptioft ot surveilldnce undsrtaken purstianit 1o the abova-raferensed-
Ceitifieation, exeept as provided inssotibn L05B(R) of the Forelgn Intefligencs Surveillangs Kot
of 1978, es amended, ot ay may othenwise be raqiireti by legal process 2ad thed pnfy: 282t prier
notificasion to-the Adomey Gegeral, |

I alLother fespesty theundersigned tprasents that the Dirsctive [n theabove-refbrenced
matter 1s dpnsistént with znd 2uthorized by the laws of the United States,

Je L.

Pet;r D. Zedgley g
A<ting Aromey General of the United Brates

35 CLAGSIFIED ANNEX  DO0QOQUSZ
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BECRET —

AMENDMENT T THE CERTIFICATION OF THE DIRECTOR OF NATIONAL
OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACY DF 1575, 58 AMENDED

. DNVAG 1058 Cbnﬁﬂéaﬁbn-
Arpendrent 1

The, Dizector of Natiohal Tovelfigence pnd the Attomy Sensral expouted in sriting ¢ad
uridler path, based on a suppotting #ffidavit, the above-refdrented Cartification phrsiant 1o
stictibn 105B of the Foreign Iaml}igc'na%ﬁmaiﬁanﬂb Actof 1978, o5 hrended (the-Act™y,
thereby duthorizing e sequisiton of forsigd inteligence infornation sonesming petsons
reastnably beliaved G be olittids the Unized States, The Cartifloation was xzeutsd by the
Anuraey Generat on -zﬂe—r by thia Direetor-af Nadonsl Iitelfigenge m:;-
2007.. Speeifically, the Director of Natigpi] Intelligeace and the Attoindy Genéral cerfified that:
w

(1) thitre are reasonabls procedures o place for dﬁte:miniﬁgﬂiat the: 2ogrisition of
foreigr inte{ligenca |nformation tndst séotion 1D5B of the Actcoticerns, persns reasanably
believed to be lgcated gutside the United Sfaies, and shch procsdures will be subjser to reviesy of
the Forelgn Intelligence Survaillatice Court pursuant (o §sttipn ibss(_.: of the Adt;_\(&)-\

(23 the acquisition dokg not constitiste electronie survelllznce 2y defined in.sgeﬁan 101§
of the Act; {33

(31 the acquisition involves obtaining tize.u‘bmlgﬂ inisll{gence information fom of with
the agsistance of cormunications service providers, enstodians, or gther persots

—RHERET -
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(iachiding myy t\ﬂicﬁ, employes, agent, orofbkrspecifisd fierson of sich servics ppyiders,
cugtodians, or other persqus) who have atess o communications, eiftier as ﬂ:sy dre tyaismited
or while they #rg stored, or equiprient thel is being br may b used bo trahsshit o stogs shch
| communications; f%.a
{4) » sigaificant purposy of the asquisition is to obitain forsign intelligencs information;
| and 8}
' (5) the:thiniimization procedures t6 be usad #ith respact to such acquisitisy aptiviey most
the defisition of minh:;i:z.aﬁm‘l.;p:dqe:’ims under zection: 101{h)of the Act, (}.‘&
As:explained inthe sifidavt of Roben 8. Mueller, T, Ditettor, Federal Brvean ot
. Investigaticn (FBI) (bereingftet "Musllar affidavit”), the FBI sceks athesizaton to acrjuleg
pursaant to'the above-tefargnoed certification foreizn intelligence i::for’matiaﬂ.—
— cohéerning petsons reasoriably befieved 1o be ontside the United Stalss;
Atizahed listewith as Exhibit £ avs the procedures that, as sxplained:in dhe Mueller affidavit, the.
SOIR—————
R ¢ o ecested ixquisition GonceTat pesOns:
maséﬁabiy belisved to be located catside the United States, ﬁe-h{ur.ﬁcr affidavit also-seryforth
the mindmization procedures thet the FBI will apply to tbc-:ummtmi_t:atigns it ncywires
pursuant to the requested authgrization. TS}\ k

HUS
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o

Ascodingly, besed yn the represemations mads ix the #ffidavits described hergin, the
Direeter of Naticnal Intalligence and the, Attorjey Generak, hersby certify than &)
(1) theve axe reasonsblé protedhures in plate for ﬂétczrﬁﬁniﬂ&tbﬂi thie acqiisifion of

foreign fntelligents informatioa nnder section 105B of the Act Génterns persons reasénably

! The affidavit that Genecal Alsxander executed o Tupusiy 29, 2008, tlso contains iforseaiaf Hay Sippleants e

affidavit that Genesal Alzsander exssued on. 2807, This supplemental infarmation coneerms:
eorimuricationd sefvice providéss andZorother perspns. who have.access to the tommunicadions tiey constitte e

fhraign intefligence,
- SECRET— -
3
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believed 1o be located outside the Unfied Staes, and such pracedares will be subjest fe review of
the, Foreign Intelligepre Surveiliance Court pursaait to sastitn 105C of tha Aew \8)

{3) the.acquisition does not eonstituts slectronic.survéillanee as defined tn sattion 046D
of the- Act; (33

(3) e acqnisition invofves dbjaining the foreign fneiligence informagion from or with
ihe essistance of communicitions service providers, custodizas, or other patsons
(inchuding any offipsr, employee, agent, or ofher specified person of such service providers,
cyistodians, or gthier pyrsons) whe haveacokss tp corumunications, ‘szt a3 they are traasmilied
or while theyy are stored; or eguiptent it Is being of may be ised to skt o store such ‘
comymunications; (83

{4) & slgnifigant-purpess of the acqnisition s 1o obiain forpign intelligenoe informatien;
and }S} ‘ )

(5) the mimimization procedtifes tp be used with respact to sueh acqnisifion aetivity mgat
the definition of minitmization procedurts nnder seetion 101(hy of the Act (83

On the basts of the foregoing, the, acquisition of forejgn intelllgence Information
coneeraing persods reaspnabiy belisved ib be cttside the ﬁﬂitéd Stated, as deserdbed ahove, i3
hereby suthorized. Any time the scquisition of foreign intsiiigence information agaiosta 1.5,
peison sbroad Is songht pursuant to the Above-referaticed centification, ARorney Genéral

suthorization, pursnant 1o the proceduzes upder Bxetutive Order 12333, sectfen 2.5, must first be

‘obtained. This authorization expirds m-z‘rm.,ﬁ;

CR 0722
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VERTFICATION
1.declars nfins penalty of perjury. that e facts et forth in the forsgeing Amendrment o
Sy ————
S —
ars true mad cpiect 1 the st of wry dpowikdgs and belied. Exmwdpursnsm 1928 U8,
§ 1746 unIanﬁﬂry.-?;?i_L 2008, [S)_

¥ 7 > 4
" X
]

Micheel B, Makekey 7
Attomey (Generzl of the United Statsy

e
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T SECRET-

VERIFICATION
I declars ungier penalty pf pecficy thargho fasts set forth in ths foregning Amardpentto
tha Certiicativg i the sater of AR

ars tnss and tomregt to the best pf my kndwledge and bolief, Ezecuted purseant.p 28 U.5,C.

§ 1746 on Janyary 30 , 2008, 18) :
e M
.M, McCohnell

Ditectot of National Tiitelligence
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AFFIDANTT OF ROBERT S, MUELLER, IH
DIRECTOR, FEDERAL BUREAL OF INVESTIGATION

. AMENDMENT 1

8- Pursuant b Section 1058 of the Fogeign Intalligence Aot of 1978 a§ amended
(FISA™), and i support of the Federal Burcay of Invastigation's thynest to thi Atlbiney
Genersl of the Tnited States andthe Ditetto ofNatiopal Intelligehte peeling o amend
DNIAG WSR {ertification 0701 to aqthorize the Pederd] Bysau of Tavestigation {531;3
s comcatiing persons reasonably Belisvad 19 be pirsids
of the Uired-Stards, and Sarthe mquasnng that tha Attormey General and the Director of
Natiopal Inteliigence. diredt the petsons speeified herei. (0 pravide the assistance required
toeifest sach agquisitions, | affinn the £6 wmb‘ is ttuﬂanﬂcbrreﬁtt{i the b:et of my

. knowledgs ad Helipf:

1. (83_The Direcror.of National Tntelilgence end the Aftornsy General ﬁmﬁiﬁd a
writing and under qath the shoye-referenced Carfifination pursuant to seation
1058 of tha FISA, thafeby B\ithﬁlﬁina ‘the Adquisition uf foreigs incallighars
inifosmation concening persos feasonably believed to beoutside the Uslted
States, 'I‘,haahwc-rafnmn@cﬂ tation was exequied in witing and gader
gath by the Aol ezl on ‘ Y the th

Intelligerics qu F007, “The sbove-tefersired Conftluation wag basad

otr a supporting vit.of Lisutenaat Generel Reith B. Alexarider, Usitsd States

Ami Diangtg of the National Secuuity Agehey (N3A); which Wis txpeuted op

2

achiad as Exfiihit A 1o-the teclneaitn that Géneral Alstamdss exeomed on
2007, were the procednres. by which NSA determines that the

Sttre of forefen inxéﬁigenca information pirsiant to te ebdve-fofirenged
Certification poricerns parsens rédsotiably belisved fubilocatsd butside of the
United Statss, These procedures are-aftachiéd herewith as E:T:ihit A In ths
abovetéferenced Certification, the Director of National Intslligence and Attormgy
General dewrmined in writing and nader oath fhar these procedures were
reasonzble. 1

-

Derived From: Mulfiple Soirees
Declassify On: Januasy 25, 2033
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4, {S)\The FBIs-aoquisition of
consistént with Jetdon 1058 of EIS2 REL B
, clécuonle surveillence, a8 dafingd in FISA; the noquist o {vi}}.mvalvc ub;:.ininb
femign mtaﬂxgénce mfﬁrmanun {mm ar with the asgistarce of the shove-
daspribed shininimicatits iders and/ot other pisvsons, who avediosss
0 such communicationy and & signifidant purpase of the
acguisition is 1 bbiaii foreign inteligence information, -

5. (8. In condunting the.sequisition o
the FBI will use the procedures afadhed bere 161t F to' determide that

tip soquested pogulsition ocerna pestots teasonably belteed 19 be Josafed.
outsids the Uited States,

e minimizariod proceduses that the FBI will use with respact tg ay

acqms pursvant 1o the shove-réferented Lertification exm e
egures sef sorth iy e Government'y Motion for Amtanded Grders Rerrhirting
Mod.gm Niinimization Progedures filed in Dodket . 02-431, as extetitled And ,
modified by orders of the. Foreign Intefligencé Surveilletize Coutt, mast rmﬂy s
on Décember 6, 2007, ﬁnth the follosving motiifications:

a Al prsitazit to the ckfﬂﬁcahﬂn oithe
Attorey Geperal, of Fthe United States-and the Directer of Natiotal
Infallizence shail ! ed under these pro¢eduses in the seme menter ag

43 ‘ CLASSIFIED ANNEX 000000040
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a3 FRCALL B,

b. References to United States péstin #sent of aforslen power” shall be
wndetstaod to rélat 1 United States persons regdopiably baligved to be logated.
ousside tie Uhirsd Si#lceaiiing Whomn tie Auﬂrnze‘g General has entbiorized

the apguisition of foreign intelligtacs mf«:manm pirsvant to sactitnd$ of
Exéoufive Opder 12333,

o. Réfsronsss i pon-United Ststes person agent of a firelga powrer® il o
urderstood 1 refat tonon-Uniled States persons reasonably befisved to by
logated oulside the Uniled Staies. .

1 dex]ara under penalty of perjury that fhe foregoingds rye tad cairect,
Signed this 268 day of Jenmary 2008.

.4 %/ -

ROBERT 8. ™,
Directar, Federal B

; bf imvestgstion
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TOPR sfﬁ,{;aﬁmmﬁam_mﬁmaﬂmgﬁmm&

AFFIDAVIT OF 17 GENERAL KRITH 8. ALEXANDER, VNI STATES
ARMY, DIRECTOR, NATIONAL SECIITY AGENCY

AMERDMENT 1

Mmﬁ . setti‘sn 1058 of the Foreen Intefligence Sm:eﬂ*me; Ad
FISH)2od jn support of the Federal Buresu.of Investigation {FBI) request to the
Adtorhey Genets] of tie Uidied Statps-and vhe Ditector of Natiosd Jml!aaeqce sesking tiy
enand DNV AQ 1058 Cetifeay s orize the Federal Burisan o :
Tnvestigafion (RBI) (o acquirs sprostpig ersons reatpraibly
beliaved (o be uiside of the Unlted Shafes, Hing inSpport of NS&'s sdliet qiest
seeking aythorizaiion :to ‘agqytire farsign dpetigence infatmation Soqueraing 2 PErRanS
reasqahly hieligved t b outsids lhe Uitited States pursuant: to-the abvegefarmend
Cgmigmon, Faffim the: follovelng it tetie mad-ascifite fo the best of my kaowledgy and
belig

1.

£~

Destved Frosan NSA/CSSM 1452
, Dated: 7078108
. Declussiiy, Ot 20320108.
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dirent surveillanes at 4 party o fhe comronnication Teasonsbly baifeved ta l;c
- outsids the United States.

(1) T dexlars under penalty of perjury thist the foreghing is fruoand somect.

Signed diis L7 day of January 2008,

K B ALELANDER, |
1dewieqant Geperal U8, Armtry
Direetor, Nationat Besirity Agency
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275 USED BY NSA N CONNECTION WITH NSA REQUEST
FOR AUTHORIZATION FROM THE ATTORNEY GENERAL
AND THY. DIRECTOR OF NATIONAL INTELLIGENCE TO ACQUIRE
YOREIGN INTELLIGENCE INFOQRMATION PURSUANT T SECTIDN 1058
(OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)

.
B'P‘

- " Dt zomm@s
= ‘yu 20300216

28 SECRETHOOMEFH/RELTO- TS | £ 5 000006048



CR 0732

FED ANMNEX  Qo0O000Qo46




CR 0733

000000047 -




CR 0734

J

CLASSIFIED ANNEX 000000048




CR 0735

CLASSIFIED ANNEX  QUQ000049




CR 0736

CLASSIFIED ANNEX 000000050




CR 0737

MINIMIZATION PROCEDURES (SRD BY N4 0 CONNECEION WITH NS4
pEQUEST NUMBERJJAMENDNENT 1

SERHING AUTHOKIZATION FROM THE ATTORNEY GENIRAL ANDTHE
DIRECTOR OF NATIONAL INTELLIGENCE TO ACQUIRE FORDIEN
ENTELLIGENCE INFORMATION PURSUANT TO SECTION {058 (O0F THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT

i. Witk respect to therdnfntdation thé NSA aeqlrinés gvmm.ﬁb-me'aﬁﬁﬁwﬁwn{
the-ARamey Genecal of the United Bi5184 st the Direntor of Matlond
Iteiligenpe, the NSA will, fellow: '

{ay the Standetd Minkyiarion Proteduses for Blactrotie Swurveillsnce

Conduictsd By e National Security A gercy (also kv as Anmex’ & fo tited

Bfates Signals Intelligeane Dipetive. 1 8), which hava been adopred by the

Attwrpay Gemetal and b o il with it Forelgn infelligenos Suveiltitee Coo,

) Certsin of thienyddifications to.ihe standard N§4 FISA mitimbation
njo sarveillence » i Foreten Inteifioencs

CORLES: 2 8 &)

stionge are sl forth:

1. Thy following shall be added i the sird of Section 3(f) of thesa
sramtand NS& FISA procedisas;

(7} Thetadonel Beourity Division of the Department of Tustion
shall parioticaily duterming that information eomierizg
commiunications of or concmirtg Utited States persons that i
refatned mests: tie reqwirements of thess grocedures and the
Eorefgn fitulfigeded Surveillupee Act,

2. Tha iellcﬁi:;g&ﬂfﬂi b ndded & the end off Settion H(h) of thess ‘ i
standard NSA PISA procedurss: . -
With réspect 1 axy sther carpmRymieation vebers it 15 apparent to
NEA processing personng] (it &y communication.is betwesri 4
sieratn ad'the peson’s attomey (Or smeone acdag on behalf of
the sttoraay) conterming Jegal advice beiig Sought by the firmer
from the Tatter, much tomnmunications relating to. forsign :
Derived From; NEA/CSEM 152
Patedy 070108
ssify Ok 20370108

NN T AR
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intelligence inforination muay be réttined and disserninaied wigin,
fhie ULS, Intellizencs Commmumitydfithe cominrications ae
specifically labelad as being privileged. However, stidh -
csmuricetions may not be dissentinated oufsids of the U.S,
Tntelligesoe Community without flve: prion dpprovel of the Sssistan:
Aftorgiey Gneral forthe Netivaal Security Division ot his

3. ThefHllewing shall rplece subscstions (&), @), an:i (o) of Sengion §of

thésn standard NSA FISA procedorssy

M3, sy disseminatenonpybliply-availdble identity or perseally
{dentifiablz ifformation conessning United Statey parsops to.foreign
givernments providéd that sirdh infrmatinn is fersign intelljrence
information et either {f) for Altteniey Génerdl apphoves thie
digsemination; or (L NSA disseiinates the fnfortnation toder prosedures
sppraved iy the Attorney Gameral, “Irk adulition, NSA may disseminigts.
sosh. forein fetcllipense informition, io the extent sutliosdzed by the
Director 5F Natidnel Intelligence-{DN] 2pd in sccordancd with DNT
direcdives, subjett tothe following progsdured;

d e oo I

riay baiadd wpon the

approval af any pegsdn desighated forsuch purpusa by the
Diregtar of NEA. i

{2) Dissemjinations to-otherforeled goyvamments may be medy.
tpon-the appreval of tha NIA's Offies of Genera] Conniely
upbn consideration, of fHe following fictors: the nadingal
security bopahil the Uniteq Stales may seasonsbly sxpectto
ohtain foi makdity the disseriination; the antivigted ties to
vehich the foreign government will put die ipformation; and
any. potéatipl for copriomic fajury; physicil hra, o sther
restriction of mavement to be reasonebly expected from
proyiding the Infbamation o the fotelien govermment, 1fthe
proposed recipieni(s) of (¢ dissemination bave 4history of
THumzn clghts sbuses, that istory ¢hiseld ba consldersd in
assessing the putential for¢sonomit Bijiry, physical hagn, or
other restrietics of motement, and whether the disseminetion
shotld ba made: In cases whisre there s 2 ressdrabis besis o

anticipate that the didsemitidtion. will result in sconomic injary,

physical'harm, or other restriction of movemens: (i) the
approval oftha NSA's Signals Intelligencs Directorwill also

b required; and (if) 1f dissemination is approved, NSA will

nndertaks feisonsbia steps 1o eamure that the dissetpinaied

hiformation will be Used i mianner consistent with Uniied

e 3
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States v, includiig Exeoutive Order M. 12,335 and
epplicable federal criminal stetues.

(3} NSA wAll make 4 wrilten tecgid of spch dissémitiafion
&ﬂgmmd pursuant to [hestprosedures, and information
regarding such fissepinations sad apaavals shall be-mads
avatisbis for raviety by the Netlona) Security Division, Unfted

 Slsips Diepartinest of Justicsy bd it J2astan annval basig,

4. Regurding dissemitnticn of svidence of = wime, Seolions 5{a)(Z) &nd
;{bﬁcsé 6 these standard WAA, FISA progedares shall be siiperseded by fha
Nowikge
{aformation fiat i mot fiyrelpn intellizanss infoanation, but
. reasonibly 2ppedrd 16 b dvidenseofa mﬁﬂm& has begn, is
Yeing, oris about g be partmitted, nday b dissenrinaied
United States patzon idsntittes) to. tha'FBI a:u;i etba- u;agmpn
Tediral Taw mﬁmmcrﬁau&on‘w,.m eeontd=nce with, SO LLSaG.,
§- 1806{2), Exepitive DigerNo. 12,333, tnd, where spplicabls, ths
afimed teppiting rocedirés set out i the Angist 1965
Wttt bf Understanding: Repotting of Tnformation
Cenicerning Federal Chimps,'or any sucsessor dactiment.

5. The follpwing shell b dddsd to edd.of Segtion ﬁef“ih’aaastandan:l NSA
FISA moceidures!
NSA muty dissemlunte alf commugications dugitired {9 the SLA,
“which $hall procese aqy-stich comyeiunoations fn. acaordengs wath,
seininivetion procedures spproved by thie Attomey Generdl,

(@) The following edditicnal modifiritions W tie standand NSA, FISA
minitization procefuped fir tlebtoon{d snoveillances; -

1. Nbtwithstanding seotions 3{c(2) and (2), (4, aod §(s) of the sjandard
HSA, FI8 A procadmes, Omistinaichtions asqumd ﬂuém: fhix ﬂﬂﬁﬁsﬁmﬂm
mzyharetainhdfﬁfﬁ%ym [he comn s that may b tained

2. "Geotivm 32)(5). of 1036 standerd NSA FIBA sotifoization prpeadures
i, defetesd and replaced with: .
'To the extent rrasooably possible, NSA personne] With dccsss o

the data acquired pursuant fo this avtory shall query the data o o

paniet desrgncd o Rintmize e revisw of totmidicptfons of or

canesmying VS, persons that dd tot sontain Rreignintellispics

infortrating of evidetios o7 a crime,

] CLASSIFIED ANNEX  QDOOGQ0SS
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3. Sestion 3e)(1) of ’51535 standerd NS A FISA midimizaton ;{:m:amnﬁ, telatihi
to absences ™from previises trdet surveillance” by agents of Af&ragn powER,
shadl hot apply to this sorveillance,

4, m mformation
oertificatitn of the Ativrney: Censral of :
Nationdl Inteliigapce-shali ke treated wnder dhese prmdum To fhs Waime massiey

. s informetibn seilected throuigh elecironic syrveiiimee

5. The tollawine sentarcs shal] e added 1w theand embsmﬁm:s{gi Q‘f‘(hﬁse
staridard NS A FISA minimizetinn procedufes thy dlestopfo sueveliange,
begomiihg neys section 3@k "Any tainriunications stauired Srough e
targefing of'a person who at the fime of tergeting {3 redsumbiy believed to be
Vgeated putside e United Statés butig in fiet located inditdys the Usnited Stabes ar
thé iine such commmitations-am ag suired shull be degtroyed spen mgmﬁaa
However, s Birestor 05 WSA may mimsiza setertion, s, epd-disseminagion of
stch commpricstionsif he determaings i wiiting that they contais &Bﬁﬁ@d
femgﬁ‘inteﬂiguﬁca tnformation.”
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‘ with the: following modifigations;

T n—
Emn‘E‘

MINIMIZATION PROCEDURES USED BY. 'I’EE. CTA IN CONNECTION WITH
ACQUISTTIONS DF FOREIGN INTELLIGENCE INFORMATION PURSUANT 10
SECTION 1058 OF THE FOREIGN Wuﬁ@iﬁ};{% SURVELLANCE AGT OF 1978,
AS AMEND

Withaespert 1 anminimizéd sommunications the Central Intelligents Ageacy ((TA)

receives fromthe National Secority Agengy (NS4S or the Federal Burgan of Tivestigarion fiat is

abguired pursnant i § cegtificgtion of the Anomay Geners] of the: Ummd Stites snd e Dirketor
be-aﬁeﬁﬂaf Tngelligence (BN wider Settion 1058 bf the Forelen I e Shryetllancs Act
of 1978, as-atnefidsd (FISAY, the CIA will follow the "CIA ffeﬁmmﬁﬁm Procedires,. for
Infarmation From FISA, Blectronie. Strveiflance Couductsd by WS AY (hmmaﬂtp by 54 7.4
rmisimization procetures’™), Whink have been adopted by the AttorpRy &
with the Fortign Intéilgencs Smveilladve Cinkt in docket st

.1'1

£1, BY: 3293155

L REASON: 1.4{m)

DECL ON: 20321005

DRV HROM: COL §-04
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REQUEST NUMBER : THE A GENERAL AND
THE DERECTOR OF mﬁomz, LWELLIGE;M m AGQUIBE FORKIGYN
INTELLIGENCEINFORMATION PFURSUAKT TO SECTIGN 1058 OF TEEFOREICK

INTRLLIGENCTE SURVEILLANER ACT (FI34) :

\gsa\mse proceduresaddress {T) the process the Federat Bureas of Inyestic

in acquwuc fﬁw{,ﬂ m&eﬂggemzaﬂfarmam )
patications’ pscpunty/addresseslidenil

Fhestgetad Accounts”) as bejng tsetl'by persons reasonably nelieyed

ge fed Siates, (Y the FBI's documentation 6F that pracess, and [El}‘) cbmglim&md

Q
amg’m‘.

I (3 DETERMINATION OF WHETHER A Bgasozq 15 REASONABLY BELIEVEDTO
BE QUISIDE THE UNITED STATES. -

L

Classified By: ?SCG
Reasor 8.0, 12038 Seston LAY
Deslassify Ow: OCTOBER {, 2032

FY r

- —
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nizarion procediras tiat:the FBI, will use witir réspect *

if acquires:puryuant to the atiove-referaed Centfication are:the
pracedires set funh in the Governmept's Motioh ot Erminting
Modified Mintmization Prosadures filed ip Doghet No a3 :xi&nded and ppdified
byorders, of the Foselzs litelligesos Surveillandt Colrt (hetelnafier "FISER), most
r»:ccnrl? on December 6, 2007, with the-ollosving modifications:

dets

Y]

b. References to "Usited States peérson agent.of afbtéion power? shall bs nndersteod 1o
wefer'to Uniied States persons feasonsbly belleved fo be located ofitside the nited
States agzinst who the Attorney General has autborfzsst the scquisifion p8foreign.
imeliigence information parsuant’to seotion 2.5 of Exscmive Oidey 12534,

o Referencss to "sén-United Stales peison agefif of 7 foreip? prwver” shiall be

understord torefer 10'roa:-United States. persaas reaspnably belidved & be locatad
vutside the Unised States.

AFR
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1 1. _
. (UY DOCUMENTATION .

.

13.

111 (1)) COMPLIANCE AND OVERSIGHT

15.%8), The FBI Inspsttion Division will eondixt ovisight of FBU'S meeriie of thest
protediicss. Thisoversight will inclufe periodic reyiews by EBI Iaspestion Division
persongiel to évaluats the implementaiicin.of the proceduures and tia fraiting: given fo
teleivent personnel. The first stuch reviow: shall tilfe placs within thirty days ofthe
Zﬁlmemaﬁmafz’bm progedures, and subsequemt reviews shall vecur oy 2 quarterly

5. ;

16.¥5), The Degartment of Justice-(DOT) and the Dffice of the Ditestor of Natlonai,
intell{gence {ODND) will conduct oversight I FBI"S dxerciss of the authority snded
Seotic 1058 of the FISA, whith will include periodié rgviews by DGJ and QLINL
personnel, 16 evaluate the siplerentation of these hrocedures: The first sueht review shiall
take place within foureén d4ys of the implensofativi ofthis acquisitiod, and dnbséquent
visfts shall petur st least'once every sixty-days.

\7.Y8), FBUWill report 1o DOJ. through e Deputy Assistént Attty Generaf in the
Niztional Secyrity Division wirh respensibility for |teifigents operationy and susrsizhy,
to the ODNI Offiee of Genexsl Counse], and to.the OUNI Civij Liberties-Protestiod
Qfficer eny incidents of noncomplisncy with these protedirss by FBI personrtal within

72 hovrs of fearning of the intident.
e '
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CERTITCATION OF THE ATTORNEY CENERAL OF THE UMITED STATES
PURSUANT TO 18 U.4.C. § 2911

2 Diectivs to Valioo, It (¥ehoo) signed by the Acting Attorhey
2807 and signed by the Divestor of Kefiotal talivencs.on
DNYAG 1058 _-ﬂllﬁen' ‘abog wasAsied tidt. amoneg othet f

QONVSTLTH ST

11O &

pursnasit tothe dbave-referpnesd Cegtification.. A ke,
Cottect and CORPISe copy Ot (e Uirentive is sitached herein ad imcorpordted iy tefersncy
hergin.

-

With respeot ta i disition of forelgh
intellizence nfornation authorized in DNVAG L0538 Certificatio and inmeenrdance with
‘sectione 6{c)-td) of the Protect America Aot of 2007, 48 amended, [ earlifyibatno Warrent 6t
court order is reqpived by law, that ll statintty téeuizements havebien ek, and fhu the
ssistance dipgofed with resyect o the. abovesreféiranced Certification is terqnired by the
Governmsnt in order to accomplish this sejmigition, This aisittades i8 requited fora perivd of
exte year From the dafe that Cerfification wais exeouted.

Yabop shall not discloss the existefice of any Giterception or suryeiilancs or the-devics
usad to scgoniplisly any interctption or fovveillance nnderaken purguamt to the abgyeredrenepd:
Certifiention, exeapt 45 provided in seotipn 105B(H) nf tha Forslgn Ingslligence Suwveillancs Aot
of 1978, as amended, ar'as 1iay otherwise be etuited by Jegal process ied then pply.efier prior
notification to the Aftomey General . ,

T &1l other respects the utdersigned represents that tie Ditdstive in the above-refirenced
ragiteris consistent with end authorized by the layes of the United Stafes.

k)
Paul, D. Clement _
Agting Attgingy General of the United States

Signed: Februzmy- 16, 2008
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DIRECTIVE OF THE DIRECTOR OF RATIONAL INTELEIGENCE, AND THE
ATTORNEY CENERAL PURNUART TO SECTION L05R OF THE FOREIGN
INTELZICEMCE SURVEILEANCE ACT DF 1978, A8 AMENDED

TO: Yiloh The, .
RE; DNUAG iDSB C‘ar-ﬂﬁta‘i‘lot.

The Direotor of Nadoral Inglligenes end the Atiomey General execited o wri¥ing end
under-aefl, besed tia éi;pgeréng Affidavit, theaboveseiprepoed Conttfivation pursuant o
szttion 1058 of the Boreign Intelligedcs Survaiilante Act df 1978, as arméridedl ['ths AGH,
thareby suthorizing the esquisiiion of forelgn infelligores infmmatiof cohneriing personi
reeponsblybellavd o ba guteide the Ugited States. Ths Cerfifitation was executsd by the:

" Attorney General on 2007; and by the Directsr of Watdos] Intallsgines
2007, §pecifically, g2 Ditector of Natlonz] Ttelligencs and the Attérney Getleral seitified Histy

(1) ther ars reasonable procedures 4 play for determining that the.
aequisition of forel gn dntelligencé ifprmtion uaday seoflen 1058 of'the
Agtsongerns persuns ressonshly belisvadio be [oeatéd o@sidy the Unifed. -
Rttes, and sich prosedtras will be subject g review ofithe Poreign
Intsiligence Surveillapes ©oirt puriiant ipssctog 105C of the. Aty

(@) the acyisision deesnof consiitate slectrenic survaillance g5 dafined in
secfiof 101(f) of fhe Ack;

()  chéenguisition imvolves cbiaining the firkigt inf=lligenos infornation
from or with the essistares of eprymvmicaions service providers,
custodiazns, ofotfier persbns (including ey officer; emiployee, agent or
otherspecified person of such, sexyficly providers, custodiags, ar ofher
Rer5ons) whp havs eccets i communirafions, either 25 they avs
transmitter or while theyars stofed, ovequipment that is befug or may'be
used-to. tramemit or $toce suth comtnnigations; '

(4) & signifidant pifpose of the sctpisiten {5 15 ohitain forpim in&Lﬁgnﬂm
{rifotmiet o) eid i

Cfr) ﬁ'l_ﬁ- mi’n@zaﬁmpmc:duzas tl:.\bg .uscdf with :cs?g_gt 7] ,SUbﬁ 3hmﬁﬂiﬁcb,'
activity mipst the definition of minimization procedhures vader section
lﬁ_‘l (h) of the Ack o

e

—SBCRET-
Classified by The Artomey Generzsl

Reason: :
Declassify ony D32
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The aoguisition of such informiztion purspdnt to the abpve-referencsd Gertiticativn wes
anthordzed fr e uﬁ'od of’ one year Tom fhe data thet Centification, was exeptitsd, This enthority

will eipize ¢ poe.

pitilieteg, subm aries, assigas And 6 UOESSELS, AL
ipclndingany office ok ther spectiied petson Siereof (hereimafier refared to.
collectively as Yahoo} is hershy directed, pursuant to sactian TOSB(¢I(1Y of thet Act, ter
fmisdiately provids the Govsmmentwith all information, facilifies, st dsaistansa ecesiay o
docomplishiis eodiisition in gisch & mammet s will pretect the secrety of themoquisition and,
producs 2 minimum of imteriersncs With the gervicesdhat Yahyo prpvidess.

, eimployse, g’gm‘t}

Yihoo is further directed; purstiant to sectien 103B{8)2) ofthe Act, fo. maintain undée
security proceduiss spprovad by the Attorhey Qesteral snd e Direstor of Netlona! lnteligence:
any rscords conceming the acquigidon or the aid fumished thil ¥ahoo wishes o miaintsin,

Tha Gavernment shetl ¢oinpensaty Yahoo 5 the mvaﬁinggratc for providing information,
freilitles, or assisfancs pursatai to thid Dirdctive;

Q;*TLL\V )

Petsr D Kesisler
Arcting Atomey Genpegal of the United States

Sgned: - 2007

J I-‘{*t'{. I{‘ICCQIE:EH ) . e ‘ 2%
Disector of National Intelfigenies

s
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CERTIWFIGATION OF THE ATTORNEY GENERAL OF THE UNIIFDETATES, -
PURSUANT TG 1511.5.¢, § 2311

With msp seqiisitien df foreigs intelligence kiformationantiorlzed ja DNHAG
1058 Certifigation | caniify thal wo wrercant ‘os toust order {aequind bydaiw, thay 41
stattory rﬁhr:mm have:been set, mmd bt assistatne direce with teypeet 1p/ths abavos
raferenesd Certifioation. is tequitet ty the: Govepinient it osde: fo. sevomplish thin soquisitem,

THiy assistnes 35 réguived for & period of ong your from the dete that Certifeation. wiy sgovtted

Yiahoo shall ot -disoloss the sxdsteics of gy inferseriion. o stiveillance or e devine,
used fo eocomplish fpy intergeption of surveillensé underfebien prrsuaat io the dbove-geferennsd
et fiating, exoept s provided in saction '1USB(R) of the Fareigh Jntellgesnry Bilveillafice At
6£1978; ns dmendad, of as may ntherwise be ranired by legdl pitisess fid tigs oty fisr pritis
natifivation to the Atlorey Gompe],

tn &l piiserrepprbtsthe undersigned senteserts that the Directive 5 e Smvn-seimaced
mistter is consistent eitly and sothiorized by thedavs pfitie Upited States,

JEL,

PemrD. Ksicler .
Ating Attacsed Ganert] of ths Unifad Sutag

aimeﬁ‘: - Z.DIQ ?' ) l
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4
URITED STATES |
FORRIGN INTELLIGENCR SURVEILLANCE COURT -
S WASHINGTON, DC

N RE DIHEE STVRSTO YAHGOI NG, |
PURSUANY "0 SECTION 1058 OF . ‘
THEFOUMGIINTRLLGENGE | Pocket Nimiber 105B(g)-07-01

SURWEILLANCE ACT, {TB#SHREETO—|

EXHIBIT &

DECLAMA TION OF _%ﬁoﬂm-samn‘v AGENCY (NSA) +
‘ } Iam_ﬂmNSAAmdz&aﬁﬁputyﬁi{eﬁwm - E
| | ﬂbﬁn‘emwmj s, Theve heﬁi‘hiapomﬁmmn:- 1 hevebesn emplnyed

at NSA. i b Jﬁe"ny of repacities smue- My primary :&sgorraﬂsﬁiw da.86
optiale e IGINT sysfert o tha exemticn ofthe cetaptsterorism s, 1

uom:dmm tHe Ea‘talit? of the covmfesieroram miﬁsion 2cr08g Nsﬂ. and G?miwm.n*

N‘S.é.’acanﬂc'bﬂ Hlea with the Intelligence: Cummu'ﬂty and m&m&lergiobai SIC'iNT

b?

| . prrtiers. To :1 .,c@mp}ish fits vl T oversie NSAls 24‘{’7 dperationy center dedicated to

Destyed Fropy NE8/CYEM 152
L e , Dited; 20070108
iy = _ Dmla&sify On; 20500647
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DEC.11.2007  blisFm . . NUSHR Pt . CR 0957

eounberterins (vl and direct the ﬁwafopmém@fﬂle'szm sirategles prosecitiny the

1

terrorisid tnll gn, ! _
) BA TV Yﬁi{ﬂm;s compllmwith the Divettsred ismied 4o it
pussaantto 297G oo [
sig:ﬂﬂcft_':iﬂy entharies the Govemment's z\‘b'ﬂiiy to

acquire exfyn uely valuable forelgr inteélligence information coneetning persons
remsorally i {tsved t5°bs looated onteld thys Unted Staies
| 1

5, MHHIENE) Agof Novasilber 25, 3007, NBA had disperniriztid a tafal of

intelligefic 1o sorts based At Taast in pazt.on infortation acyuied under the §hove-
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Qr thess .wpfsrbé, niained maskad Ummdﬁmteg

Henttiss, 4 kc.:mllapurta refarred to ad;ual mdwidua!a (the remainder -

"et’amd 1LY ted States person éntiies suchi ag T.Inited S{:ate&-haaed mmPamus,
wabisitas, it it serdles provider, etd), Afive zg.pa:’ted references to United States

persam e vidiiﬁ.s and enities a‘iik= —~WETS mﬂmized in accqidanes: wiﬂ:l ths

ST LSRR,

CR 0958

a.pplie:ah ks il Lm_zaﬁm prﬁc.dufea apgmaa mdu the abavaatefaremedﬂezﬁﬂmﬁum

*"‘hoae rinii iption provcedures aps among the matssials filed havewithi

CLASSIFIED ANNEX

QOQO0N2E9



rmr e ' | CR 0959

L)
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Sigued fily 1.5 day-of December, 2007,

Assopiate Deputy Diteior,
‘Contteiizerodsm (ADD/CT)

Natitmal Securify Agensy
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