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The FTC’s announcement late last week of a settlement with a mobile app developer [2] and the
Commission’s simultaneous release of a mobile privacy report [3] highlighted the agency’s focus on
protecting consumer privacy in the popular mobile space. Moreover, the Commission’s actions
provided a pointed reminder to app developers that they must consider privacy at the earliest stages
and in all phases of creating their innovative products.
The settlement was with Path, a social networking company, arising out of alleged violations of the
Children’s Online Privacy Protection Act (COPPA) and the FTC Act. With respect to COPPA, the
company had not actually targeted children, but it collected birthdates in the enrollment process and
that, the FTC concluded, was enough to give the company knowledge that it was collecting data from
children under 13. The company found the problem on its own and modified its software to kick out
anyone who entered a birthdate indicating an age less than 13, but its initial design placed it in
violation of COPPA, which carries civil penalties that the FTC invoked – a warning to all about how
strict the FTC is about kids’ privacy. (We have concerns, by the way, that recent revisions to the
FTC’s COPPA Rule [4] could affect too many firms that are not targeting children.) To its credit, Path
apologized for its actions [5] and urged other developers to consider privacy issues from the outset
when designing new apps. We echo this call for privacy by design.
Also highlighting the importance of privacy by design was the Commission’s use of the FTC Act. At
issue was the app’s collection of user contacts. In the iOS version, Path presented users with three
options to connect with friends by (1) using the phone’s Address Book, (2) connecting to Facebook to
access a user’s Friends list, or (3) inviting friends to join by email or SMS. However, even if the user
chose none of these options, the app still automatically scanned the user’s Address Book and
recorded all the data therein. This, the Commission concluded, was deceptive under the FTC Act.
Importantly, this is not the first time [6] that an iOS app has inadvertently collected contact data
from a user’s Address Book. Indeed, one study from 2012 found that nearly 19% of iOS 5 apps
collected Address Book data without the knowledge or consent of users [7]. Fortunately, iOS 6
rectified this particular issue (as well as many other security vulnerabilities [8]). What is significant
about the FTC’s action is that is tells developers they cannot simply accept every feature in an OS’s
interface that automatically pulls data from the user’s device. Instead, developers must think very
carefully about each item of data they collect, even if they do not use the data.
Amplifying this point, the FTC provided guidance that could help companies avoid privacy problems,
with the release of its Mobile Privacy Disclosures report [9] and new business education materials for
mobile developers [10]. The privacy report provides suggestions for both mobile platform providers
(such as Apple, Google, Microsoft, and Blackberry) and app developers on how to best protect
consumer privacy. We think these recommendations – such as including just-in-time notices,
providing clear privacy policies, and obtaining affirmative express consent for certain categories of
data collection and dissemination as appropriate – would, if implemented, provide strong privacy
protections for the growing mobile market.
The FTC also states in the report that adherence to codes produced by a multistakeholder process on
mobile app transparency being convened by the National Telecommunications and Information
Administration may be viewed favorably in enforcement actions against app developers. The NTIA
process has been difficult, but we still hope that it will produce a code of conduct that creates robust
protections for consumers.
In the interim, companies should be diligent in incorporating privacy protections into mobile apps
from the beginning – not as an afterthought. While privacy by design can be a challenge for
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developers focused on developing innovative products, especially given the ease in which data can
be collected and shared on mobile platforms, the FTC’s recent actions demonstrate that developers
must think about privacy in every stage of the development process, or face costly, time-consuming
enforcement actions. By releasing its privacy report and best practices, and pursuing companies that
improperly collect personal information, however inadvertently, the FTC has provided more than
enough guidance for developers to determine how to protect their users’ data and provide sufficient
notice-and-consent models for consumers.
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