Showing How Title 8 of the USA PATRIOT Act
(P.L. 107-56) Amends Existing Law
(Additions Underscored; Deletions Stricken)

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 1--GENERAL PROVISIONS
Current through P.L. 107-56, approved 10-26-01

§ 7. Special maritime and territorial jurisdiction of the United States defined
The term "special maritime and territorial jurisdiction of the United States", as used in
this title, includes:
(1) The high seas, any other waters within the admiralty and maritime jurisdiction of the
United States and out of the jurisdiction of any particular State, and any vessel belonging
in whole or in part to the United States or any citizen thereof, or to any corporation
created by or under the laws of the United States, or of any State, Territory, District, or
possession thereof, when such vessel is within the admiralty and maritime jurisdiction of
the United States and out of the jurisdiction of any particular State.
(2) Any vessel registered, licensed, or enrolled under the laws of the United States, and
being on a voyage upon the waters of any of the Great Lakes, or any of the waters
connecting them, or upon the Saint Lawrence River where the same constitutes the
International Boundary Line.
(3) Any lands reserved or acquired for the use of the United States, and under the
exclusive or concurrent jurisdiction thereof, or any place purchased or otherwise acquired
by the United States by consent of the legislature of the State in which the same shall be,
for the erection of a fort, magazine, arsenal, dockyard, or other needful building.
(4) Any island, rock, or key containing deposits of guano, which may, at the discretion
of the President, be considered as appertaining to the United States.
(5) Any aircraft belonging in whole or in part to the United States, or any citizen
thereof, or to any corporation created by or under the laws of the United States, or any
State, Territory, District, or possession thereof, while such aircraft is in flight over the
high seas, or over any other waters within the admiralty and maritime jurisdiction of the
United States and out of the jurisdiction of any particular State.
(6) Any vehicle used or designed for flight or navigation in space and on the registry of
the United States pursuant to the Treaty on Principles Governing the Activities of States
in the Exploration and Use of Outer Space, Including the Moon and Other Celestial

Bodies and the Convention on Registration of Objects Launched into Outer Space, while
that vehicle is in flight, which is from the moment when all external doors are closed on
Earth following embarkation until the moment when one such door is opened on Earth
for disembarkation or in the case of a forced landing, until the competent authorities take
over the responsibility for the vehicle and for persons and property aboard.
(7) Any place outside the jurisdiction of any nation with respect to an offense by or
against a national of the United States.
(8) To the extent permitted by international law, any foreign vessel during a voyage
having a scheduled departure from or arrival in the United States with respect to an
offense committed by or against a national of the United States.
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(9) With respect to offenses committed by or against a national of the United States as
that term is used in section 101 of the Immigration and Nationality Act-(A) the premises of United States diplomatic, consular, military or other United States
Government missions or entities in foreign States, including the buildings, parts of
buildings, and land appurtenant or ancillary thereto or used for purposes of those
missions or entities, irrespective of ownership; and
(B) residences in foreign States and the land appurtenant or ancillary thereto,
irrespective of ownership, used for purposes of those missions or entities or used by
United States personnel assigned to those missions or entities.

Nothing in this paragraph shall be deemed to supersede any treaty or international
agreement with which this paragraph conflicts. This paragraph does not apply with
respect to an offense committed by a person described in section 3261(a) of this title.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 5--ARSON
Current through P.L. 107-56, approved 10-26-01
§ 81. Arson within special maritime and territorial jurisdiction
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Whoever, within the special maritime and territorial jurisdiction of the United States,
willfully and maliciously, or attempts to set sets fire to or burn any building, structure or
vessel, any machinery or building materials or supplies, military or naval stores,
munitions of war, or any structural aids or appliances for navigation or shipping, or
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attempts or conspires to do such an act, shall be imprisoned for not more than 25 years,
fined the greater of the fine under this title or the cost of repairing or replacing any
property that is damaged or destroyed, or both.
If the building be a dwelling or if the life of any person be placed in jeopardy, he shall be
fined under this title or imprisoned for not more than 20 any term of years or for life, or
both.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 10--BIOLOGICAL WEAPONS
Current through P.L. 107-56, approved 10-26-01
§ 175. Prohibitions with respect to biological weapons
(a) In general.--Whoever knowingly develops, produces, stockpiles, transfers, acquires,
retains, or possesses any biological agent, toxin, or delivery system for use as a weapon,
or knowingly assists a foreign state or any organization to do so, or attempts, threatens, or
conspires to do the same, shall be fined under this title or imprisoned for life or any term
of years, or both. There is extraterritorial Federal jurisdiction over an offense under this
section committed by or against a national of the United States.
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(b) Additional offense.--Whoever knowingly possesses any biological agent, toxin, or
delivery system of a type or in a quantity that, under the circumstances, is not reasonably
justified by a prophylactic, protective, bona fide research, or other peaceful purpose, shall
be fined under this title, imprisoned not more than 10 years, or both. In this subsection,
the terms "biological agent" and "toxin" do not encompass any biological agent or toxin
that is in its naturally occurring environment, if the biological agent or toxin has not been
cultivated, collected, or otherwise extracted from its natural source.
(c) Definition.--For purposes of this section, the term "for use as a weapon" does not
include includes the development, production, transfer, acquisition, retention, or
possession of any biological agent, toxin, or delivery system for other than prophylactic,
protective bona fide research, or other peaceful purposes.

(THIS IS AN ENTIRELY NEW SECTION)
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UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 10--BIOLOGICAL WEAPONS
Current through P.L. 107-56, approved 10-26-01
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§ 175b. Possession by restricted persons
(a) No restricted person described in subsection (b) shall ship or transport interstate or
foreign commerce, or possess in or affecting commerce, any biological agent or toxin, or
receive any biological agent or toxin that has been shipped or transported in interstate or
foreign commerce, if the biological agent or toxin is listed as a select agent in subsection
(j) of section 72.6 of title 42, Code of Federal Regulations, pursuant to section 511(d)(l)
of the Antiterrorism and Effective Death Penalty Act of 1996 (Public Law 104-132), and
is not exempted under subsection (h) of such section 72.6, or appendix A of part 72 of the
Code of Regulations.
(b) In this section:
(1) The term "select agent" does not include any such biological agent or toxin that is in
its naturally-occurring environment, if the biological agent or toxin has not been
cultivated, collected, or otherwise extracted from its natural source.
(2) The term "restricted person" means an individual who-(A) is under indictment for a crime punishable by imprisonment for a term exceeding 1
year;
(B) has been convicted in any court of a crime punishable by imprisonment for a term
exceeding 1 year;
(C) is a fugitive from justice;
(D) is an unlawful user of any controlled substance (as defined in section 102 of the
Controlled Substances Act (21 U.S.C. 802));
(E) is an alien illegally or unlawfully in the United States;
(F) has been adjudicated as a mental defective or has been committed to any mental
institution;
(G) is an alien (other than an alien lawfully admitted for permanent residence) who is a
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national of a country as to which the Secretary of State, pursuant to section 6(j) of the
Export Administration Act of 1979 (50 U.S.C. App. 2405(j)), section 620A of chapter 1
of part M of the Foreign Assistance Act of 1961 (22 U.S.C. 2371), or section 40(d) of
chapter 3 of the Arms Export Control Act (22 U.S.C. 2780(d)), has made a determination
(that remains in effect) that such country has repeatedly provided support for acts of
international terrorism; or
(H) has been discharged from the Armed Services of the United States under
dishonorable conditions.
(3) The term "alien" has the same meaning as in section 1010(a)(3) of the Immigration
and Nationality Act (8 U.S.C. 1101(a)( 3)).
(4) The term "lawfully admitted for permanent residence" has the same meaning as in
section 101(a)(20) of the Immigration and Nationality Act (8 U.S.C. 1101(a)(20)).
(c) Whoever knowingly violates this section shall be fined as provided in this title,
imprisoned not more than 10 years, or both, but the prohibition contained in this section
shall not apply with respect to any duly authorized United States governmental activity.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 44--FIREARMS
Current through P.L. 107-56, approved 10-26-01
§ 930. Possession of firearms and dangerous weapons in Federal facilities
(a) Except as provided in subsection (d), whoever knowingly possesses or causes to be
present a firearm or other dangerous weapon in a Federal facility (other than a Federal
court facility), or attempts to do so, shall be fined under this title or imprisoned not more
than 1 year, or both.
(b) Whoever, with intent that a firearm or other dangerous weapon be used in the
commission of a crime, knowingly possesses or causes to be present such firearm or
dangerous weapon in a Federal facility, or attempts to do so, shall be fined under this title
or imprisoned not more than 5 years, or both.
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(c) A person who kills or attempts to kill any person in the course of a violation of
subsection (a) or (b), or in the course of an attack on a Federal facility involving the use
of a firearm or other dangerous weapon, or attempts or conspires to do such an act, shall
be punished as provided in sections 1111, 1112, and 1113, and 1117.
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(d) Subsection (a) shall not apply to-(1) the lawful performance of official duties by an officer, agent, or employee of the
United States, a State, or a political subdivision thereof, who is authorized by law to
engage in or supervise the prevention, detection, investigation, or prosecution of any
violation of law;
(2) the possession of a firearm or other dangerous weapon by a Federal official or a
member of the Armed Forces if such possession is authorized by law; or
(3) the lawful carrying of firearms or other dangerous weapons in a Federal facility
incident to hunting or other lawful purposes.
(e)(1) Except as provided in paragraph (2), whoever knowingly possesses or causes to be
present a firearm in a Federal court facility, or attempts to do so, shall be fined under this
title, imprisoned not more than 2 years, or both.
(2) Paragraph (1) shall not apply to conduct which is described in paragraph (1) or (2) of
subsection (d).
(f) Nothing in this section limits the power of a court of the United States to punish for
contempt or to promulgate rules or orders regulating, restricting, or prohibiting the
possession of weapons within any building housing such court or any of its proceedings,
or upon any grounds appurtenant to such building.
(g) As used in this section:
(1) The term "Federal facility" means a building or part thereof owned or leased by the
Federal Government, where Federal employees are regularly present for the purpose of
performing their official duties.
(2) The term "dangerous weapon" means a weapon, device, instrument, material, or
substance, animate or inanimate, that is used for, or is readily capable of, causing death or
serious bodily injury, except that such term does not include a pocket knife with a blade
of less than 2 1/2 inches in length.
(3) The term "Federal court facility" means the courtroom, judges' chambers, witness
rooms, jury deliberation rooms, attorney conference rooms, prisoner holding cells, offices
of the court clerks, the United States attorney, and the United States marshal, probation
and parole offices, and adjoining corridors of any court of the United States.
(h) Notice of the provisions of subsections (a) and (b) shall be posted conspicuously at
each public entrance to each Federal facility, and notice of subsection (e) shall be posted
conspicuously at each public entrance to each Federal court facility, and no person shall
be convicted of an offense under subsection (a) or (e) with respect to a Federal facility if
such notice is not so posted at such facility, unless such person had actual notice of
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subsection (a) or (e), as the case may be.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 46--FORFEITURE
Current through P.L. 107-56, approved 10-26-01

§ 981. Civil forfeiture
(a)(1) The following property is subject to forfeiture to the United States:
(A) Any property, real or personal, involved in a transaction or attempted transaction in
violation of section 1956, 1957 or 1960 of this title, or any property traceable to such
property.
(B) Any property, real or personal, within the jurisdiction of the United States,
constituting, derived from, or traceable to, any proceeds obtained directly or indirectly
from an offense against a foreign nation, or any property used to facilitate such an
offense, if the offense-(i) involves the manufacture, importation, sale, or distribution of a controlled
substance (as that term is defined for purposes of the Controlled Substances Act), or any
other conduct described in section 1956(c)( 7)(B);
(ii) would be punishable within the jurisdiction of the foreign nation by death or
imprisonment for a term exceeding 1 year; and
(iii) would be punishable under the laws of the United States by imprisonment for a
term exceeding 1 year, if the act or activity constituting the offense had occurred within
the jurisdiction of the United States.
(C) Any property, real or personal, which constitutes or is derived from proceeds
traceable to a violation of section 215, 471, 472, 473, 474, 476, 477, 478, 479, 480, 481,
485, 486, 487, 488, 501, 502, 510, 542, 545, 656, 657, 842, 844, 1005, 1006, 1007, 1014,
1028, 1029, 1030, 1032, or 1344 of this title or any offense constituting "specified
unlawful activity" (as defined in section 1956(c)(7) of this title), or a conspiracy to
commit such offense.
(D) Any property, real or personal, which represents or is traceable to the gross receipts
obtained, directly or indirectly, from a violation of--
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(i) section 666(a)(1) (relating to Federal program fraud);
(ii) section 1001 (relating to fraud and false statements);
(iii) section 1031 (relating to major fraud against the United States);
(iv) section 1032 (relating to concealment of assets from conservator or receiver of
insured financial institution);
(v) section 1341 (relating to mail fraud); or
(vi) section 1343 (relating to wire fraud),

if such violation relates to the sale of assets acquired or held by the Resolution Trust
Corporation, the Federal Deposit Insurance Corporation, as conservator or receiver for a
financial institution, or any other conservator for a financial institution appointed by the
Office of the Comptroller of the Currency or the Office of Thrift Supervision or the
National Credit Union Administration, as conservator or liquidating agent for a financial
institution.
(E) With respect to an offense listed in subsection (a)(1)(D) committed for the purpose
of executing or attempting to execute any scheme or artifice to defraud, or for obtaining
money or property by means of false or fraudulent statements, pretenses, representations
or promises, the gross receipts of such an offense shall include all property, real or
personal, tangible or intangible, which thereby is obtained, directly or indirectly.
(F) Any property, real or personal, which represents or is traceable to the gross proceeds
obtained, directly or indirectly, from a violation of-(i) section 511 (altering or removing motor vehicle identification numbers);
(ii) section 553 (importing or exporting stolen motor vehicles);
(iii) section 2119 (armed robbery of automobiles);
(iv) section 2312 (transporting stolen motor vehicles in interstate commerce); or
(v) section 2313 (possessing or selling a stolen motor vehicle that has moved in
interstate commerce).
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(G) All assets, foreign or domestic--
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(i) of any individual, entity, or organization engaged in planning or perpetrating any act
of domestic or international terrorism (as defined in section 2331) against the United
States, citizens or residents of the United States, or their property, and all assets, foreign
or domestic, affording any person a source of influence over any such entity or
organization;
(ii) acquired or maintained by any person with the intent and for the purpose of
supporting, planning, conducting, or concealing an act of domestic or international
terrorism (as defined in section 2331) against the United States, citizens or residents of
the United States, or their property; or
(iii) derived from, involved in, or used or intended to be used to commit any act of
domestic or international terrorism (as defined in section 2331) against the United States,
citizens or residents of the United States, or their property.
(2) For purposes of paragraph (1), the term "proceeds" is defined as follows:
(A) In cases involving illegal goods, illegal services, unlawful activities, and
telemarketing and health care fraud schemes, the term "proceeds" means property of any
kind obtained directly or indirectly, as the result of the commission of the offense giving
rise to forfeiture, and any property traceable thereto, and is not limited to the net gain or
profit realized from the offense.
(B) In cases involving lawful goods or lawful services that are sold or provided in an
illegal manner, the term "proceeds" means the amount of money acquired through the
illegal transactions resulting in the forfeiture, less the direct costs incurred in providing
the goods or services. The claimant shall have the burden of proof with respect to the
issue of direct costs. The direct costs shall not include any part of the overhead expenses
of the entity providing the goods or services, or any part of the income taxes paid by the
entity.
(C) In cases involving fraud in the process of obtaining a loan or extension of credit, the
court shall allow the claimant a deduction from the forfeiture to the extent that the loan
was repaid, or the debt was satisfied, without any financial loss to the victim.
(b)(1) Except as provided in section 985, any property subject to forfeiture to the United
States under subsection (a) may be seized by the Attorney General and, in the case of
property involved in a violation investigated by the Secretary of the Treasury or the
United States Postal Service, the property may also be seized by the Secretary of the
Treasury or the Postal Service, respectively.
(2) Seizures pursuant to this section shall be made pursuant to a warrant obtained in the
same manner as provided for a search warrant under the Federal Rules of Criminal
Procedure, except that a seizure may be made without a warrant if-(A) a complaint for forfeiture has been filed in the United States district court and the
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court issued an arrest warrant in rem pursuant to the Supplemental Rules for Certain
Admiralty and Maritime Claims;
(B) there is probable cause to believe that the property is subject to forfeiture and-(i) the seizure is made pursuant to a lawful arrest or search; or
(ii) another exception to the Fourth Amendment warrant requirement would apply; or
(C) the property was lawfully seized by a State or local law enforcement agency and
transferred to a Federal agency.
(3) Notwithstanding the provisions of
rule 41(a) of the Federal Rules of Criminal
Procedure, a seizure warrant may be issued pursuant to this subsection by a judicial
officer in any district in which a forfeiture action against the property may be filed under
section 1355(b) of title 28, and may be executed in any district in which the property is
found, or transmitted to the central authority of any foreign state for service in
accordance with any treaty or other international agreement. Any motion for the return
of property seized under this section shall be filed in the district court in which the
seizure warrant was issued or in the district court for the district in which the property
was seized.
(4)(A) If any person is arrested or charged in a foreign country in connection with an
offense that would give rise to the forfeiture of property in the United States under this
section or under the Controlled Substances Act, the Attorney General may apply to any
Federal judge or magistrate judge in the district in which the property is located for an ex
parte order restraining the property subject to forfeiture for not more than 30 days, except
that the time may be extended for good cause shown at a hearing conducted in the
manner provided in rule 43(e) of the Federal Rules of Civil Procedure.
(B) The application for the restraining order shall set forth the nature and circumstances
of the foreign charges and the basis for belief that the person arrested or charged has
property in the United States that would be subject to forfeiture, and shall contain a
statement that the restraining order is needed to preserve the availability of property for
such time as is necessary to receive evidence from the foreign country or elsewhere in
support of probable cause for the seizure of the property under this subsection.
(c) Property taken or detained under this section shall not be repleviable, but shall be
deemed to be in the custody of the Attorney General, the Secretary of the Treasury, or the
Postal Service, as the case may be, subject only to the orders and decrees of the court or
the official having jurisdiction thereof. Whenever property is seized under this
subsection, the Attorney General, the Secretary of the Treasury, or the Postal Service, as
the case may be, may-(1) place the property under seal;
(2) remove the property to a place designated by him; or
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(3) require that the General Services Administration take custody of the property and
remove it, if practicable, to an appropriate location for disposition in accordance with
law.
(d) For purposes of this section, the provisions of the customs laws relating to the
seizure, summary and judicial forfeiture, condemnation of property for violation of the
customs laws, the disposition of such property or the proceeds from the sale of this
section, the remission or mitigation of such forfeitures, and the compromise of claims (19
U.S.C. 1602 et seq.), insofar as they are applicable and not inconsistent with the
provisions of this section, shall apply to seizures and forfeitures incurred, or alleged to
have been incurred, under this section, except that such duties as are imposed upon the
customs officer or any other person with respect to the seizure and forfeiture of property
under the customs laws shall be performed with respect to seizures and forfeitures of
property under this section by such officers, agents, or other persons as may be
authorized or designated for that purpose by the Attorney General, the Secretary of the
Treasury, or the Postal Service, as the case may be. The Attorney General shall have sole
responsibility for disposing of petitions for remission or mitigation with respect to
property involved in a judicial forfeiture proceeding.
(e) Notwithstanding any other provision of the law, except section 3 of the Anti Drug
Abuse Act of 1986, the Attorney General, the Secretary of the Treasury, or the Postal
Service, as the case may be, is authorized to retain property forfeited pursuant to this
section, or to transfer such property on such terms and conditions as he may determine-(1) to any other Federal agency;
(2) to any State or local law enforcement agency which participated directly in any of
the acts which led to the seizure or forfeiture of the property;
(3) in the case of property referred to in subsection (a)(1)(C), to any Federal financial
institution regulatory agency-(A) to reimburse the agency for payments to claimants or creditors of the institution;
and
(B) to reimburse the insurance fund of the agency for losses suffered by the fund as a
result of the receivership or liquidation;
(4) in the case of property referred to in subsection (a)(1)(C), upon the order of the
appropriate Federal financial institution regulatory agency, to the financial institution as
restitution, with the value of the property so transferred to be set off against any amount
later recovered by the financial institution as compensatory damages in any State or
Federal proceeding;
(5) in the case of property referred to in subsection (a)(1)(C), to any Federal financial
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institution regulatory agency, to the extent of the agency's contribution of resources to, or
expenses involved in, the seizure and forfeiture, and the investigation leading directly to
the seizure and forfeiture, of such property;
(6) as restoration to any victim of the offense giving rise to the forfeiture, including, in
the case of a money laundering offense, any offense constituting the underlying specified
unlawful activity; or
(7) In the case of property referred to in subsection (a)(1)(D), to the Resolution Trust
Corporation, the Federal Deposit Insurance Corporation, or any other Federal financial
institution regulatory agency (as defined in section 8(e)(7)(D) of the Federal Deposit
Insurance Act).

The Attorney General, the Secretary of the Treasury, or the Postal Service, as the case
may be, shall ensure the equitable transfer pursuant to paragraph (2) of any forfeited
property to the appropriate State or local law enforcement agency so as to reflect
generally the contribution of any such agency participating directly in any of the acts
which led to the seizure or forfeiture of such property. A decision by the Attorney
General, the Secretary of the Treasury, or the Postal Service pursuant to paragraph (2)
shall not be subject to review. The United States shall not be liable in any action arising
out of the use of any property the custody of which was transferred pursuant to this
section to any non-Federal agency. The Attorney General, the Secretary of the Treasury,
or the Postal Service may order the discontinuance of any forfeiture proceedings under
this section in favor of the institution of forfeiture proceedings by State or local
authorities under an appropriate State or local statute. After the filing of a complaint for
forfeiture under this section, the Attorney General may seek dismissal of the complaint in
favor of forfeiture proceedings under State or local law. Whenever forfeiture
proceedings are discontinued by the United States in favor of State or local proceedings,
the United States may transfer custody and possession of the seized property to the
appropriate State or local official immediately upon the initiation of the proper actions by
such officials. Whenever forfeiture proceedings are discontinued by the United States in
favor of State or local proceedings, notice shall be sent to all known interested parties
advising them of the discontinuance or dismissal. The United States shall not be liable in
any action arising out of the seizure, detention, and transfer of seized property to State or
local officials. The United States shall not be liable in any action arising out of a transfer
under paragraph (3), (4), or (5) of this subsection.
(f) All right, title, and interest in property described in subsection (a) of this section shall
vest in the United States upon commission of the act giving rise to forfeiture under this
section.
(g)(1) Upon the motion of the United States, the court shall stay the civil forfeiture
proceeding if the court determines that civil discovery will adversely affect the ability of
the Government to conduct a related criminal investigation or the prosecution of a related
criminal case.
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(2) Upon the motion of a claimant, the court shall stay the civil forfeiture proceeding
with respect to that claimant if the court determines that-(A) the claimant is the subject of a related criminal investigation or case;
(B) the claimant has standing to assert a claim in the civil forfeiture proceeding; and
(C) continuation of the forfeiture proceeding will burden the right of the claimant
against self-incrimination in the related investigation or case .
(3) With respect to the impact of civil discovery described in paragraphs (1) and (2), the
court may determine that a stay is unnecessary if a protective order limiting discovery
would protect the interest of one party without unfairly limiting the ability of the
opposing party to pursue the civil case. In no case, however, shall the court impose a
protective order as an alternative to a stay if the effect of such protective order would be
to allow one party to pursue discovery while the other party is substantially unable to do
so.
(4) In this subsection, the terms "related criminal case" and "related criminal
investigation" mean an actual prosecution or investigation in progress at the time at
which the request for the stay, or any subsequent motion to lift the stay is made. In
determining whether a criminal case or investigation is 'related" to a civil forfeiture
proceeding, the court shall consider the degree of similarity between the parties,
witnesses, facts, and circumstances involved in the two proceedings, without requiring an
identity with respect to any one or more factors.
(5) In requesting a stay under paragraph (1), the Government may, in appropriate cases,
submit evidence ex parte in order to avoid disclosing any matter that may adversely affect
an ongoing criminal investigation or pending criminal trial.
(6) Whenever a civil forfeiture proceeding is stayed pursuant to this subsection, the court
shall enter any order necessary to preserve the value of the property or to protect the
rights of lienholders or other persons with an interest in the property while the stay is in
effect.
(7) A determination by the court that the claimant has standing to request a stay pursuant
to paragraph (2) shall apply only to this subsection and shall not preclude the
Government from objecting to the standing of the claimant by dispositive motion or at the
time of trial.
(h) In addition to the venue provided for in section 1395 of title 28 or any other provision
of law, in the case of property of a defendant charged with a violation that is the basis for
forfeiture of the property under this section, a proceeding for forfeiture under this section
may be brought in the judicial district in which the defendant owning such property is
found or in the judicial district in which the criminal prosecution is brought.

13

(i)(1) Whenever property is civilly or criminally forfeited under this chapter, the
Attorney General or the Secretary of the Treasury, as the case may be, may transfer the
forfeited personal property or the proceeds of the sale of any forfeited personal or real
property to any foreign country which participated directly or indirectly in the seizure or
forfeiture of the property, if such a transfer-(A) has been agreed to by the Secretary of State;
(B) is authorized in an international agreement between the United States and the
foreign country; and
(C) is made to a country which, if applicable, has been certified under section 481(h) of
the Foreign Assistance Act of 1961.

A decision by the Attorney General or the Secretary of the Treasury pursuant to this
paragraph shall not be subject to review. The foreign country shall, in the event of a
transfer of property or proceeds of sale of property under this subsection, bear all
expenses incurred by the United States in the seizure, maintenance, inventory, storage,
forfeiture, and disposition of the property, and all transfer costs. The payment of all such
expenses, and the transfer of assets pursuant to this paragraph, shall be upon such terms
and conditions as the Attorney General or the Secretary of the Treasury may, in his
discretion, set.
(2) The provisions of this section shall not be construed as limiting or superseding any
other authority of the United States to provide assistance to a foreign country in obtaining
property related to a crime committed in the foreign country, including property which is
sought as evidence of a crime committed in the foreign country.
(3) A certified order or judgment of forfeiture by a court of competent jurisdiction of a
foreign country concerning property which is the subject of forfeiture under this section
and was determined by such court to be the type of property described in subsection
(a)(1)(B) of this section, and any certified recordings or transcripts of testimony taken in
a foreign judicial proceeding concerning such order or judgment of forfeiture, shall be
admissible in evidence in a proceeding brought pursuant to this section. Such certified
order or judgment of forfeiture, when admitted into evidence, shall constitute probable
cause that the property forfeited by such order or judgment of forfeiture is subject to
forfeiture under this section and creates a rebuttable presumption of the forfeitability of
such property under this section.
(4) A certified order or judgment of conviction by a court of competent jurisdiction of a
foreign country concerning an unlawful drug activity which gives rise to forfeiture under
this section and any certified recordings or transcripts of testimony taken in a foreign
judicial proceeding concerning such order or judgment of conviction shall be admissible
in evidence in a proceeding brought pursuant to this section. Such certified order or
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judgment of conviction, when admitted into evidence, creates a rebuttable presumption
that the unlawful drug activity giving rise to forfeiture under this section has occurred.
(5) The provisions of paragraphs (3) and (4) of this subsection shall not be construed as
limiting the admissibility of any evidence otherwise admissible, nor shall they limit the
ability of the United States to establish probable cause that property is subject to
forfeiture by any evidence otherwise admissible.
(j) For purposes of this section-(1) the term "Attorney General" means the Attorney General or his delegate; and
(2) the term "Secretary of the Treasury" means the Secretary of the Treasury or his
delegate.
(k) Interbank accounts.-(1) In general.-(A) In general.--For the purpose of a forfeiture under this section or under the
Controlled Substances Act (21 U.S.C. 801 et seq.), if funds are deposited into an account
at a foreign bank, and that foreign bank has an interbank account in the United States
with a covered financial institution (as defined in section 5318(j)(1) of title 31), the funds
shall be deemed to have been deposited into the interbank account in the United States,
and any restraining order, seizure warrant, or arrest warrant in rem regarding the funds
may be served on the covered financial institution, and funds in the interbank account, up
to the value of the funds deposited into the account at the foreign bank, may be
restrained, seized, or arrested.
(B) Authority to suspend.--The Attorney General, in consultation with the Secretary of
the Treasury, may suspend or terminate a forfeiture under this section if the Attorney
General determines that a conflict of law exists between the laws of the jurisdiction in
which the foreign bank is located and the laws of the United States with respect to
liabilities arising from the restraint, seizure, or arrest of such funds, and that such
suspension or termination would be in the interest of justice and would not harm the
national interests of the United States.
(2) No requirement for Government to trace funds.--If a forfeiture action is brought
against funds that are restrained, seized, or arrested under paragraph (1), it shall not be
necessary for the Government to establish that the funds are directly traceable to the
funds that were deposited into the foreign bank, nor shall it be necessary for the
Government to rely on the application of section 984.
(3) Claims brought by owner of the funds.--If a forfeiture action is instituted against
funds restrained, seized, or arrested under paragraph (1), the owner of the funds deposited
into the account at the foreign bank may contest the forfeiture by filing a claim under
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section 983.
(4) Definitions.--For purposes of this subsection, the following definitions shall apply:
(A) Interbank account.--The term "interbank account" has the same meaning as in
section 984(c)(2)(B).
(B) Owner.-(i) In general.--Except as provided in clause (ii), the term "owner"-(I) means the person who was the owner, as that term is defined in section
983(d)(6), of the funds that were deposited into the foreign bank at the time such funds
were deposited; and
(II) does not include either the foreign bank or any financial institution acting as
an intermediary in the transfer of the funds into the interbank account.
(ii) Exception.--The foreign bank may be considered the "owner" of the funds (and no
other person shall qualify as the owner of such funds) only if-(I) the basis for the forfeiture action is wrongdoing committed by the foreign
bank; or
(II) the foreign bank establishes, by a preponderance of the evidence, that prior to
the restraint, seizure, or arrest of the funds, the foreign bank had discharged all or part of
its obligation to the prior owner of the funds, in which case the foreign bank shall be
deemed the owner of the funds to the extent of such discharged obligation.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 47--FRAUD AND FALSE STATEMENTS
Current through P.L. 107-56, approved 10-26-01
§ 1030. Fraud and related activity in connection with computers
(a) Whoever-(1) having knowingly accessed a computer without authorization or exceeding
authorized access, and by means of such conduct having obtained information that has
been determined by the United States Government pursuant to an Executive order or
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statute to require protection against unauthorized disclosure for reasons of national
defense or foreign relations, or any restricted data, as defined in paragraph y of section 11
of the Atomic Energy Act of 1954, with reason to believe that such information so
obtained could be used to the injury of the United States, or to the advantage of any
foreign
nation willfully communicates, delivers, transmits, or causes to be
communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or
cause to be communicated, delivered, or transmitted the same to any person not entitled
to receive it, or willfully retains the same and fails to deliver it to the officer or employee
of the United States entitled to receive it;
(2) intentionally accesses a computer without authorization or exceeds authorized
access, and thereby obtains-(A) information contained in a financial record of a financial institution, or of a card
issuer as defined in section 1602(n) of title 15, or contained in a file of a consumer
reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting
Act (15 U.S.C. 1681 et seq.);
(B) information from any department or agency of the United States; or
(C) information from any protected computer if the conduct involved an interstate or
foreign communication;
(3) intentionally, without authorization to access any nonpublic computer of a
department or agency of the United States, accesses such a computer of that department
or agency that is exclusively for the use of the Government of the United States or, in the
case of a computer not exclusively for such use, is used by or for the Government of the
United States and such conduct affects that use by or for the Government of the United
States;
(4) knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers the
intended fraud and obtains anything of value, unless the object of the fraud and the thing
obtained consists only of the use of the computer and the value of such use is not more
than $5,000 in any 1-year period;
14

(5)(A)(i) knowingly causes the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally causes damage without
authorization, to a protected computer;
(B)
(ii) intentionally accesses a protected computer without authorization, and as a result of
such conduct, recklessly causes damage; or

(C)
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(iii) intentionally accesses a protected computer without authorization, and as a result of
such conduct, causes damage; and
14

(B) by conduct described in clause (i), (ii), or (iii) of subparagraph (A), caused (or, in
the case of an attempted offense, would, if completed, have caused)-(i) loss to 1 or more persons during any 1-year period (and, for purposes of an
investigation, prosecution, or other proceeding brought by the United States only, loss
resulting from a related course of conduct affecting 1 or more other protected computers)
aggregating at least $5,000 in value;
(ii) the modification or impairment, or potential modification or impairment, of the
medical examination, diagnosis, treatment, or care of 1 or more individuals;
(iii) physical injury to any person;
(iv) a threat to public health or safety; or
(v) damage affecting a computer system used by or for a government entity in
furtherance of the administration of justice, national defense, or national security;
(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any
password or similar information through which a computer may be accessed without
authorization, if-(A) such trafficking affects interstate or foreign commerce; or
(B) such computer is used by or for the Government of the United States;
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(7) with intent to extort from any person, firm, association, educational institution,
financial institution, government entity, or other legal entity, any money or other thing of
value, transmits in interstate or foreign commerce any communication containing any
threat to cause damage to a protected computer;

shall be punished as provided in subsection (c) of this section.
(b) Whoever attempts to commit an offense under subsection (a) of this section shall be
punished as provided in subsection (c) of this section.
(c) The punishment for an offense under subsection (a) or (b) of this section is-(1)(A) a fine under this title or imprisonment for not more than ten years, or both, in the
case of an offense under subsection (a)(1) of this section which does not occur after a
conviction for another offense under this section, or an attempt to commit an offense
punishable under this subparagraph; and
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(B) a fine under this title or imprisonment for not more than twenty years, or both, in the
case of an offense under subsection (a)(1) of this section which occurs after a conviction
for another offense under this section, or an attempt to commit an offense punishable
under this subparagraph;
814

(2)(A) except as provided in subparagraph (B), a fine under this title or imprisonment
for not more than one year, or both, in the case of an offense under subsection (a)(2),
(a)(3), (a)(5)(C)(a)(5)(A)(iii), or (a)(6) of this section which does not occur after a
conviction for another offense under this section, or an attempt to commit an offense
punishable under this subparagraph; and
(B) a fine under this title or imprisonment for not more than 5 years, or both, in the case
of an offense under subsection (a)(2), or an attempt to commit an offense punishable
under this subparagraph, if-(i) the offense was committed for purposes of commercial advantage or private
financial gain;
(ii) the offense was committed in furtherance of any criminal or tortious act in violation
of the Constitution or laws of the United States or of any State; or
(iii) the value of the information obtained exceeds $5,000;
(C) a fine under this title or imprisonment for not more than ten years, or both, in the
case of an offense under subsection (a)(2), (a)(3) or (a)(6) of this section which occurs
after a conviction for another offense under this section, or an attempt to commit an
offense punishable under this subparagraph; and
(3)(A) a fine under this title or imprisonment for not more than five years, or both, in the
case of an offense under subsection (a)(4), (a)(5)(A), (a)(5)(B), or (a)(7) of this section
which does not occur after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph; and
(B) a fine under this title or imprisonment for not more than ten years, or both, in the
case of an offense under subsection (a)(4), (a)(5)(A), (a)(5)(B), (a)(5)(C)(iii), or (a)(7) of
this section which occurs after a conviction for another offense under this section, or an
attempt to commit an offense punishable under this subparagraph; and
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(4)(A) a fine under this title, imprisonment for not more than 10 years, or both, in the
case of an offense under subsection (a)(5)(A)(i), or an attempt to commit an offense
punishable under that subsection;
(B) a fine under this title, imprisonment for not more than 5 years, or both, in the case of
an offense under subsection (a)(5)(A)(ii), or an attempt to commit an offense punishable
under that subsection;
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(C) a fine under this title, imprisonment for not more than 20 years, or both, in the case
of an offense under subsection (a)(5)(A)(i) or (a)(5)(A)(ii), or an attempt to commit an
offense punishable under either subsection, that occurs after a conviction for another
offense under this section.
(d)(1) The United States Secret Service shall, in addition to any other agency having
such authority, have the authority to investigate offenses under this section.
(2) The Federal Bureau of Investigation shall have primary authority to investigate
offenses under subsection (a)(1) for any cases involving espionage, foreign
counterintelligence, information protected against unauthorized disclosure for reasons of
national defense or foreign relations, or Restricted Data (as that term is defined in section
11y of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)), except for offenses affecting
the duties of the United States Secret Service pursuant to section 3056(a) of this title.
(3) Such authority shall be exercised in accordance with an agreement which shall be
entered into by the Secretary of the Treasury and the Attorney General.
(e) As used in this section-(1) the term "computer" means an electronic, magnetic, optical, electrochemical, or
other high speed data processing device performing logical, arithmetic, or storage
functions, and includes any data storage facility or communications facility directly
related to or operating in conjunction with such device, but such term does not include an
automated typewriter or typesetter, a portable hand held calculator, or other similar
device;
(2) the term "protected computer" means a computer-(A) exclusively for the use of a financial institution or the United States Government,
or, in the case of a computer not exclusively for such use, used by or for a financial
institution or the United States Government and the conduct constituting the offense
affects that use by or for the financial institution or the Government; or
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(B) which is used in interstate or foreign commerce or communication, including a
computer located outside the United States that is used in a manner that affects interstate
or foreign commerce or communication of the United States;
(3) the term "State" includes the District of Columbia, the Commonwealth of Puerto
Rico, and any other commonwealth, possession or territory of the United States;
(4) the term "financial institution" means-(A) an institution with deposits insured by the Federal Deposit Insurance Corporation;
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(B) the Federal Reserve or a member of the Federal Reserve including any Federal
Reserve Bank;
(C) a credit union with accounts insured by the National Credit Union Administration;
(D) a member of the Federal home loan bank system and any home loan bank;
(E) any institution of the Farm Credit System under the Farm Credit Act of 1971;
(F) a broker-dealer registered with the Securities and Exchange Commission pursuant
to section 15 of the Securities Exchange Act of 1934;
(G) the Securities Investor Protection Corporation;
(H) a branch or agency of a foreign bank (as such terms are defined in paragraphs (1)
and (3) of section 1(b) of the International Banking Act of 1978); and
(I) an organization operating under section 25 or section 25(a) of the Federal Reserve
Act.
(5) the term "financial record" means information derived from any record held by a
financial institution pertaining to a customer's relationship with the financial institution;
(6) the term "exceeds authorized access" means to access a computer with authorization
and to use such access to obtain or alter information in the computer that the accesser is
not entitled so to obtain or alter;

4

(7) the term "department of the United States" means the legislative or judicial branch of
the Government or one of the executive departments enumerated in section 101 of title 5;
and
(8) the term ‘damage’ means any impairment to the integrity or availability of data, a
program, a system, or information; that-(A) causes loss aggregating at least $5,000 in value during any 1-year period to one or
more individuals;
(B) modifies or impairs, or potentially modifies or impairs, the medical examination,
diagnosis, treatment, or care of one or more individuals;
(C) causes physical injury to any person; or
(D) threatens public health or safety; and
(9) the term "government entity" includes the Government of the United States, any State
or political subdivision of the United States, any foreign country, and any state, province,
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municipality, or other political subdivision of a foreign country;
4

(10) the term "conviction" shall include a conviction under the law of any State for a
crime punishable by imprisonment for more than 1 year, an element of which is
unauthorized access, or exceeding authorized access, to a computer;
(11) the term "loss" means any reasonable cost to any victim, including the cost of
responding to an offense, conducting a damage assessment, and restoring the data,
program, system, or information to its condition prior to the offense, and any revenue
lost, cost incurred, or other consequential damages incurred because of interruption of
service; and
(12) the term "person" means any individual, firm, corporation, educational institution,
financial institution, governmental entity, or legal or other entity.
(f) This section does not prohibit any lawfully authorized investigative, protective, or
intelligence activity of a law enforcement agency of the United States, a State, or a
political subdivision of a State, or of an intelligence agency of the United States.
14

(g) Any person who suffers damage or loss by reason of a violation of this section may
maintain a civil action against the violator to obtain compensatory damages and
injunctive relief or other equitable relief. Damages for violations involving damage as
defined in A civil action for a violation of this section may be brought only if the conduct
involves 1 of the factors set forth in clause (i), (ii), (iii), (iv), or (v) of subsection
(e)(8)(A)(a)(5)(B). Damages for a violation involving only conduct described in
subsection (a)(5)(B)(i) are limited to economic damages. No action may be brought
under this subsection unless such action is begun within 2 years of the date of the act
complained of or the date of the discovery of the damage. No action may be brought
under this subsection for the negligent design or manufacture of computer hardware,
computer software, or firmware.
(h) The Attorney General and the Secretary of the Treasury shall report to the Congress
annually, during the first 3 years following the date of the enactment of this subsection,
concerning investigations and prosecutions under subsection (a)(5).

UNITED STATES CODE ANNOTATED
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TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 65--MALICIOUS MISCHIEF
Current through P.L. 107-56, approved 10-26-01
§ 1362. Communication lines, stations or systems
11

Whoever willfully or maliciously injures or destroys or attempts willfully or maliciously
to injure or destroy any of the works, property, or material of any radio, telegraph,
telephone or cable, line, station, or system, or other means of communication, operated or
controlled by the United States, or used or intended to be used for military or civil
defense functions of the United States, whether constructed or in process of construction,
or willfully or maliciously interferes in any way with the working or use of any such line,
or system, or willfully or maliciously obstructs, hinders, or delays the transmission of any
communication over any such line, or system, or attempts or conspires to do such an act,
shall be fined under this title or imprisoned not more than ten years, or both.
In the case of any works, property, or material, not operated or controlled by the United
States, this section shall not apply to any lawful strike activity, or other lawful concerted
activities for the purposes of collective bargaining or other mutual aid and protection
which do not injure or destroy any line or system used or intended to be used for the
military or civil defense functions of the United States.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 65--MALICIOUS MISCHIEF
Current through P.L. 107-56, approved 10-26-01
§ 1363. Buildings or property within special maritime and territorial jurisdiction
11

Whoever, within the special maritime and territorial jurisdiction of the United States,
willfully and maliciously destroys or injures or attempts to destroy or injure any structure,
conveyance, or other real or personal property, or attempts or conspires to do such an act,
shall be fined under this title or imprisoned not more than five years, or both, and if the
building be a dwelling, or the life of any person be placed in jeopardy, shall be fined
under this title or imprisoned not more than twenty years, or both.

UNITED STATES CODE ANNOTATED
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TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 65--MALICIOUS MISCHIEF
Current through P.L. 107-56, approved 10-26-01
§ 1366. Destruction of an energy facility

0

(a) Whoever knowingly and willfully damages or attempts to damage the property of an
energy facility in an amount that in fact exceeds or would if the attempted offense had
been completed have exceeded $100,000, or damages or attempts to damage the property
of an energy facility in any amount and causes or attempts to cause a significant
interruption or impairment of a function of an energy facility, shall be punishable by a
fine under this title or imprisonment for not more than ten 20 years, or both.
(b) Whoever knowingly and willfully damages or attempts to damage the property of an
energy facility in an amount that in fact exceeds or would if the attempted offense had
been completed have exceeded $5,000 shall be punishable by a fine under this title, or
imprisonment for not more than five years, or both.
(c) For purposes of this section, the term "energy facility" means a facility that is
involved in the production, storage, transmission, or distribution of electricity, fuel, or
another form or source of energy, or research, development, or demonstration facilities
relating thereto, regardless of whether such facility is still under construction or is
otherwise not functioning, except a facility subject to the jurisdiction, administration, or
in the custody of the Nuclear Regulatory Commission or an interstate gas pipeline facility
as defined in section 60101 of title 49.

810

(d) Whoever is convicted of a violation of subsection (a) or (b) that has resulted in the
death of any person shall be subject to imprisonment for any term of years or life.

UNITED STATES CODE ANNOTATED
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TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 96--RACKETEER INFLUENCED AND CORRUPT ORGANIZATIONS
Current through P.L. 107-56, approved 10-26-01
§ 1961. Definitions
As used in this chapter-(1) "racketeering activity" means (A) any act or threat involving murder, kidnapping,
gambling, arson, robbery, bribery, extortion, dealing in obscene matter, or dealing in a
controlled substance or listed chemical (as defined in section 102 of the Controlled
Substances Act), which is chargeable under State law and punishable by imprisonment
for more than one year; (B) any act which is indictable under any of the following
provisions of title 18, United States Code: Section 201 (relating to bribery), section 224
(relating to sports bribery), sections 471, 472, and 473 (relating to counterfeiting),
section 659 (relating to theft from interstate shipment) if the act indictable under section
659 is felonious, section 664 (relating to embezzlement from pension and welfare funds),
sections 891-894 (relating to extortionate credit transactions), section 1028 (relating to
fraud and related activity in connection with identification documents), section 1029
(relating to fraud and related activity in connection with access devices), section 1084
(relating to the transmission of gambling information), section 1341 (relating to mail
fraud), section 1343 (relating to wire fraud), section 1344 (relating to financial institution
fraud), section 1425 (relating to the procurement of citizenship or nationalization
unlawfully), section 1426 (relating to the reproduction of naturalization or citizenship
papers), section 1427 (relating to the sale of naturalization or citizenship papers), sections
1461-1465 (relating to obscene matter), section 1503 (relating to obstruction of justice),
section 1510 (relating to obstruction of criminal investigations), section 1511 (relating to
the obstruction of State or local law enforcement), section 1512 (relating to tampering
with a witness, victim, or an informant), section 1513 (relating to retaliating against a
witness, victim, or an informant), section 1542 (relating to false statement in application
and use of passport), section 1543 (relating to forgery or false use of passport), section
1544 (relating to misuse of passport), section 1546 (relating to fraud and misuse of visas,
permits, and other documents), sections 1581-1588 (relating to peonage and slavery),
section 1951 (relating to interference with commerce, robbery, or extortion), section 1952
(relating to racketeering), section 1953 (relating to interstate transportation of wagering
paraphernalia), section 1954 (relating to unlawful welfare fund payments), section 1955
(relating to the prohibition of illegal gambling businesses), section 1956 (relating to the
laundering of monetary instruments), section 1957 (relating to engaging in monetary
transactions in property derived from specified unlawful activity), section 1958 (relating
to use of interstate commerce facilities in the commission of murder-for-hire), sections
2251, 2251A, 2252, and 2260 (relating to sexual exploitation of children), sections 2312
and 2313 (relating to interstate transportation of stolen motor vehicles), sections 2314 and
2315 (relating to interstate transportation of stolen property), section 2318 (relating to
trafficking in counterfeit labels for phonorecords, computer programs or computer
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program documentation or packaging and copies of motion pictures or other audiovisual
works), section 2319 (relating to criminal infringement of a copyright), section 2319A
(relating to unauthorized fixation of and trafficking in sound recordings and music videos
of live musical performances), section 2320 (relating to trafficking in goods or services
bearing counterfeit marks), section 2321 (relating to trafficking in certain motor vehicles
or motor vehicle parts), sections 2341-2346 (relating to trafficking in contraband
cigarettes), sections 2421-24 (relating to white slave traffic), (C) any act which is
indictable under title 29, United States Code, section 186 (dealing with restrictions on
payments and loans to labor organizations) or section 501(c) (relating to embezzlement
from union funds), (D) any offense involving fraud connected with a case under title 11
(except a case under section 157 of this title), fraud in the sale of securities, or the
felonious manufacture, importation, receiving, concealment, buying, selling, or otherwise
dealing in a controlled substance or listed chemical (as defined in section 102 of the
Controlled Substances Act), punishable under any law of the United States, (E) any act
which is indictable under the Currency and Foreign Transactions Reporting Act, or (F)
any act which is indictable under the Immigration and Nationality Act, section 274
(relating to bringing in and harboring certain aliens), section 277 (relating to aiding or
assisting certain aliens to enter the United States), or section 278 (relating to importation
of alien for immoral purpose) if the act indictable under such section of such Act was
committed for the purpose of financial gain, or (G) any act that is indictable under any
provision listed in section 2332b(g)(5)(B);
(2) "State" means any State of the United States, the District of Columbia, the
Commonwealth of Puerto Rico, any territory or possession of the United States, any
political subdivision, or any department, agency, or instrumentality thereof;
(3) "person" includes any individual or entity capable of holding a legal or beneficial
interest in property;
(4) "enterprise" includes any individual, partnership, corporation, association, or other
legal entity, and any union or group of individuals associated in fact although not a legal
entity;
(5) "pattern of racketeering activity" requires at least two acts of racketeering activity,
one of which occurred after the effective date of this chapter and the last of which
occurred within ten years (excluding any period of imprisonment) after the commission
of a prior act of racketeering activity;
(6) "unlawful debt" means a debt (A) incurred or contracted in gambling activity which
was in violation of the law of the United States, a State or political subdivision thereof, or
which is unenforceable under State or Federal law in whole or in part as to principal or
interest because of the laws relating to usury, and (B) which was incurred in connection
with the business of gambling in violation of the law of the United States, a State or
political subdivision thereof, or the business of lending money or a thing of value at a rate
usurious under State or Federal law, where the usurious rate is at least twice the
enforceable rate;
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(7) "racketeering investigator" means any attorney or investigator so designated by the
Attorney General and charged with the duty of enforcing or carrying into effect this
chapter;
(8) "racketeering investigation" means any inquiry conducted by any racketeering
investigator for the purpose of ascertaining whether any person has been involved in any
violation of this chapter or of any final order, judgment, or decree of any court of the
United States, duly entered in any case or proceeding arising under this chapter;
(9) "documentary material" includes any book, paper, document, record, recording, or
other material; and
(10) "Attorney General" includes the Attorney General of the United States, the Deputy
Attorney General of the United States, the Associate Attorney General of the United
States, any Assistant Attorney General of the United States, or any employee of the
Department of Justice or any employee of any department or agency of the United States
so designated by the Attorney General to carry out the powers conferred on the Attorney
General by this chapter. Any department or agency so designated may use in
investigations authorized by this chapter either the investigative provisions of this chapter
or the investigative power of such department or agency otherwise conferred by law.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 97--RAILROADS
Current through P.L. 107-56, approved 10-26-01
§ 1992. Wrecking trains
(a) Whoever willfully derails, disables, or wrecks any train, engine, motor unit, or car
used, operated, or employed in interstate or foreign commerce by any railroad; or
Whoever willfully sets fire to, or places any explosive substance on or near, or
undermines any tunnel, bridge, viaduct, trestle, track, signal, station, depot, warehouse,
terminal, or any other way, structure, property, or appurtenance used in the operation of
any such railroad in interstate or foreign commerce, or otherwise makes any such tunnel,
bridge, viaduct, trestle, track, signal, station, depot, warehouse, terminal, or any other
way, structure, property, or appurtenance unworkable or unusable or hazardous to work
or use, with the intent to derail, disable, or wreck a train, engine, motor unit, or car used,
operated, or employed in interstate or foreign commerce; or
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Whoever willfully attempts to do any of the aforesaid acts or things-Shall be fined under this title or imprisoned not more than twenty years, or both.
(b) Whoever is convicted of a violation of subsection (a) that has resulted in the death of
any person, shall be subject also to the death penalty or to imprisonment for life.
Whoever is convicted of any such violation involving a train that, at the time the
violation occurred, carried high-level radioactive waste (as that term is defined in section
2(12) of the Nuclear Waste Policy Act of 1982 (42 U.S.C. 10101(12))) or spent nuclear
fuel (as that term is defined in section 2(23) of the Nuclear Waste Policy Act of 1982 (42
U.S.C. 10101(23))), shall be fined under this title and imprisoned for any term or years
not less than 30, or for life.
11

(c) A person who conspires to commit any offense defined in this section shall be subject
to the same penalties (other than the penalty of death) as the penalties prescribed for the
offense, the commission of which was the object of the conspiracy.

(THIS IS AN ENTIRELY NEW SECTION)

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 97--RAILROADS
Current through P.L. 107-56, approved 10-26-01
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§ 1993. Terrorist attacks and other acts of violence against mass transportation systems
(a) General prohibitions.--Whoever willfully-(1) wrecks, derails, sets fire to, or disables a mass transportation vehicle or ferry;
(2) places or causes to be placed any biological agent or toxin for use as a weapon,
destructive substance, or destructive device in, upon, or near a mass transportation
vehicle or ferry, without previously obtaining the permission of the mass transportation
provider, and with intent to endanger the safety of any passenger or employee of the mass
transportation provider, or with a reckless disregard for the safety of human life;

01

(3) sets fire to, or places any biological agent or toxin for use as a weapon, destructive
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substance, or destructive device in, upon, or near any garage, terminal, structure, supply,
or facility used in the operation of, or in support of the operation of, a mass transportation
vehicle or ferry, without previously obtaining the permission of the mass transportation
provider, and knowing or having reason to know such activity would likely derail,
disable, or wreck a mass transportation vehicle or ferry used, operated, or employed by
the mass transportation provider;
(4) removes appurtenances from, damages, or otherwise impairs the operation of a mass
transportation signal system, including a train control system, centralized dispatching
system, or rail grade crossing warning signal without authorization from the mass
transportation provider;
(5) interferes with, disables, or incapacitates any dispatcher, driver, captain, or person
while they are employed in dispatching, operating, or maintaining a mass transportation
vehicle or ferry, with intent to endanger the safety of any passenger or employee of the
mass transportation provider, or with a reckless disregard for the safety of human life;
(6) commits an act, including the use of a dangerous weapon, with the intent to cause
death or serious bodily injury to an employee or passenger of a mass transportation
provider or any other person while any of the foregoing are on the property of a mass
transportation provider;
(7) conveys or causes to be conveyed false information, knowing the information to be
false, concerning an attempt or alleged attempt being made or to be made, to do any act
which would be a crime prohibited by this subsection; or
(8) attempts, threatens, or conspires to do any of the aforesaid acts,

shall be fined under this title or imprisoned not more than twenty years, or both, if such
act is committed, or in the case of a threat or conspiracy such act would be committed,
on, against, or affecting a mass transportation provider engaged inor affecting interstate
or foreign commerce, or if in the course of committing such act, that person travels or
communicates across a State line in order to commit such act, or transports materials
across a State line in aid of the commission of such act.
(b) Aggravated offense.--Whoever commits an offense under subsection ( a) in a
circumstance in which-(1) the mass transportation vehicle or ferry was carrying a passenger at the time of the
offense; or
(2) the offense has resulted in the death of any person, shall be guilty of an aggravated
form of the offense and shall be fined under this title or imprisoned for a term of years or
for life, or both.
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(c) Definitions.--In this section-(1) the term "biological agent" has the meaning given to that term in section 178(1) of
this title;
(2) the term "dangerous weapon" has the meaning given to that term in section 930 of
this title;
(3) the term "destructive device" has the meaning given to that term in section 921(a)(4)
of this title;
(4) the term "destructive substance" has the meaning given to that term in section 31 of
this title;
(5) the term "mass transportation" has the meaning given to that term in
section
5302(a)(7) of title 49, United States Code, except that the term shall include schoolbus,
charter, and sightseeing transportation;
(6) the term "serious bodily injury" has the meaning given to that term in section 1365
of this title;
(7) the term "State" has the meaning given to that term in section 2266 of this title; and
(8) the term "toxin" has the meaning given to that term in section 178(2) of this title.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 105--SABOTAGE
Current through P.L. 107-56, approved 10-26-01
§ 2155. Destruction of national-defense materials, national-defense premises, or
national-defense utilities
810

(a) Whoever, with intent to injure, interfere with, or obstruct the national defense of the
United States, willfully injures, destroys, contaminates or infects, or attempts to so injure,
destroy, contaminate or infect any national- defense material, national-defense premises,
or national-defense utilities, shall be fined under this title or imprisoned not more than 10
20 years, or both, and, if death results to any person, shall be imprisoned for any term of
years or for life.
(b) If two or more persons conspire to violate this section, and one or more of such
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persons do any act to effect the object of the conspiracy, each of the parties to such
conspiracy shall be punished as provided in subsection (a) of this section.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 113B--TERRORISM
Current through P.L. 107-56, approved 10-26-01
§ 2331. Definitions
As used in this chapter-(1) the term "international terrorism" means activities that-(A) involve violent acts or acts dangerous to human life that are a violation of the
criminal laws of the United States or of any State, or that would be a criminal violation if
committed within the jurisdiction of the United States or of any State;
(B) appear to be intended-(i) to intimidate or coerce a civilian population;
(ii) to influence the policy of a government by intimidation or coercion;
802

or

(iii) to affect the conduct of a government by mass destruction, assassination, or
kidnapping; and
(C) occur primarily outside the territorial jurisdiction of the United States, or transcend
national boundaries in terms of the means by which they are accomplished, the persons
they appear intended to intimidate or coerce, or the locale in which their perpetrators
operate or seek asylum;
(2) the term "national of the United States" has the meaning given such term in section
101(a)(22) of the Immigration and Nationality Act;
(3) the term "person" means any individual or entity capable of holding a legal or
beneficial interest in property and;
(4) the term "act of war" means any act occurring in the course of-(A) declared war;
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(B) armed conflict, whether or not war has been declared, between two or more nations;
or
802

(C) armed conflict between military forces of any origin; and
(5) the term "domestic terrorism" means activities that-(A) involve acts dangerous to human life that are a violation of the criminal laws of the
United States or of any State;
(B) appear to be intended-(i) to intimidate or coerce a civilian population;
(ii) to influence the policy of a government by intimidation or coercion; or
(iii) to affect the conduct of a government by mass destruction, assassination, or
kidnapping; and
(C) occur primarily within the territorial jurisdiction of the United States.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 113B--TERRORISM
Current through P.L. 107-56, approved 10-26-01

§ 2332b. Acts of terrorism transcending national boundaries
(a) Prohibited acts.-(1) Offenses.--Whoever, involving conduct transcending national boundaries and in a
circumstance described in subsection (b)-(A) kills, kidnaps, maims, commits an assault resulting in serious bodily injury, or
assaults with a dangerous weapon any person within the United States; or
(B) creates a substantial risk of serious bodily injury to any other person by destroying
or damaging any structure, conveyance, or other real or personal property within the
United States or by attempting or conspiring to destroy or damage any structure,
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conveyance, or other real or personal property within the United States;
in violation of the laws of any State, or the United States, shall be punished as
prescribed in subsection (c).
(2) Treatment of threats, attempts and conspiracies.--Whoever threatens to commit an
offense under paragraph (1), or attempts or conspires to do so, shall be punished under
subsection (c).
(b) Jurisdictional bases.-(1) Circumstances.--The circumstances referred to in subsection (a) are-(A) the mail or any facility of interstate or foreign commerce is used in furtherance of
the offense;
(B) the offense obstructs, delays, or affects interstate or foreign commerce, or would
have so obstructed, delayed, or affected interstate or foreign commerce if the offense had
been consummated;
(C) the victim, or intended victim, is the United States Government, a member of the
uniformed services, or any official, officer, employee, or agent of the legislative,
executive, or judicial branches, or of any department or agency, of the United States;
(D) the structure, conveyance, or other real or personal property is, in whole or in part,
owned, possessed, or leased to the United States, or any department or agency of the
United States;
(E) the offense is committed in the territorial sea (including the airspace above and the
seabed and subsoil below, and artificial islands and fixed structures erected thereon) of
the United States; or
(F) the offense is committed within the special maritime and territorial jurisdiction of
the United States.
(2) Co-conspirators and accessories after the fact.--Jurisdiction shall exist over all
principals and co-conspirators of an offense under this section, and accessories after the
fact to any offense under this section, if at least one of the circumstances described in
subparagraphs (A) through (F) of paragraph (1) is applicable to at least one offender.
(c) Penalties.—
(1) Penalties.--Whoever violates this section shall be punished-(A) for a killing, or if death results to any person from any other conduct prohibited by
this section, by death, or by imprisonment for any term of years or for life;
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(B) for kidnapping, by imprisonment for any term of years or for life;
(C) for maiming, by imprisonment for not more than 35 years;
(D) for assault with a dangerous weapon or assault resulting in serious bodily injury,
by imprisonment for not more than 30 years;
(E) for destroying or damaging any structure, conveyance, or other real or personal
property, by imprisonment for not more than 25 years;
(F) for attempting or conspiring to commit an offense, for any term of years up to the
maximum punishment that would have applied had the offense been completed; and
(G) for threatening to commit an offense under this section, by imprisonment for not
more than 10 years.
(2) Consecutive sentence.--Notwithstanding any other provision of law, the court shall
not place on probation any person convicted of a violation of this section; nor shall the
term of imprisonment imposed under this section run concurrently with any other term of
imprisonment.
(d) Proof requirements.--The following shall apply to prosecutions under this section:
(1) Knowledge.--The prosecution is not required to prove knowledge by any defendant
of a jurisdictional base alleged in the indictment.
(2) State law.--In a prosecution under this section that is based upon the adoption of
State law, only the elements of the offense under State law, and not any provisions
pertaining to criminal procedure or evidence, are adopted.
(e) Extraterritorial jurisdiction.--There is extraterritorial Federal jurisdiction-(1) over any offense under subsection (a), including any threat, attempt, or conspiracy to
commit such offense; and
(2) over conduct which, under section 3, renders any person an accessory after the fact
to an offense under subsection (a).
808

(f) Investigative authority.--In addition to any other investigative authority with respect
to violations of this title, the Attorney General shall have primary investigative
responsibility for all Federal crimes of terrorism, and any violation of section 351(e),
844(e), 844(f)(1), 956(b), 1361, 1366(b), 1366(c), 1751(e), 2152, or 2156 of this title, and
the Secretary of the Treasury shall assist the Attorney General at the request of the
Attorney General. Nothing in this section shall be construed to interfere with the
authority of the United States Secret Service under section 3056.
(g) Definitions.--As used in this section--
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(1) the term "conduct transcending national boundaries" means conduct occurring
outside of the United States in addition to the conduct occurring in the United States;
(2) the term "facility of interstate or foreign commerce" has the meaning given that term
in section 1958(b)(2);
(3) the term "serious bodily injury" has the meaning given that term in section
1365(g)(3);
(4) the term "territorial sea of the United States" means all waters extending seaward to
12 nautical miles from the baselines of the United States, determined in accordance with
international law; and
(5) the term "Federal crime of terrorism" means an offense that-(A) is calculated to influence or affect the conduct of government by intimidation or
coercion, or to retaliate against government conduct; and
(B) is a violation of-08

(i) section 32 (relating to destruction of aircraft or aircraft facilities), 37 (relating to
violence at international airports), 81 (relating to arson within special maritime and
territorial jurisdiction), 175 or 175b (relating to biological weapons), 229 (relating to
chemical weapons), subsection (a), (b), (c), or (d) of section 351 (relating to
congressional, cabinet, and Supreme Court assassination, kidnapping, and assault) and
kidnaping), 831 (relating to nuclear materials), 842(m) or (n) (relating to plastic
explosives), 844(e) (relating to certain bombings), 844(f) or (i) 844(f)(2) or (3) (relating
to arson and bombing of certain property), 930(c), 956 Government property risking or
causing death), 844(i) (relating to arson and bombing of property used in interstate
commerce), 930(c) (relating to killing or attempted killing during an attack on a Federal
facility with a dangerous weapon), 956(a)(1) (relating to conspiracy to injure property of
a foreign government), 1114 murder, kidnap, or maim
persons abroad), 1030(a)(1)
(relating to protection of computers) , 1030(a)(5)(A)(i) resulting in damage as defined in
1030(a)(5)(B)(ii) through (v) (relating to protection of computers), 1114 (relating to
killing or attempted killing of officers and employees of the United States), 1116 ((
relating to murder or manslaughter of foreign officials, official guests, or internationally
protected persons), 1203 (relating to hostage taking), 1361 (relating to injury of
Government property or contracts), 1362 (1362 ( relating to destruction of
communication lines, stations, or systems), 1363 (( relating to injury to buildings or
property within special maritime and territorial jurisdiction of the United States), 1366(a)
(relating to destruction of an energy facility), 1751(a), (b), (c), or (d) (relating to
Presidential and Presidential staff assassination, kidnapping, and assault), 1992, 2152 and
kidnaping), 1992 ( relating to wrecking trains), 1993 (relating to injury of fortifications,
harbor defenses, or defensive sea areas) terrorist attacks and other acts of violence against
mass transportation systems), 2155 (relating to destruction of national defense materials,
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premises, or utilities), 2156 (relating to production of defective national defense
materials, premises, or utilities), 2280 (2280 ( relating to violence against maritime
navigation), 2281 (relating to violence against maritime fixed platforms), 2332 (relating
to certain homicides and other violence against United States nationals occurring outside
of the United States), 2332a (relating to use of weapons of mass destruction), 2332b
(relating to acts of terrorism transcending national boundaries), 2332c 2339 ( relating to
harboring terrorists), 2339A (relating to providing material support to terrorists), 2339B
(relating to providing material support to terrorist organizations), or 2340A (relating to
torture) of this title;
(ii) section 236 (relating to sabotage of nuclear facilities or fuel) of the Atomic Energy
Act of 1954 (42 U.S.C. 2284); or
(iii) section 46502 (relating to aircraft piracy)
or, the second sentence of section
60123(46504 (relating to assault on a flight crew with a dangerous weapon), section
46505(b)(3) or (c) (relating to explosive or incendiary devices, or endangerment of
human life by means of weapons, on aircraft), section 46506 if homicide or attempted
homicide is involved (relating to application of certain criminal laws to acts on aircraft),
or section 60123 ( b) (relating to destruction of interstate gas or hazardous liquid pipeline
facility) of title 49.

(THIS IS AN ENTIRELY NEW SECTION)

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 113B--TERRORISM
Current through P.L. 107-56, approved 10-26-01
803

§ 2339. Harboring or concealing terrorists
(a) Whoever harbors or conceals any person who he knows, or has reasonable grounds to
believe, has committed, or is about to commit, an offense under section 32 (relating to
destruction of aircraft or aircraft facilities), section 175 (relating to biological weapons),
section 229 (relating to chemical weapons), section 831 (relating to nuclear materials),
paragraph (2) or (3) of section 844(f) (relating to arson and bombing of government
property risking or causing injury or death), section 1366(a) (relating to the destruction of
an energy facility), section 2280 (relating to violence against maritime navigation),
section 2332a (relating to weapons of mass destruction), or section 2332b (relating to acts
of terrorism transcending national boundaries) of this title, section 236(a) (relating to
sabotage of nuclear facilities or fuel) of the Atomic Energy Act of 1954 (42 U.S.C.
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2284(a)), or section 46502 (relating to aircraft piracy) of title 49, shall be fined under this
title or imprisoned not more than ten years, or both.
(b) A violation of this section may be prosecuted in any Federal judicial district in which
the underlying offense was committed, or in any other Federal judicial district as
provided by law.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 113B--TERRORISM
Current through P.L. 107-56, approved 10-26-01
§ 2339A. Providing material support to terrorists
05
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(a) Offense.--Whoever within the United States provides material support or resources or
conceals or disguises the nature, location, source, or ownership of material support or
resources, knowing or intending that they are to be used in preparation for, or in carrying
out, a violation of section 32, 37, 81, 175, 229, 351, 831, 842(m) or (n), 844(f) or (i),
930(c), 956, 1114, 1116, 1203, 1361, 1362, 1363, 1366, 1751, 1992, 1993, 2155, 2156,
2280, 2281, 2332, 2332a, 2332b, 2332c, or 2340A of this title, section 236 of the Atomic
Energy Act of 1954 (42 U.S.C. 2284), or section 46502 or 60123(b) of title 49, or in
preparation for, or in carrying out, the concealment or an escape from the commission of
any such violation, or attempts or conspires to do such an act, shall be fined under this
title, imprisoned not more than 10 15 years, or both, and, if the death of any person
results, shall be imprisoned for any term of years or for life.
A violation of this section may be prosecuted in any Federal judicial district in which the
underlying offense was committed, or in any other Federal judicial district as provided by
law.
(b) Definition.--In this section, the term "material support or resources" means currency
or other monetary instruments or financial securities, financial services, lodging, training,
expert advice or assistance, safehouses, false documentation or identification,
communications equipment, facilities, weapons, lethal substances, explosives, personnel,
transportation, and other physical assets, except medicine or religious materials.

UNITED STATES CODE ANNOTATED
37

TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 113B--TERRORISM
Current through P.L. 107-56, approved 10-26-01
§ 2339B. Providing material support or resources to designated foreign terrorist
organizations
(a) Prohibited activities.-10

(1) Unlawful conduct.--Whoever, within the United States or subject to the jurisdiction
of the United States, knowingly provides material support or resources to a foreign
terrorist organization, or attempts or conspires to do so, shall be fined under this title or
imprisoned not more than 10 15 years, or both, and, if the death of any person results,
shall be imprisoned for any term of years or for life.
(2) Financial institutions.--Except as authorized by the Secretary, any financial
institution that becomes aware that it has possession of, or control over, any funds in
which a foreign terrorist organization, or its agent, has an interest, shall-(A) retain possession of, or maintain control over, such funds; and
(B) report to the Secretary the existence of such funds in accordance with regulations
issued by the Secretary.
(b) Civil penalty.--Any financial institution that knowingly fails to comply with
subsection (a)(2) shall be subject to a civil penalty in an amount that is the greater of-(A) $50,000 per violation; or
(B) twice the amount of which the financial institution was required under subsection
(a)(2) to retain possession or control.
(c) Injunction.--Whenever it appears to the Secretary or the Attorney General that any
person is engaged in, or is about to engage in, any act that constitutes, or would
constitute, a violation of this section, the Attorney General may initiate civil action in a
district court of the United States to enjoin such violation.
(d) Extraterritorial jurisdiction.--There is extraterritorial Federal jurisdiction over an
offense under this section.
(e) Investigations.-(1) In general.--The Attorney General shall conduct any investigation of a possible
violation of this section, or of any license, order, or regulation issued pursuant to this
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section.
(2) Coordination with the Department of the Treasury.--The Attorney General shall
work in coordination with the Secretary in investigations relating to-(A) the compliance or noncompliance by a financial institution with the requirements of
subsection (a)(2); and
(B) civil penalty proceedings authorized under subsection (b).
(3) Referral.--Any evidence of a criminal violation of this section arising in the course
of an investigation by the Secretary or any other Federal agency shall be referred
immediately to the Attorney General for further investigation. The Attorney General
shall timely notify the Secretary of any action taken on referrals from the Secretary, and
may refer investigations to the Secretary for remedial licensing or civil penalty action.
(f) Classified information in civil proceedings brought by the United States.-(1) Discovery of classified information by defendants.-(A) Request by United States.--In any civil proceeding under this section, upon request
made ex parte and in writing by the United States, a court, upon a sufficient showing,
may authorize the United States to-(i) redact specified items of classified information from documents to be introduced
into evidence or made available to the defendant through discovery under the Federal
Rules of Civil Procedure;
(ii) substitute a summary of the information for such classified documents; or
(iii) substitute a statement admitting relevant facts that the classified information
would tend to prove.
(B) Order granting request.--If the court enters an order granting a request under this
paragraph, the entire text of the documents to which the request relates shall be sealed
and preserved in the records of the court to be made available to the appellate court in the
event of an appeal.
(C) Denial of request.--If the court enters an order denying a request of the United
States under this paragraph, the United States may take an immediate, interlocutory
appeal in accordance with paragraph (5). For purposes of such an appeal, the entire text
of the documents to which the request relates, together with any transcripts of arguments
made ex parte to the court in connection therewith, shall be maintained under seal and
delivered to the appellate court.
(2) Introduction of classified information; precautions by court.--
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(A) Exhibits.--To prevent unnecessary or inadvertent disclosure of classified
information in a civil proceeding brought by the United States under this section, the
United States may petition the court ex parte to admit, in lieu of classified writings,
recordings, or photographs, one or more of the following:
(i) Copies of items from which classified information has been redacted.
(ii) Stipulations admitting relevant facts that specific classified information would tend
to prove.
(iii) A declassified summary of the specific classified information.
(B) Determination by court.--The court shall grant a request under this paragraph if the
court finds that the redacted item, stipulation, or summary is sufficient to allow the
defendant to prepare a defense.
(3) Taking of trial testimony.-(A) Objection.--During the examination of a witness in any civil proceeding brought by
the United States under this subsection, the United States may object to any question or
line of inquiry that may require the witness to disclose classified information not
previously found to be admissible.
(B) Action by court.--In determining whether a response is admissible, the court shall
take precautions to guard against the compromise of any classified information,
including-(i) permitting the United States to provide the court, ex parte, with a
witness's response to the question or line of inquiry; and

proffer of the

(ii) requiring the defendant to provide the court with a proffer of the nature of the
information that the defendant seeks to elicit.
(C) Obligation of defendant.--In any civil proceeding under this section, it shall be the
defendant's obligation to establish the relevance and materiality of any classified
information sought to be introduced.
(4) Appeal.--If the court enters an order denying a request of the United States under
this subsection, the United States may take an immediate interlocutory appeal in
accordance with paragraph (5).
(5) Interlocutory appeal.-(A) Subject of appeal.--An interlocutory appeal by the United States shall lie to a court
of appeals from a decision or order of a district court--
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(i) authorizing the disclosure of classified information;
(ii) imposing sanctions for nondisclosure of classified information; or
(iii) refusing a protective order sought by the United States to prevent the disclosure of
classified information.
(B) Expedited consideration.-(i) In general.--An appeal taken pursuant to this paragraph, either before or during trial,
shall be expedited by the court of appeals.
(ii) Appeals prior to trial.--If an appeal is of an order made prior to trial, an appeal
shall be taken not later than 10 days after the decision or order appealed from, and the
trial shall not commence until the appeal is resolved.
(iii) Appeals during trial.--If an appeal is taken during trial, the trial court shall adjourn
the trial until the appeal is resolved, and the court of appeals-(I) shall hear argument on such appeal not later than 4 days after the adjournment
of the trial;
(II) may dispense with written briefs other than the supporting materials
previously submitted to the trial court;
(III) shall render its decision not later than 4 days after argument on appeal; and
(IV) may dispense with the issuance of a written opinion in rendering its decision.
(C) Effect of ruling.--An interlocutory appeal and decision shall not affect the right of
the defendant, in a subsequent appeal from a final judgment, to claim as error reversal by
the trial court on remand of a ruling appealed from during trial.
(6) Construction.--Nothing in this subsection shall prevent the United States from
seeking protective orders or asserting privileges ordinarily available to the United States
to protect against the disclosure of classified information, including the invocation of the
military and State secrets privilege.
(g) Definitions.--As used in this section-(1) the term "classified information" has the meaning given that term in section 1(a) of
the Classified Information Procedures Act (18 U.S.C. App.);
(2) the term "financial institution" has the same meaning as in section 5312(a)(2) of title
31, United States Code;
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(3) the term "funds" includes coin or currency of the United States or any other country,
traveler's checks, personal checks, bank checks, money orders, stocks, bonds, debentures,
drafts, letters of credit, any other negotiable instrument, and any electronic representation
of any of the foregoing;
(4) the term "material support or resources" has the same meaning as in section 2339A;
(5) the term "Secretary" means the Secretary of the Treasury; and
(6) the term "terrorist organization" means an organization designated as a terrorist
organization under section 219 of the Immigration and Nationality Act.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 113C--TORTURE
Current through P.L. 107-56, approved 10-26-01
§ 2340A. Torture
(a) Offense.--Whoever outside the United States commits or attempts to commit torture
shall be fined under this title or imprisoned not more than 20 years, or both, and if death
results to any person from conduct prohibited by this subsection, shall be punished by
death or imprisoned for any term of years or for life.
(b) Jurisdiction.--There is jurisdiction over the activity prohibited in subsection (a) if-(1) the alleged offender is a national of the United States; or
(2) the alleged offender is present in the United States, irrespective of the nationality of
the victim or alleged offender.
11

(c) Conspiracy.--A person who conspires to commit an offense under this section shall
be subject to the same penalties (other than the penalty of death) as the penalties
prescribed for the offense, the commission of which was the object of the conspiracy.

UNITED STATES CODE ANNOTATED
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TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 121--STORED WIRE AND ELECTRONIC COMMUNICATIONS AND
TRANSACTIONAL
RECORDS ACCESS
Current through P.L. 107-56, approved 10-26-01
§ 2707. Civil action
(a) Cause of action.--Except as provided in section 2703(e), any provider of electronic
communication service, subscriber, or other person aggrieved by any violation of this
chapter in which the conduct constituting the violation is engaged in with a knowing or
intentional state of mind may, in a civil action, recover from the person or entity, other
than the United States, which engaged in that violation such relief as may be appropriate.
(b) Relief.--In a civil action under this section, appropriate relief includes-(1) such preliminary and other equitable or declaratory relief as may be appropriate;
(2) damages under subsection (c); and
(3) a reasonable attorney's fee and other litigation costs reasonably incurred.
(c) Damages.--The court may assess as damages in a civil action under this section the
sum of the actual damages suffered by the plaintiff and any profits made by the violator
as a result of the violation, but in no case shall a person entitled to recover receive less
than the sum of $1,000. If the violation is willful or intentional, the court may assess
punitive damages. In the case of a successful action to enforce liability under this
section, the court may assess the costs of the action, together with reasonable attorney
fees determined by the court.
(d) Administrative discipline.--If a court or appropriate department or agency determines
that the United States or any of its departments or agencies has violated any provision of
this chapter, and the court or appropriate department or agency finds that the
circumstances surrounding the violation raise serious questions about whether or not an
officer or employee of the United States acted willfully or intentionally with respect to
the violation, the department or agency shall, upon receipt of a true and correct copy of
the decision and findings of the court or appropriate department or agency promptly
initiate a proceeding to determine whether disciplinary action against the officer or
employee is warranted. If the head of the department or agency involved determines that
disciplinary action is not warranted, he or she shall notify the Inspector General with
jurisdiction over the department or agency concerned and shall provide the Inspector
General with the reasons for such determination."
(e) Defense.--A good faith reliance on--
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(1) a court warrant or order, a grand jury subpoena, a legislative authorization, or a
statutory authorization (including a request of a governmental entity under section
2703(f) of this title);
(2) a request of an investigative or law enforcement officer under section 2518(7) of this
title; or
(3) a good faith determination that section 2511(3) of this title permitted the conduct
complained of;

is a complete defense to any civil or criminal action brought under this chapter or any
other law.
(f) Limitation.--A civil action under this section may not be commenced later than two
years after the date upon which the claimant first discovered or had a reasonable
opportunity to discover the violation.
(g) Improper disclosure.--Any willful disclosure of a 'record', as that term is defined in
section 552a(a) of title 5, United States Code, obtained by an investigative or law
enforcement officer, or a governmental entity, pursuant to section 2703 of this title, or
from a device installed pursuant to section 3123 or 3125 of this title, that is not a
disclosure made in the proper performance of the official functions of the officer or
governmental entity making the disclosure, is a violation of this chapter. This provision
shall not apply to information previously lawfully disclosed (prior to the commencement
of any civil or administrative proceeding under this chapter) to the public by a Federal,
State, or local governmental entity or by the plaintiff in a civil action under this chapter.

UNITED STATES CODE ANNOTATED
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TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART II--CRIMINAL PROCEDURE
CHAPTER 204--REWARDS FOR INFORMATION CONCERNING TERRORIST
ACTS AND ESPIONAGE

Current through P.L. 107-56, approved 10-26-01
§ 3077. Definitions
As used in this chapter, the term-02

(1) act of terrorism means an activity that act of domestic or international terrorism as
defined in section 2331;
(B) appears to be intended-(i) to intimidate or coerce a civilian population;
(ii) to influence the policy of a government by intimidation or coercion; or
(iii) to affect the conduct of a government by assassination or kidnapping;"
(2) "United States person" means-(A) a national of the United States as defined in section 101(a)(22) of the Immigration
and Nationality Act (8 U.S.C. 1101(a)(22));
(B) an alien lawfully admitted for permanent residence in the United States as defined
in section 101(a)(20) of the Immigration and Nationality Act (8 U.S.C. 1101(a)(20));
(C) any person within the United States;
(D) any employee or contractor of the United States Government, regardless of
nationality, who is the victim or intended victim of an act of terrorism by virtue of that
employment;
(E) a sole proprietorship, partnership, company, or association composed principally of
nationals or permanent resident aliens of the United States; and
(F) a corporation organized under the laws of the United States, any State, the District
of Columbia, or any territory or possession of the United States, and a foreign subsidiary
of such corporation;
(3) "United States property" means any real or personal property which is within the
United States or, if outside the United States, the actual or beneficial ownership of which
rests in a United States person or any Federal or State governmental entity of the United
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States;
(4) "United States", when used in a geographical sense, includes Puerto Rico and all
territories and possessions of the United States;
(5) "State" includes any State of the United States, the District of Columbia, the
Commonwealth of Puerto Rico, and any other possession or territory of the United States;
(6) "government entity" includes the Government of the United States, any State or
political subdivision thereof, any foreign country, and any state, provincial, municipal, or
other political subdivision of a foreign country;
(7) "Attorney General" means the Attorney General of the United States or that official
designated by the Attorney General to perform the Attorney General's responsibilities
under this chapter; and
(8) "act of espionage" means an activity that is a violation of-(A) section 793, 794, or 798 of this title; or
(B) section 4 of the Subversive Activities Control Act of 1950.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART II--CRIMINAL PROCEDURE
CHAPTER 213--LIMITATIONS
Current through P.L. 107-56, approved 10-26-01
§ 3286. Extension of statute of limitation for certain terrorism offenses
09

(a) Eight-year limitation.--Notwithstanding section 3282, no person shall be prosecuted,
tried, or punished for any non-capital noncapital offense involving a violation of any
provision listed in section 32 (aircraft destruction), 2332b(g)(5)(B), or a violation of
section 37 (airport violence), section 112 (assaults upon diplomats), section 351 (crimes
against Congressmen or Cabinet officers), section 1116 (crimes against diplomats),
section 1203 (hostage taking), section 1361 (willful injury to government property),
section 1751 (crimes against the President), section 2280 (maritime violence), section
2281 (maritime platform violence), section 2332 (terrorist acts abroad against United
States nationals), section 2332a (use of weapons of mass destruction), 2332b (acts of
terrorism transcending national boundaries), or section 2340A (torture) 112, 351(e),
1361, or 1751(e) of this title, or section 46502, 46504, 46505, or 46506 of title 49, unless
the indictment is found or the information is instituted within 8 years after the offense
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was committed. Notwithstanding the preceding sentence, offenses listed in section 3295
are subject to the statute of limitations set forth in that section.
(b) No limitation.--Notwithstanding any other law, an indictment may be found or an
information instituted at any time without limitation for any offense listed in section
2332b(g)(5)(B), if the commission of such offense resulted in, or created a forseeable risk
of, death or serious bodily injury to another person.

09

Note
Application.—The amendments made by this section shall apply to the prosecution of
any offense committed before, on, or after the date of the enactment of this section.

UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART II--CRIMINAL PROCEDURE
CHAPTER 227--SENTENCES
SUBCHAPTER D--IMPRISONMENT
Current through P.L. 107-56, approved 10-26-01

§ 3583. Inclusion of a term of supervised release after imprisonment
(a) In general.--The court, in imposing a sentence to a term of imprisonment for a felony
or a misdemeanor, may include as a part of the sentence a requirement that the defendant
be placed on a term of supervised release after imprisonment, except that the court shall
include as a part of the sentence a requirement that the defendant be placed on a term of
supervised release if such a term is required by statute or if the defendant has been
convicted for the first time of a domestic violence crime as defined in section 3561(b).
(b) Authorized terms of supervised release.--Except as otherwise provided, the
authorized terms of supervised release are-(1) for a Class A or Class B felony, not more than five years;
(2) for a Class C or Class D felony, not more than three years; and
(3) for a Class E felony, or for a misdemeanor (other than a petty offense), not more
than one year.
(c) Factors to be considered in including a term of supervised release.--The court, in
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determining whether to include a term of supervised release, and, if a term of supervised
release is to be included, in determining the length of the term and the conditions of
supervised release, shall consider the factors set forth in section 3553(a)(1), (a)(2)(B),
(a)(2)(C), (a)(2)(D), (a)(4), (a)(5), and (a)(6).
(d) Conditions of supervised release.--The court shall order, as an explicit condition of
supervised release, that the defendant not commit another Federal, State, or local crime
during the term of supervision and that the defendant not unlawfully possess a controlled
substance. The court shall order as an explicit condition of supervised release for a
defendant convicted for the first time of a domestic violence crime as defined in section
3561(b) that the defendant attend a public, private, or private nonprofit offender
rehabilitation program that has been approved by the court, in consultation with a State
Coalition Against Domestic Violence or other appropriate experts, if an approved
program is readily available within a 50-mile radius of the legal residence of the
defendant. The court shall order, as an explicit condition of supervised release for a
person described in section 4042(c)(4), that the person report the address where the
person will reside and any subsequent change of residence to the probation officer
responsible for supervision, and that the person register in any State where the person
resides, is employed, carries on a vocation, or is a student (as such terms are defined
under section 170101(a)(3) of the Violent Crime Control and Law Enforcement Act of
1994). The court shall order, as an explicit condition of supervised release, that the
defendant cooperate in the collection of a DNA sample from the defendant, if the
collection of such a sample is authorized pursuant to section 3 of the DNA Analysis
Backlog Elimination Act of 2000. The court shall also order, as an explicit condition of
supervised release, that the defendant refrain from any unlawful use of a controlled
substance and submit to a drug test within 15 days of release on supervised release and at
least 2 periodic drug tests thereafter (as determined by the court) for use of a controlled
substance. The condition stated in the preceding sentence may be ameliorated or
suspended by the court as provided in section 3563(a)(4). The results of a drug test
administered in accordance with the preceding subsection shall be subject to confirmation
only if the results are positive, the defendant is subject to possible imprisonment for such
failure, and either the defendant denies the accuracy of such test or there is some other
reason to question the results of the test. A drug test confirmation shall be a urine drug
test confirmed using gas chromatography/mass spectrometry techniques or such test as
the Director of the Administrative Office of the United States Courts after consultation
with the Secretary of Health and Human Services may determine to be of equivalent
accuracy. The court shall consider whether the availability of appropriate substance
abuse treatment programs, or an individual's current or past participation in such
programs, warrants an exception in accordance with United States Sentencing
Commission guidelines from the rule of section 3583(g) when considering any action
against a defendant who fails a drug test. The court may order, as a further condition of
supervised release, to the extent that such condition-(1) is reasonably related to the factors set forth in section 3553(a)(1), (a)(2)(B),
(a)(2)(C), and (a)(2)(D);
(2) involves no greater deprivation of liberty than is reasonably necessary for the
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purposes set forth in section 3553(a)(2)(B), (a)(2)(C), and (a)(2)(D); and
(3) is consistent with any pertinent policy statements issued by the Sentencing
Commission pursuant to 28 U.S.C. 994(a);

any condition set forth as a discretionary condition of probation in section 3563(b)(1)
through (b)(10) and (b)(12) through (b)(20), and any other condition it considers to be
appropriate. If an alien defendant is subject to deportation, the court may provide, as a
condition of supervised release, that he be deported and remain outside the United States,
and may order that he be delivered to a duly authorized immigration official for such
deportation.
(e) Modification of conditions or revocation.--The court may, after considering the
factors set forth in section 3553(a)(1), (a)(2)(B), (a)(2)(C), (a)(2)(D), (a)(4), (a)(5), and
(a)(6)-(1) terminate a term of supervised release and discharge the defendant released at any
time after the expiration of one year of supervised release, pursuant to the provisions of
the Federal Rules of Criminal Procedure relating to the modification of probation, if it is
satisfied that such action is warranted by the conduct of the defendant released and the
interest of justice;
(2) extend a term of supervised release if less than the maximum authorized term was
previously imposed, and may modify, reduce, or enlarge the conditions of supervised
release, at any time prior to the expiration or termination of the term of supervised
release, pursuant to the provisions of the Federal Rules of Criminal Procedure relating to
the modification of probation and the provisions applicable to the initial setting of the
terms and conditions of post-release supervision;
(3) revoke a term of supervised release, and require the defendant to serve in prison all
or part of the term of supervised release authorized by statute for the offense that resulted
in such term of supervised release without credit for time previously served on
postrelease supervision, if the court, pursuant to the Federal Rules of Criminal Procedure
applicable to revocation of probation or supervised release, finds by a preponderance of
the evidence that the defendant violated a condition of supervised release, except that a
defendant whose term is revoked under this paragraph may not be required to serve more
than 5 years in prison if the offense that resulted in the term of supervised release is a
class A felony, more than 3 years in prison if such offense is a class B felony, more than
2 years in prison if such offense is a class C or D felony, or more than one year in any
other case; or
(4) order the defendant to remain at his place of residence during nonworking hours and,
if the court so directs, to have compliance monitored by telephone or electronic signaling
devices, except that an order under this paragraph may be imposed only as an alternative
to incarceration.
(f) Written statement of conditions.--The court shall direct that the probation officer
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provide the defendant with a written statement that sets forth all the conditions to which
the term of supervised release is subject, and that is sufficiently clear and specific to serve
as a guide for the defendant's conduct and for such supervision as is required.
(g) Mandatory revocation for possession of controlled substance or firearm or for refusal
to comply with drug testing.--If the defendant-(1) possesses a controlled substance in violation of the condition set forth in subsection
(d);
(2) possesses a firearm, as such term is defined in section 921 of this title, in violation of
Federal law, or otherwise violates a condition of supervised release prohibiting the
defendant from possessing a firearm; or
(3) refuses to comply with drug testing imposed as a condition of supervised release;

the court shall revoke the term of supervised release and require the defendant to serve a
term of imprisonment not to exceed the maximum term of imprisonment authorized
under subsection (e)(3).
(h) Supervised release following revocation.--When a term of supervised release is
revoked and the defendant is required to serve a term of imprisonment that is less than the
maximum term of imprisonment authorized under subsection (e)(3), the court may
include a requirement that the defendant be placed on a term of supervised release after
imprisonment. The length of such a term of supervised release shall not exceed the term
of supervised release authorized by statute for the offense that resulted in the original
term of supervised release, less any term of imprisonment that was imposed upon
revocation of supervised release.
(i) Delayed revocation.--The power of the court to revoke a term of supervised release
for violation of a condition of supervised release, and to order the defendant to serve a
term of imprisonment and, subject to the limitations in subsection (h), a further term of
supervised release, extends beyond the expiration of the term of supervised release for
any period reasonably necessary for the adjudication of matters arising before its
expiration if, before its expiration, a warrant or summons has been issued on the basis of
an allegation of such a violation.
12

(j) Supervised release terms for terrorism predicates.--Notwithstanding subsection (b),
the authorized term of supervised release for any offense listed in section 2332b(g)(5)(B),
the commission of which resulted in, or created a foreseeable risk of, death or serious
bodily injury to another person, is any term of years or life.

UNITED STATES CODE ANNOTATED
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TITLE 22. FOREIGN RELATIONS AND INTERCOURSE
CHAPTER 79--TRADE SANCTIONS REFORM AND EXPORT ENHANCEMENT
Current through P.L. 107-56, approved 10-26-01
07

§ 7211. Technical clarification relating to provision of material support to terrorism
No provision of the Trade Sanctions Reform and Export Enhancement Act of 2000 (title
IX of Public Law 106-387) shall be construed to limit or otherwise affect section 2339A
or 2339B of title 18, United States Code.

UNITED STATES CODE ANNOTATED
TITLE 28. JUDICIARY AND JUDICIAL PROCEDURE
PART II--DEPARTMENT OF JUSTICE
CHAPTER 31--THE ATTORNEY GENERAL
Current through P.L. 107-56, approved 10-26-01
§ 509. Functions of the Attorney General
All functions of other officers of the Department of Justice and all functions of agencies
and employees of the Department of Justice are vested in the Attorney General except the
functions-(1) vested by subchapter II of chapter 5 of title 5 in administrative law judges employed
by the Department of Justice;
(2) of the Federal Prison Industries, Inc.; and
(3) of the Board of Directors and officers of the Federal Prison Industries, Inc.

6

Note
(a) In general.--The Attorney General shall establish such regional computer forensic
laboratories as the Attorney General considers appropriate, and provide support to
existing computer forensic laboratories, in order that all such computer forensic
laboratories have the capability--

6

(1) to provide forensic examinations with respect to seized or intercepted computer
evidence relating to criminal activity (including cyberterrorism);
(2) to provide training and education for Federal, State, and local law enforcement
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personnel and prosecutors regarding investigations, forensic analyses, and prosecutions
of computer-related crime (including cyberterrorism);
(3) to assist Federal, State, and local law enforcement in enforcing Federal, State, and
local criminal laws relating to computer-related crime;
(4) to facilitate and promote the sharing of Federal law enforcement expertise and
information about the investigation, analysis, and prosecution of computer-related crime
with State and local law enforcement personnel and prosecutors, including the use of
multijurisdictional task forces; and
(5) to carry out such other activities as the Attorney General considers appropriate.
(b) Authorization of appropriations.-(1) Authorization.--There is hereby authorized to be appropriated in each fiscal year
$50,000,000 for purposes of carrying out this section.
(2) Availability.--Amounts appropriated pursuant to the authorization of appropriations
in paragraph (1) shall remain available until expended.

UNITED STATES CODE ANNOTATED
TITLE 28. JUDICIARY AND JUDICIAL PROCEDURE
PART III--COURT OFFICERS AND EMPLOYEES
CHAPTER 58--UNITED STATES SENTENCING COMMISSION
Current through P.L. 107-56, approved 10-26-01
§ 994. Duties of the Commission
(a) The Commission, by affirmative vote of at least four members of the Commission,
and pursuant to its rules and regulations and consistent with all pertinent provisions of
this title and title 18, United States Code, shall promulgate and distribute to all courts of
the United States and to the United States Probation System-(1) guidelines, as described in this section, for use of a sentencing court in determining
the sentence to be imposed in a criminal case, including-(A) a determination whether to impose a sentence to probation, a fine, or a term of
imprisonment;
(B) a determination as to the appropriate amount of a fine or the appropriate length of a

52

term of probation or a term of imprisonment;
(C) a determination whether a sentence to a term of imprisonment should include a
requirement that the defendant be placed on a term of supervised release after
imprisonment, and, if so, the appropriate length of such a term;
(D) a determination whether multiple sentences to terms of imprisonment should be
ordered to run concurrently or consecutively; and
(E) a determination under paragraphs (6) and (11) of section 3563(b) of title 18;
(2) general policy statements regarding application of the guidelines or any other aspect
of sentencing or sentence implementation that in the view of the Commission would
further the purposes set forth in section 3553(a)(2) of title 18, United States Code,
including the appropriate use of-(A) the sanctions set forth in sections 3554, 3555, and 3556 of title 18;
(B) the conditions of probation and supervised release set forth in sections 3563(b) and
3583(d) of title 18;
(C) the sentence modification provisions set forth in sections 3563(c), 3564, 3573, and
3582(c) of title 18;
(D) the fine imposition provisions set forth in section 3572 of title 18;
(E) the authority granted under rule 11(e)(2) of the Federal Rules of Criminal Procedure
to accept or reject a plea agreement entered into pursuant to rule 11(e)(1); and
(F) the temporary release provisions set forth in
section 3622 of title 18 , and the
prerelease custody provisions set forth in section 3624(c) of title 18; and
(3) guidelines or general policy statements regarding the appropriate use of the
provisions for revocation of probation set forth in section 3565 of title 18, and the
provisions for modification of the term or conditions of supervised release and revocation
of supervised release set forth in section 3583(e) of title 18.
(b)(1) The Commission, in the guidelines promulgated pursuant to subsection (a)(1),
shall, for each category of offense involving each category of defendant, establish a
sentencing range that is consistent with all pertinent provisions of title 18, United States
Code.
(2) If a sentence specified by the guidelines includes a term of imprisonment, the
maximum of the range established for such a term shall not exceed the minimum of that
range by more than the greater of 25 percent or 6 months, except that, if the minimum
term of the range is 30 years or more, the maximum may be life imprisonment.
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(c) The Commission, in establishing categories of offenses for use in the guidelines and
policy statements governing the imposition of sentences of probation, a fine, or
imprisonment, governing the imposition of other authorized sanctions, governing the size
of a fine or the length of a term of probation, imprisonment, or supervised release, and
governing the conditions of probation, supervised release, or imprisonment, shall
consider whether the following matters, among others, have any relevance to the nature,
extent, place of service, or other incidents of an appropriate sentence, and shall take them
into account only to the extent that they do have relevance-(1) the grade of the offense;
(2) the circumstances under which the offense was committed which mitigate or
aggravate the seriousness of the offense;
(3) the nature and degree of the harm caused by the offense, including whether it
involved property, irreplaceable property, a person, a number of persons, or a breach of
public trust;
(4) the community view of the gravity of the offense;
(5) the public concern generated by the offense;
(6) the deterrent effect a particular sentence may have on the commission of the offense
by others; and
(7) the current incidence of the offense in the community and in the Nation as a whole.
(d) The Commission in establishing categories of defendants for use in the guidelines
and policy statements governing the imposition of sentences of probation, a fine, or
imprisonment, governing the imposition of other authorized sanctions, governing the size
of a fine or the length of a term of probation, imprisonment, or supervised release, and
governing the conditions of probation, supervised release, or imprisonment, shall
consider whether the following matters, among others, with respect to a defendant, have
any relevance to the nature, extent, place of service, or other incidents [FN1] of an
appropriate sentence, and shall take them into account only to the extent that they do have
relevance-(1) age;
(2) education;
(3) vocational skills;
(4) mental and emotional condition to the extent that such condition mitigates the
defendant's culpability or to the extent that such condition is otherwise plainly relevant;
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(5) physical condition, including drug dependence;
(6) previous employment record;
(7) family ties and responsibilities;
(8) community ties;
(9) role in the offense;
(10) criminal history; and
(11) degree of dependence upon criminal activity for a livelihood.
The Commission shall assure that the guidelines and policy statements are entirely
neutral as to the race, sex, national origin, creed, and socioeconomic status of offenders.
(e) The Commission shall assure that the guidelines and policy statements, in
recommending a term of imprisonment or length of a term of imprisonment, reflect the
general inappropriateness of considering the education, vocational skills, employment
record, family ties and responsibilities, and community ties of the defendant.
(f) The Commission, in promulgating guidelines pursuant to subsection (a)(1), shall
promote the purposes set forth in section 991(b)(1), with particular attention to the
requirements of subsection 991(b)(1)(B) for providing certainty and fairness in
sentencing and reducing unwarranted sentence disparities.
(g) The Commission, in promulgating guidelines pursuant to subsection (a)(1) to meet
the purposes of sentencing as set forth in section 3553(a)(2) of title 18, United States
Code, shall take into account the nature and capacity of the penal, correctional, and other
facilities and services available, and shall make recommendations concerning any change
or expansion in the nature or capacity of such facilities and services that might become
necessary as a result of the guidelines promulgated pursuant to the provisions of this
chapter. The sentencing guidelines prescribed under this chapter shall be formulated to
minimize the likelihood that the Federal prison population will exceed the capacity of the
Federal prisons, as determined by the Commission.
(h) The Commission shall assure that the guidelines specify a sentence to a term of
imprisonment at or near the maximum term authorized for categories of defendants in
which the defendant is eighteen years old or older and-(1) has been convicted of a felony that is-(A) a crime of violence; or
(B) an offense described in section 401 of the Controlled Substances Act (
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21 U.S.C.

841), sections 1002(a), 1005, and 1009 of the Controlled Substances Import and Export
Act (21 U.S.C. 952(a), 955, and 959), and the Maritime Drug Law Enforcement Act (46
U.S.C. App. 1901 et seq.); and
(2) has previously been convicted of two or more prior felonies, each of which is-(A) a crime of violence; or
(B) an offense described in section 401 of the Controlled Substances Act ( 21 U.S.C.
841), sections 1002(a), 1005, and 1009 of the Controlled Substances Import and Export
Act (21 U.S.C. 952(a), 955, and 959), and the Maritime Drug Law Enforcement Act (46
U.S.C. App. 1901 et seq.).
(i) The Commission shall assure that the guidelines specify a sentence to a substantial
term of imprisonment for categories of defendants in which the defendant-(1) has a history of two or more prior Federal, State, or local felony convictions for
offenses committed on different occasions;
(2) committed the offense as part of a pattern of criminal conduct from which the
defendant derived a substantial portion of the defendant's income;
(3) committed the offense in furtherance of a conspiracy with three or more persons
engaging in a pattern of racketeering activity in which the defendant participated in a
managerial or supervisory capacity;
(4) committed a crime of violence that constitutes a felony while on release pending
trial, sentence, or appeal from a Federal, State, or local felony for which he was
ultimately convicted; or
(5) committed a felony that is set forth in section 401 or 1010 of the Comprehensive
Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 841 and 960), and that
involved trafficking in a substantial quantity of a controlled substance.
(j) The Commission shall insure that the guidelines reflect the general appropriateness of
imposing a sentence other than imprisonment in cases in which the defendant is a first
offender who has not been convicted of a crime of violence or an otherwise serious
offense, and the general appropriateness of imposing a term of imprisonment on a person
convicted of a crime of violence that results in serious bodily injury.
(k) The Commission shall insure that the guidelines reflect the inappropriateness of
imposing a sentence to a term of imprisonment for the purpose of rehabilitating the
defendant or providing the defendant with needed educational or vocational training,
medical care, or other correctional treatment.
(l) The Commission shall insure that the guidelines promulgated pursuant to subsection
(a)(1) reflect--
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(1) the appropriateness of imposing an incremental penalty for each offense in a case in
which a defendant is convicted of-(A) multiple offenses committed in the same course of conduct that result in the
exercise of ancillary jurisdiction over one or more of the offenses; and
(B) multiple offenses committed at different times, including those cases in which the
subsequent offense is a violation of section 3146 (penalty for failure to appear) or is
committed while the person is released pursuant to the provisions of section 3147
(penalty for an offense committed while on release) of title 18; and
(2) the general inappropriateness of imposing consecutive terms of imprisonment for an
offense of conspiring to commit an offense or soliciting commission of an offense and for
an offense that was the sole object of the conspiracy or solicitation.
(m) The Commission shall insure that the guidelines reflect the fact that, in many cases,
current sentences do not accurately reflect the seriousness of the offense. This will
require that, as a starting point in its development of the initial sets of guidelines for
particular categories of cases, the Commission ascertain the average sentences imposed in
such categories of cases prior to the creation of the Commission, and in cases involving
sentences to terms of imprisonment, the length of such terms actually served. The
Commission shall not be bound by such average sentences, and shall independently
develop a sentencing range that is consistent with the purposes of sentencing described in
section 3553(a)(2) of title 18, United States Code.
(n) The Commission shall assure that the guidelines reflect the general appropriateness
of imposing a lower sentence than would otherwise be imposed, including a sentence that
is lower than that established by statute as a minimum sentence, to take into account a
defendant's substantial assistance in the investigation or prosecution of another person
who has committed an offense.
(o) The Commission periodically shall review and revise, in consideration of comments
and data coming to its attention, the guidelines promulgated pursuant to the provisions of
this section. In fulfilling its duties and in exercising its powers, the Commission shall
consult with authorities on, and individual and institutional representatives of, various
aspects of the Federal criminal justice system. The United States Probation System, the
Bureau of Prisons, the Judicial Conference of the United States, the Criminal Division of
the United States Department of Justice, and a representative of the Federal Public
Defenders shall submit to the Commission any observations, comments, or questions
pertinent to the work of the Commission whenever they believe such communication
would be useful, and shall, at least annually, submit to the Commission a written report
commenting on the operation of the Commission's guidelines, suggesting changes in the
guidelines that appear to be warranted, and otherwise assessing the Commission's work.
(p) The Commission, at or after the beginning of a regular session of Congress, but not
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later than the first day of May, may promulgate under subsection (a) of this section and
submit to Congress amendments to the guidelines and modifications to previously
submitted amendments that have not taken effect, including modifications to the effective
dates of such amendments. Such an amendment or modification shall be accompanied by
a statement of the reasons therefor and shall take effect on a date specified by the
Commission, which shall be no earlier than 180 days after being so submitted and no
later than the first day of November of the calendar year in which the amendment or
modification is submitted, except to the extent that the effective date is revised or the
amendment is otherwise modified or disapproved by Act of Congress.
(q) The Commission and the Bureau of Prisons shall submit to Congress an analysis and
recommendations concerning maximum utilization of resources to deal effectively with
the Federal prison population. Such report shall be based upon consideration of a variety
of alternatives, including-(1) modernization of existing facilities;
(2) inmate classification and periodic review of such classification for use in placing
inmates in the least restrictive facility necessary to ensure adequate security; and
(3) use of existing Federal facilities, such as those currently within military jurisdiction.
(r) The Commission, not later than two years after the initial set of sentencing guidelines
promulgated under subsection (a) goes into effect, and thereafter whenever it finds it
advisable, shall recommend to the Congress that it raise or lower the grades, or otherwise
modify the maximum penalties, of those offenses for which such an adjustment appears
appropriate.
(s) The Commission shall give due consideration to any petition filed by a defendant
requesting modification of the guidelines utilized in the sentencing of such defendant, on
the basis of changed circumstances unrelated to the defendant, including changes in-(1) the community view of the gravity of the offense;
(2) the public concern generated by the offense; and
(3) the deterrent effect particular sentences may have on the commission of the offense
by others.
(t) The Commission, in promulgating general policy statements regarding the sentencing
modification provisions in section 3582(c)(1)(A) of title 18, shall describe what should be
considered extraordinary and compelling reasons for sentence reduction, including the
criteria to be applied and a list of specific examples. Rehabilitation of the defendant
alone shall not be considered an extraordinary and compelling reason.
(u) If the Commission reduces the term of imprisonment recommended in the guidelines
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applicable to a particular offense or category of offenses, it shall specify in what
circumstances and by what amount the sentences of prisoners serving terms of
imprisonment for the offense may be reduced.
(v) The Commission shall ensure that the general policy statements promulgated
pursuant to subsection (a)(2) include a policy limiting consecutive terms of imprisonment
for an offense involving a violation of a general prohibition and for an offense involving
a violation of a specific prohibition encompassed within the general prohibition.
(w) The appropriate judge or officer shall submit to the Commission in connection with
each sentence imposed (other than a sentence imposed for a petty offense, as defined in
title 18, for which there is no applicable sentencing guideline) a written report of the
sentence, the offense for which it is imposed, the age, race, and sex of the offender,
information regarding factors made relevant by the guidelines, and such other
information as the Commission finds appropriate. The Commission shall submit to
Congress at least annually an analysis of these reports and any recommendations for
legislation that the Commission concludes is warranted by that analysis.
(x) The provisions of section 553 of title 5, relating to publication in the Federal Register
and public hearing procedure, shall apply to the promulgation of guidelines pursuant to
this section.
(y) The Commission, in promulgating guidelines pursuant to subsection (a)(1), may
include, as a component of a fine, the expected costs to the Government of any
imprisonment, supervised release, or probation sentence that is ordered.

14

Note
AMENDMENT OF SENTENCING GUIDELINES RELATING TO CERTAIN COMPUTER FRAUD AND
ABUSE. – Pursuant to its authority under section 994(p) of title 29, United States Code,
the United States Sentencing Commission shall amend the Federal sentencing guidelines
to ensure that any individual convicted of a violation of section 1030 of title 18, United
States Code, can be subjected to appropriate penalties, without regard to any mandatory
minimum term of imprisonment.

UNITED STATES CODE ANNOTATED
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TITLE 42. THE PUBLIC HEALTH AND WELFARE
CHAPTER 23--DEVELOPMENT AND CONTROL OF ATOMIC ENERGY
DIVISION A--ATOMIC ENERGY
SUBCHAPTER XVII--ENFORCEMENT OF CHAPTER
Current through P.L. 107-56, approved 10-26-01
§ 2284. Sabotage of nuclear facilities or fuel
(a) Physical damage to facilities, etc.

1

Any person who intentionally and willfully destroys or causes physical damage to
who intentionally and willfully attempts to destroy or cause physical damage to--

, or

(1) any production facility or utilization facility licensed under this chapter;
(2) any nuclear waste storage facility licensed under this chapter;
(3) any nuclear fuel for such a utilization facility, or any spent nuclear fuel from such a
facility; or
(4) any uranium enrichment facility licensed by the Nuclear Regulatory Commission,
1
0

or attempts or conspires to do such an act, shall be fined not more than $10,000 or
imprisoned for not more than 10 20 years, or both, and, if death results to any person,
shall be imprisoned for any term of years or for life.

(b) Unauthorized use or tampering with facilities, etc.

1
0

Any person who intentionally and willfully causes or attempts to cause an interruption of
normal operation of any such facility through the unauthorized use of or tampering with
the machinery, components, or controls of any such facility, or attempts or conspires to
do such an act, shall be fined not more than $10,000 or imprisoned for not more than 10
20 years, or both, and, if death results to any person, shall be imprisoned for any term of
years or for life.

UNITED STATES CODE ANNOTATED
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TITLE 49. TRANSPORTATION
SUBTITLE VII--AVIATION PROGRAMS
PART A--AIR COMMERCE AND SAFETY
SUBPART IV--ENFORCEMENT AND PENALTIES
CHAPTER 465--SPECIAL AIRCRAFT JURISDICTION OF THE UNITED STATES
Current through P.L. 107-56, approved 10-26-01
§ 46505. Carrying a weapon or explosive on an aircraft
(a) Definition.--In this section, "loaded firearm" means a starter gun or a weapon
designed or converted to expel a projectile through an explosive, that has a cartridge, a
detonator, or powder in the chamber, magazine, cylinder, or clip.
(b) General criminal penalty.--An individual shall be fined under title 18, imprisoned for
not more than 10 years, or both, if the individual-(1) when on, or attempting to get on, an aircraft in, or intended for operation in, air
transportation or intrastate air transportation, has on or about the individual or the
property of the individual a concealed dangerous weapon that is or would be accessible to
the individual in flight;
(2) has placed, attempted to place, or attempted to have placed a loaded firearm on that
aircraft in property not accessible to passengers in flight; or
(3) has on or about the individual, or has placed, attempted to place, or attempted to
have placed on that aircraft, an explosive or incendiary device.
10

(c) Criminal penalty involving disregard for human life.--An individual who willfully
and without regard for the safety of human life, or with reckless disregard for the safety
of human life, violates subsection (b) of this section, shall be fined under title 18,
imprisoned for not more than 15 20 years, or both, and, if death results to any person,
shall be imprisoned for any term of years or for life.
(d) Nonapplication.--Subsection (b)(1) of this section does not apply to-(1) a law enforcement officer of a State or political subdivision of a State, or an officer
or employee of the United States Government, authorized to carry arms in an official
capacity;
(2) another individual the Administrator of the Federal Aviation Administration or the
Under Secretary of Transportation for Security by regulation authorizes to carry a
dangerous weapon in air transportation or intrastate air transportation; or
(3) an individual transporting a weapon (except a loaded firearm) in baggage not
accessible to a passenger in flight if the air carrier was informed of the presence of the
weapon.
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(e) Conspiracy.--If two or more persons conspire to violate subsection (b) or (c), and
one or more of such persons do any act to effect the object of the conspiracy, each of the
parties to such conspiracy shall be punished as provided in such subsection.

UNITED STATES CODE ANNOTATED
TITLE 49. TRANSPORTATION
SUBTITLE VIII--PIPELINES
CHAPTER 601--SAFETY
Current through P.L. 107-56, approved 10-26-01
§ 60123. Criminal penalties
(a) General penalty.--A person knowingly and willfully violating section 60114(c),
60118(a), or 60128 of this title or a regulation prescribed or order issued under this
chapter shall be fined under title 18, imprisoned for not more than 5 years, or both.

811
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(b) Penalty for damaging or destroying facility.--A person knowingly and willfully
damaging or destroying, or attempting to damage or destroy, an interstate gas pipeline
facility or interstate hazardous liquid pipeline facility, or attempting or conspiring to do
such an act, shall be fined under title 18, imprisoned for not more than 15 20 years, or
both, and, if death results to any person, shall be imprisoned for any term of years or for
life.
(c) Penalty for damaging or destroying sign.--A person knowingly and willfully
defacing, damaging, removing, or destroying a pipeline sign or right-of-way marker
required by a law or regulation of the United States shall be fined under title 18,
imprisoned for not more than one year, or both.
(d) Penalty for not using one-call notification system or not heeding location information
or markings.--A person shall be fined under title 18, imprisoned for not more than 5
years, or both, if the person knowingly and willfully-(1) engages in an excavation activity-(A) without first using an available one-call notification system to establish the location
of underground facilities in the excavation area; or
(B) without paying attention to appropriate location information or markings the
operator of a pipeline facility establishes; and
(2) subsequently damages--
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(A) a pipeline facility that results in death, serious bodily harm, or actual damage to
property of more than $50,000;
(B) a pipeline facility that does not report the damage promptly to the operator of the
pipeline facility and to other appropriate authorities; or
(C) a hazardous liquid pipeline facility that results in the release of more than 50 barrels
of product.
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